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(U) IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA
(U) IN THE MATTER OF THE SEARCH OF

RED AT PREMISES CONTROLLED BY (U) Filed Under Seal

MICROSOFT, INC.

' (U) AFFIDAVIT IN SUPPORT OF
AN APPLICATION FOR A SEARCH WARRANT

(U) L, John Kralik, being first duly sworn, hereby depose and state as follows:

[13)) IN'I'R_OD_UC’I'ION AND AGENT BACKGROUND
1. (U)1make this affidavit in support of an ap‘plication B n el for

information associated with certain accounts that is sto;'ed at premises owned, maintained,
controlled, or operated by Microsoft Corporation (“MCI'OS;)ﬁ”), an e-mail provider
headquartered at One Microsoft Way, i{edmnnd, Washmgtou. The information to be searched is
desoribed in the following paragraphs and in Attachment A, This affidavit is made in support of
an application for a search warrant under 18 US.C. §§ 2703(a), 2703(b)(1)(A) and
2703(0)(‘ 1)(A) to require Microsoft to disclose fo the government records and other information

' in its possession pertaining to the subscriber or customer associated with the accounts, including

the contents of communications.

2. (U) I am a Special Agent with the Federal Bureau of Investigation (FBI), and
have been employed with the FBI for approximately 10 years. I am currently assigned to a squad
at the Washington Field Office that handles national security cases. During my tenure with the

FBI, I have handled federal criminal investigations and the execution of numerous arrest and
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search warrants. [have also received specialized tmnmg in national security maticis apd in the -

use of the Internet, email accounts, and other technologics to comsmt federal crumnal vm]at:uns

3. (U) The facts in this affidavit come from my personal observations, my training
and experience, and information obtained from other agénts, witnesses, and government
agencies, including the FBI, Central Intelligence Agency (“CIA”), and Department {}f: Defense
(“DoD”), This affidavit is intended to show xﬁarely that there is suﬂ'iciept probable cause for the -

requested warrant and does not set forth all of my knowledge about this matter.!

4. ° (U)Based on my training and Wﬁmw and the facts as set foﬁhih this
affidavit, there is probable S believe that violations of 18 U.S.C. § 793 (disclosure of
pational defense information) have been committed and that there exists evidence of violations
of 18 U.S.C. § 793 in the email account described in Attachment A. Accordingly, there is -
probable cause to search the information described in Attachment A for evidence of these

crimes, as described in Attachment B.
' (U) PROBABLE CAUSE
{U) Background of Investigation

! (U) As explained more fully hereln, as part of the instant investigation, this Court autf:wized the search of an email
account associated with John Kiriakou, a subject of the investigation, on ar about November 19, 2011. That search
revealed, inter alia, a second email account associated with Kiriakou, which the govemment now seeks authority to

search.
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5. (U) This investigation concerns allegations relating to the mauﬂ:onzad disclosure
of national defense information relating to or arising from the capture, detention, interrogation of

certain detainees, and relating to CIA sources, methods, operations, and personnel.

6. @8] JANE JohnKisiakou is a subject of the investigation. Kiriakou

was a CIA intelligence officer from 1990 to 2004. Kiriakou worked in

and has stated publicly that he was involved in Abu Zubaydah’s capture and initial detention.

Thereafter, Kiriakou worked at CTA headquarters, |

In that capacity, Kiriakou had

access to classified reporting relating to the Counterterrorism Center’s High Value Target

(“HVT™) program, the Renditions, Detention, and Infenbgaﬁnn“(“RDI") program, md|:l

]

1, among other matters.

.5 (9] ilpon leaving the employment of the CIA, Kiriakou gave a series of high-
profile media interviews based purportedly on his experience as a former CIA officer and
addressing such matters as terrorist detention and interrogation. In 2010, Kiriakou published his
memoirs, The Reluctant Spy: My Secret Life in the CI4’s War on Terror, which purports to

describe his work at the CIA. Prior to the book’s publication, Kiriakou submitted mulﬁple drafis -

? (U) Paragraph classification markings dcnoted in this affidavif are included solely to ensure proper handling of the

.affidavit and information contained therein and are not provided for the purpose of establishing probable cause or

intended to be relied upon by the Cowrt in making its probable cause determination. Where representations dre made
with respect to classification for purposes of establishing probable cause, they are made explicitly and shnuld be
considered preliminary determinations subject to further review.
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. . ) .
of the book, beginning on or about October 11, 2007, to the CIA Publications Review Board

(“PRB™), which determined that several of the drafts contained classified information and so

advised Kiriakow

8. (U) Our investigation has rovealed the following, among other things: -

a S| %) Onorabout June 22, 2008, -ubﬁsh_ed in -

the New York Times an article, “Inside a 9/11 Mastermind'’s Interrogation,” describing the
capture of Abu Zubaydah, the intc.nngation of KSM; and idcnﬁfyix;g and describing the role of a
particular CIA intcrmgat;?li , among other things. As desr:ribe;d in paragraphs
9-32, infid, according to preliminary CIA analysis, certain information in [JNew York

[ ticle appears to represent first-time disclosures of classified CIA information, including
sensitive details regarding intelligence operations, sources and methods. The article also
includes unattributed information that bears a strong resemblance in styic and substance to

language that Kiriakou submitted to the PRB prior to the publication of the New York Times

article, and that he later published in his book. For example)]

The chronology of the PRB submissions,
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M New York Times article, and Kiriakou’s book publication supports an inference that

Kiriakou was strategically disclosing information to the media to put that information in the

. public domain and thereby make PRB approval of the use of such information in his book more

-

" likely.
b.  (U) Subsequent to the publication of the New York Times article, on or
about Janum-yDZOD9, attorneys for | now detained at -
_ Guantanamo Bay, Cuba, filed a Motior{ I(the “Motion”) with the Office of

Military Commissions. The Motion sought, infer alia, information relating to the detention and

interrogation uf{ 4] A classified Aftachmem‘. to the
Motion identifies numerous persons by name and alleges that those pem@s have direct
knowledge and could testify about the detention and interrogation off _|while in the HVD
program. Based on preliminary CIA analysis, the Attachment includes in.:farmation that ma};
indicate possible first-time unauthorized disclosures of classified information regardmg certain
individuals, including current and former Agency staff officers and contractors who were
involved in thc Counterterrorism Center's HVT progra-m and later the RDI program. The
analysis further suggests that the Motion's authors may have obtained classified information
froma squrcé' or sources with access to CIA's hiph value target, renditions, and detention

programs, like Kiriakou.® To ensure their security and as part of the investigation, CIA and FBI




personnel have contacted and interviewed many of the persons identified in the Motion to warn

_ them of thé possible compromise of their identity and assist in identifying possible sources. As
described more fully below (see paragraphs 4d—5’?, infra), at least three such persons identified

Kiriakou as a possible source due in part to his familiarity with these individuals as former

colleagues at the CIA.

c. (U) When contacted by CIA and FBI personnel, the three former
colleagues also described being contacted by reporters in 2008, 2009, or both, as described _
further in paragraphs 39-57, infra. These réponers included _ B
e P ——
18 US.C. § 2703(d), the government obtained email header iilformlation from Apple Inc. foran
email account associated with Kiriakou (the “Mac Account,” as de;scribed below). Based ‘ou my
review of the email header information, Kiriakou was in contact with 20 times) JJl}

(123 times), and - (30 times). Further, based on the email header information and the
information provided to us by the former colleagues regarding when the reporters contacted

them, I have learned that Kiriakou was in email contact mth— prior to
their contact with each of Kiriakou's three former colleagues. Further, Kiriakou appears to have

lied to one such emplayee about his contact With-includmg by sending an email to the




“TOPSECRET//

employee asserting that his “only contzict with the author was three days before the article was
published,” a claim contradicted by the email header infomﬁaﬁon, described in paragraph 44,

infra, and subsequent search warrant.

(U) Background Regarding June 22, 2008 Article b}g-

9. (U)Onorabout June 22, 2[}08,-published in the New Yark Times an
article, “Inside a 9/11 Mastermind’s Interrogation,” describing the capture of Abu Zubaydah, the

imerrogaﬁmi! L the role of 2 particular interrogator, and other maﬂars.-dcsctibed

his sources as “two dozen current and former American and foreign intelligence officers” and

wrote that “[m]ost would speak of the highly classified program only on the condition of
anonymity.”

10.  (S/AMS-According to a CIA report datr,dl ) specific information

relating to or arising from the interrogation of detainees is classified. While there have been

numerous articles previous]y govering the_topic of detainee interrogation, certain information in
the -am le appears to represent ﬁIst—time.disclosm of classified CIA info_rm.ation. The.
information disclosed in the article constitutes an uuauthorizs_d disclosure of classified
information t the TOP SECRET codeword level. CIA subject matter experts have assessed that
the disclosure of this information could reasonably be expected to cause exceptionally gra;rc
damage to the national security. The classified information hadhot been officially released and

has oot been cleared for publication.

11.  (S/ANF) Among the classified information in-arﬁcle identified by the CIA

in ﬁs:]raport was the following (as stated in the report):







(U) Similarities in Style and Substance to Unattributed Information
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14.  (U) Several instances of unatiributed information revealed in the .:[iclg:

bear a strong resemblance in style and substance to language that Kiriakou submitted to the PRB,

used in the published version of his book, and/or used in other attributed media interviews.’

-

5 (U) In its October 24,:2007 response to Kiriakou’s October 11, 2007 manuscript, the PRB informed Kirfakou that
the manuscript was considered classified, could not be published, and that, should he wish to object to the PRB
decision, he could submit “citations or copies of similar references that show this information to have been
previonsly released and already in the public domain? It is possible that Kiriakou, by disclosing classified
information tofJsought to place such information in the public domain and thereby make PRB approval of his
manuscript more likely. Indeed, based on an interview with a former colleague of Kiriakou, Kiriakou stated to the
former colleague, in sum and substance, that, although the clearance process with PRB for his book was difficult, he
wes gble to include sensitive information based on what had been reported in the press.

10
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§ (U) It is also noteworthy Kiriakou was an attributed source for a portion of tbe-ziﬁc!a:

John C. Kiriakou, & former C.IA. counterterrorism officer first to question Aby Zubaydah,
expressed such conflicted views when he spoke publicly other news organizations late

last year. In a December interview with before being cautioned by the C.1A. not to discuss
I )




| =

(ESHNF) “Magic Box”

classified matters, Mr. Kiriakou, who Was not present for the waterboarding but read the resulting
intelligence reports, said he had been told that Abu Zubaydah became compliant after 35 seconds of the

water treatment. .

“It was like flipping a switch,” Mr. Kiriakou said of the shift from resistanca to cooperation, He said he
thought such “desperate measures” were justified in the “desperate time™ in 2002 when anather attack
seemed imminent. But on reflection, he said, he had concluded that waterboarding was torture and should
not be permitted. “We Americans are better than that,” he said. )




T&Pﬁﬁeﬂﬂﬁ{

As noted in paragraph 11, supra, the foregoing passage was considered classified by the CIA.
21.  (TSANF Kiriakou wrote to fhe PRB on or about July 28, 2008 and stated that he

had read about the term “magic box” m a New York Times article and sought to publish it in his
book, stating: “The information in the [New York Times] article was clearly fabricated, as we
used no such device. 1am unaware of aﬂy device called a ‘magic box,’ but I thought it
i.ntrigﬁing, so I added it to this chapter.. As it is fictionalized, I believe it is unclassified.”

Specifically, Kiriakou proposed including the following pas;sagc:

22.  (TS#ANF) The PRB denied Kiriakou’s request on or about October 17,2008

because the‘ use of the magic box was considered classified B }
13 T
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(U) Other
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(U)_The Motion

34, (U)Onor about IanuaryD2009, attorneys fm{_ ]

! | now detained at Guantanamo Bay, Cuba; filed a Motion] bhe

“Motion”) with the Office of Military Commissions. The Motion sought, infer alia, information

relating to the detention and interrogation ofl ' | The

Motion asserts thatljwas'in a CIA detention program known as the High Value Detainee
(“HVD”) program during this time period. A classified Attachment to the Modon identifies
numerous persons by name, alleges that those pers(;ns have direct knowledge and could testify
about the detention and interrogation off _while in the VD program, and makes factual

claims regarding those persons’ intelligence activities on behalf of the United States govemment.'
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request by providing subscriber information and non-content email header information (i.e.,
sender, recipient, dafe, and time of email communications without email subject lines). Based on

the subscriber information provided by Apple, the Mac Account was active and registered to

Jobn Kiriakou a |Aslington, VAl

is Kiriakou’s home address. The Mac Account had been active since June 5, 2005.

38. -EPS/! . —_'rtNF} As described further in paragraphs 39-57, infra, my review
of the email header information provided by Apple (the “Email Header Information”) reflects, -

collectively, approximately 175 email contacts between Kiriakou and three journalists: [JJjjij
I (20 contacts from in or about April 2008 through in or about

M
through in or about August 2010), and —30 contacts from in

or about December 2007 through in or about March 2010). Three former CIA colleagues of
Kiriakou were contacted by one or more of these three journalists in 2008, 2009, or both (i.e.,

I “Employee-2,™ “Employee-3,” respectively). These colleagues were also

identified in the Attachment to the Motion and are included in the group subsequently

interviewed by CIA and FBI personnel, as referenced in paragraph 8, supra. 1have reviewéd
reports memorializing the substancé of these interviews and spoken with individuals who were

present at the interviews.

o] ]
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47. ("PSIE_—__—PNF) On June 30, 2008, approximately one week after the

publication of the New York Times article, Kiriakou sent an email taij’s personal email

address. The email, whicl'wi ]stated, among other

things: “I had a conversation over the weekend with the ombudsm_an at the New York Times
regarding the article about you in Iasi week's paper. . . . II told the ombudsman that I thought the -
ﬁse'of your name in the article was despicable and unnecessary, and tfla}. I- thought it could put -
you in personal danger. . . .I also wanted to let you know , . . that I did not cooperate with the
atticle. My only contact with the author v;*as three days before Irke article was lesked. He
called me and asked if we could talk. declined. He then asked ifT thought he should mention
you by name. I said absolutely not. He countered with the fac.t that y::ru have not been under
“cover. I said that made no difference, and that while it might not be illegal to name you, it would
certainly be immural.‘; (emphasis added) The Email Header Information confirms that there
was an email contact between Kiriakou and:,’s, personal email address on Ju;le 30, 2005. |

As noted in paragraph 45, supra, contrary to Kiriakou’s assertions to Kiriakou was in

. contact mlh- on rmmerous occasions prior to lh.:ticlb’s publication.

48, {‘FSA }M) After the New York Times article was published,
recalls receiving an email not only from Kiriakou, but also from -and fro

Based on ['s recollection, both

23




conmctedl:] s persanal email addréss. As with - ~ |had not provided his

email address tfj

49.  (U) Based on the Email Header Information, Kiriakou had been in contact not

only with -rior to the publication of the New York Times article, but also with an

individual listed in the email headers as -(with an email address of

From in or about Decamber 2007 through in or about April

2008, there were at least 6 email contacts between Kiriakou and -(1 contact on Dec&mher

10, 2007; 2 contacts on March 28, 2008; 1 coutaci on April 16, 2008; and 2 contacts on April 25,

2008). Further, telephone records reflect that a number associated with -hrec

telephone line at -ﬂs in contact with a phone number associated with John

Kiriakou on or about May 15, 2008, Speciﬁcziﬂy,-hone called Kiriakou’s phone, and

the two spoke for approximately 5 mimutes (303 seconds).

24
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"51.  (U) Pror to -March 18, 2009 email, Kiriakou and- were in

contact. by email at least 3 times (2 contacts in February 10, 2009, and February 17, 2009,

- respectively; and 1 contact on March 12, 2009). Based on telephone records, they were also in
contact by phone at-least twice: one c¢all, on February 18, 2009, lasted appmximaicly 22 minutes
(1,315 seconds), and another call, on March 13, 2009, lasted approximately 15 minutes (890

" seconds), :

(1) Employee-2

52.  (SHND) Emp}cyéc-:z] J
,;as contacted by three journalists in 2009, as

- described further bclnw._i[_
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L (U) It is noteworthy that, based on the Mac Accotnt Emails, Kiriakou also served as an-nnmltan;
from appmnmaxely September 2008 through appmmamiy Mearch 2009, based on a review of Kiriakou statements
in the media,

26
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(U) Other Former Colleagues of Kiriakou Listed in the Motion '
57.  {S/NF) Other tha.n:[Emplojec-Z, and Employee-3, who were both
identified in the Attachment to the Motion and contacted by joumnalists, there were other former

CIA colleagues of Kiriakou, who, although they were not cantacted by journalists, were

identified in the Artachment to the Motion and had cantact with Kiriakou.

58.  (U) Inmy training and experience, I undesstand that, in addition to contacting

each other by email and phone, individuals participating in a crime often meet separately in
28
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person to share sensitive information. Further, the details regarding these meetings may not be

reflected in the content of emails, but rather in calendar entries.

(IQ_Szarch of the Mac Account

5. S{ o) Onorabout November 19, 2010, the U.S. District Court for
the District of Columbia issued a warrant aﬁthorizriug the search of the conﬁnts of the Mac
Account. Thereafter, Apple, Inc. pravided the email contents for the Mac Account (the “Mac
Account Emails”), selections of which arc excerpted below. The CIA’s classification review of
* the information contained within the emails is ongoing z;nd not complete. However, as a general
matter, I know that specific details regarding CIA operational activity, the identities and
activities of covert CIA personnel, CIA sources and methods, and details relating to intelligence
relationships with foreign gowarnmenfs, foreign officials, and huran sources are often classified.

" In addition, in at least one instance, Kiriakou emailed photographs he described as “classified,”

see infra paragraph 59(a); in multiple instances Kiriakou emailed a photograph he described as

see inﬁ';aparagraph 59(b); and in at least two instances Kiriakou wrote

about CIA personnel he described as being “under cover,” see infra paragraph 59(g) and 60(e).
These communications occurred using a commercial email account not approved for sensitive or
classified communications and with persons not engaged in official government 5usin&ss,

including reporters and Kiriakou’s co-anthor. Among the emails discovered were the following:

29
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"&ﬂmmﬂy 24 years, until on or about November 12, 2008, jwas a reporter for the

30
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c. (U) Car;-espaﬁdence with Book Coauthor - On orabout August 17,

2008, Kiriakou sent an email t-the co-author of his book 7he

Reluctant Spy, and ‘at!ached a copy of a letter to the PRB. In the email, Kiriakou -
admits to lying about the origin of in.lfonnaﬁon.in his manuscript to PRB officials
conducting his ciassiﬁcaﬁon review. Specifically, K.iﬁakou wrote, “Here you go,
- 1 laid it on thick. And I said some things were fictionalized when in fact
they weren’t. There’s no way they’re goin.g to go through years of cable traffic to

see if it’s fictionalized, so we might pet some things through. Enjoy. John.”

Further, in multiple emails, Kiriakou exchanged manuscript drafts wit
31
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Tormens |
-whioh contained information that the PRB has advised Kiriakou is
classified. o i ;
¢ 5%) Corespordence i AN 2o
On or about April 21, 2008, || EGzG Reporter-,nformed
Kiriakou that he “[d]rove around Va yesterday in the rain and stoped bD 5.

house. I couldn’t figure it out—two big dogs iﬁ the house, but no one around and

a newspaper dated April 9 in front of the door. Also, the cell number on his

!::'urd seems not to work. Any further suggestions on how to find

him most welcome . .. ."” Kiriakou replied, “As for" | I don’t know what to

1 : ' make of it. The numbers [ have are| khome) gnd[ B \

(cell). Is that what I gave you from the business card? His email is

| | 1#'s very 0dd that the dogs were barking and that old paper

" was out. . . . Please let me know if I can be of any further help.” As-of'the date of -

the email correspondence, the contact info that Kiriakou provided for }

f ‘:]was accurate. .On or abmrtSMay 29, 2008-3150
emailed Kiriakou with contact information for "' . f from aD
| {Web st link. In response, Kiriakou stated, “What an

odd link this is! He was DEFINITELY in Paldstan when be did tb:is.“l

32
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e. (:FE‘n’l NF) Coarrespondence with Reporre_ Onor
about November 08, 2007,.Reportcr- stated to Kiriakou, “It

was a pleasure to talk with you yesterday. 1 appreéiate your candor and please

know that I’m not newspaper journo [sic], so I’m just not interested in quotes et

al. I'won’t burn you under any circumstances. . . . Thanks again for contacting

(:}nn my behalf. . . .” L

f. (S/NF) Correspondence wftk-unorter-——

-

.

-

g (SHNF) Correspondence with ‘eparr.n or about

12 (U) Based on a review of public source documents and email correspondence between .a.ud Kiriakou,-
has been a reporter wi since at least in or about June 2009.

33
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60.  (U)In addition, the Mac Account Emails revealed Kiriakon to have engaged in
extensive discussions about information pela.hng to persons associated with the CIA and, in some

circumstances, identified in the Attachment to the Motion. For example:

a. (S/NF) On or about January 6, 2010-sked Kiriakou whether he had

b. S/ |NF) On orabout January 29, 2010,-sked Kiriakou,

35
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"k (U) On or about Febz‘*_uary 10, 2009, 50 asj:ed,}

|
|

. : ) | :
1. (S/ANF) On or about January 7, 20i0-infomled Kmako%

m. (U) In sunsmary, the emails establish that Kiriakou was engaged in ongoing

communications relating to the identities of former and current CIA personnel.

(U) The Target Account

61.  (U)Based on my review of the Mac Account Emails, I have also learned that
Kiriakou maintains at least one additional email account from which he emails journalists and

that may otherwise include relevant evidence. Specifically, I have learned the following:

39
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a. (U) On October 23, 2009, Kiriakou received an email from joumalist.

- who stated, “Not sure if you got my }éply to your very helpful email,
or if it disappeared into the ctli&. If so let me know and I’ll resend.” Kiriakou
replied on October 25 and stated, I never received your second email. I
even mentioned tc-haI I'wasn’t sure if I had been belpful because [ hadn’t

heard from you. If you’re having trouble sending to \‘.hié email, try me also at

4}’ On or about March 3, 2010, in aun email from the Mac

Account, Kiriakou informedfjtat be sent an email answering one of

B ucstions “from my spam accoumt.”

. (U) The Mac Account Emails include multiple emails sent by Kiriakou from the

Mac Account fo }(fhe “Target Account™). For example, on

or about July 26, 2008 Kiriakou forwarded to the Target Account a series of
emails noMg scanned pages from multiple !-JOC‘lkS bf forﬁ:zr CIA' officials.
(From other correspondence, it appears that Kiriakon was seekmg to determine
what information the PRB had clcare;:l for other authors, in order to predict what
the PRB might approve m Kirfakou’s case,) Similarly, on or about Novénbe} 23,
2008, Kmakou received an email a; the Target Account with the subject line, -
Hosting Account é:tup, from Godaddy.com. (Kiriakou nsed Godaddy.com to
host the website for Rhodes Group, his consulting firm.) Kiriakou then forwarded
the email to the Mac Account. He then forwarded the email from the Mac

Account to an individual assisting him in designing the Web page. -

40
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¢ '(U) The Mac Accou.n_t Emails also include multiple received emails in which

" persons addressed the same email to both the Mac Account and the Target
Account. For example, on or about October 27, 2009, [l Reporter [N

I criled Kiriakou at both the Mac Email Account and the Target

Account with subject line r see below. Am awake.

R.” and included a link to a news story. Similarly, on or about August 07, 2008,
SN 5o cruailed Kiriakou at both accounts with subject line “PLEASE
READ THIS,” with a link to aIWikipedia entry on a criminal defendant, Aafia
Siddiqui, arrested the ]:u'eoedmg month in Afghanistan and the statement, “I have
a lot of info I am just gathering and it may jibe with what you know.” In additim;,
on or about August 11, 2007, and November 12, 2007 | sent an

email to Kiriakou at both the Mac Account and the Target Account."

d. (U) In addition, the Mac Account Emails include sent emails in which Kiriakou
included the Target Account as a cc: addressee. For example, on August 11,

2007, Kiriakou sent an email using the Mac Account to [ axd copied

the Target Account, i.e., thcj" account. Based on this and

other Mac Account Emails [ had conducted a recorded interview of Kiriakou
to assist i in drafting the book, and these interviews were transcribed. In this

August 11 email, Kiriakou responds to a question [Jffj had posed about whether

" (U) Based on identifying information assocm!ed with the Target Account in boﬂl emails from | the Target
Account is associated with an individual naxned “John Kiriakou.”

41
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<011 sk the woman who runs the transeription service to sign a non-

disclosure agreement, given the sensiﬁvity of the conversation that [}

characterized as. covering “your life, cﬁr and adventures.” Kiriakou replied,
“And I have complete confidence in your transcription service. If [the woman
-olisraﬁng the transcription service] is a friend of yours, that’s gnc;d enough for

77
.

me

€. (&Dﬂ@') Similarly, the Mac Account Emails include one or more emailsin

which Kiriakou received emails af the Mac Account, but also at the Target

Account as a cc: recipientl

(S
. £ (U) The Mac Account Emails also included emails reflecting the fact that the

Target Account was used as a general alternative email address for Kiriakon. On
November 17, 2008, Kiriakou sent an email from the Mac Account to an

acquaintance and stated, ‘i Thanks for the Facebook invitation. Could

you add me as a friend using my other email, which isr

In addition, on October 15, 2008, Kiriakou sent an email to an individual assisting

him in designing a website for his consulting firm, Rhodes Group. He referred

- this individual to his blog and stated that his “userid” i%
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62.  (U)On or about February §; 2011, the Government served a request on Microsoft,
the service i:rovider for the Target Account, that the contents of the Target Account be preserved

purstant to 18 U.S.C. § 2703(f), for 90 days. Microsoft assigned preservation record number

[:__’_’]to any data that may be in the Target Account.

Email Records at Microso,

63.  (U)In my training and experience, I have leamed that Microsoft provides a
variety of on-line services, including electronic mail (“e-m ail”) access, to the general public.
Microsoft allows subscribers to obtain e-mdil accounts at the domain name ﬁohnaﬂ;mm, like the
e-mail account listed in Attachment A. Subscribers obtain an ﬁc;couu; by registering with |
Microsoft, During the registration process, Microsoft asks subscribers to provide basic personal
information. Therefore, the computers of Microsoft are likely to contain stored electronic
communications (including retrieved and unmtrie.véd e-mail for Microsoft subsnri.l:;ers) and
information concerning subsm'béls and their nse of Microsoft services, such as account access
information, e-mail tnmsaﬂiun information, and accptnt application information.

64.  (U)In general, an e-mail that js sent to a Microsoft subscriber is stored in the
subscriber’s “mail box” on Microsoft servers um;ij the subscriber deletes the e-mail. If the
subseriber does not delete the message, the message can remain on Microsoft servers

indefinitely.

65.  (U) When the subscriber sends an e-mail, it is initiated at the user’s computer,

*

transferred via the Internet to Microsoft’s servers, and then fransmitted to its end destination.
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Microsoft often saves a copy of the e-mail sent. Unless the sender of the e-mail specifically

deletes the e-mail from the Microsoft server, thé e-mail can remain on the system indefinitely.

66.  (U) A sent or received e-mail typically includes the content of the message,
source and destination addresses, the date and time at which the e-mail was sent, and the size and
length of the e-mail. If an e-mail user writes a draft message but does not send it, that message

may also be saved by Microsoft but may not include all of these categories of data.

67. (U) An Microsoft subscriber can also store files, including e-mails, address books,
contact or buddy lists, calendar data, pictures, and other files, on servers maintained and/or

owned by Microsoft.

68.  (U) Subscribers to Microsoft might not store on their home computers copies of

the e-mails stored in their Microsoft account. This is particularly true when they access their

Microsoft account through the web, or if they do not wish to maintain particular e-mails or files

in their residence.

69.  (U) In general, e-mail providers like Microsoft ask each of their subscribers to
pn.;uvidc certain personal identifying information when rcgillstcring for an e-mail account. This
information can include the subscriber’s full name, physical address, telephone numbers and
other identifiers, glternativc e-mail addreéscs, aud‘1 for paying suhsmbcm mcan.é and source of

payment (including any- credit or bank account number).
70.  (U) E-mail providers typically retain certain transactional information about the
creation and use of each account on their systems. This information can include the date on
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which the account was created, t.he length of servlce recards of log-in (i.c., session) times and
durations, 'th_e types of service utilized, tht_t status of the account (including whether the account is
inactive or closed), the methods used rolcomlegt to the account (such as logging into the accr;tmt
via Microsoft’s website), and other log files that reflect usage of the account. In addition, e-mail
providers often have records of the Internet Protacol address (“IP address™) used to register the

" account and the IP addresses associated with particular logins to-the account. Because every
device timt connects to the Il;temet must use an IP address, IP address information can help to

identify which computers or other devices were used to access the e-mail account.

71.  (U)In some cases, e-mail account users will communicate directly with an e-mail
service provider about issues relating to the account, such as technical problems, billing
inquiries, or c.omplaints from other users. E-mail providers typically retain records about such
communications, including records of contacts between the vser and the provider’s support
services, as well records of any actions taken by the provider or user as a result of the -
communications. .

.72.  (U) In my training and experience, evidence of who was using an e-mail account
may be fouild in address books, contact or buddy llsts, e-mail in ﬁe account, and attachments to
e-mails, including pictures and files. - |

73.  (U) Asafederal agent, [ am trained and experienced in identifying
' communications relevant to the crimes under investigation. The pcrsonﬁcl of Microsoft are not.
1 also know that the manner in which the data is preserved and analyzed may be critical to the '

successful prosecution of any case based upon this evidence. It would be inappropriate and
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impractical, ho\;rave.r, for federal agents lo search the vast computer network of Microsoft for the
relevant account and then to analyze the contents of that account on the premises of Microsoft.
The impact on Microsoft’s business could be severe, In order to accomplish the objective of the
search warrant with a minimum of interference with the business acﬁ.vitit;.:-s to Microsoft, to
protect the rights of th;a subject of the invcsﬁg'at:ioil and to effectively pursue this invesiiéaﬁon,
authority is sought to allow Microsoft to make a digital copy of the enﬁlle contents of the
information subject to seizure specified in Section I of Attachment B. That copy will be
provided to me or to any a.uthor%zed federal agent. The canter-lts will then be analyzed to identify

records and information subject to seizure pursuant to Section IT of Attachment B,

(U} INFORMATION TO BE SEARCHED AND THINGS TO BE SEIZED

74.  (U) I anticipate executingh this warrant under the Electronic Communications
Privacy Act, in particular 18 U.S.C. §§ 2703(a), 2703(b)(1)(A) and 2703(c)(1)(A), by using the
warrant to require Microsoft to disclose to the government copies of the records and other
iqfonnaﬁon (including the content of communications) particularly described in Section I of
Attachment B. Upon receipt of the information described in Section I'ofAtl“achme;:t B,
govemment-authorized persons will review that information to locate the items described in

Section II of Attachment B.. o "
(U) CONCLUSION -
75.  (U) Based on the forgoing, I request that the Court issue the proposed search

warrant.
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76.  (U) This Court has jurisdiction tp issue the requested warrant because it is “a
court of competent jurisdiction” as defined by 18 U.S.C. § 2711. 18 U.S.C. §§ 2703(a),
®)( iJ(A} & (c)(1)(A). Specifically, the Court is “a district court of the United States . . . that -

has jurisdiction over the offense being investigated.” 18 US.C § 2711(3)(A)().

77.  (U) Pursuant to 18 U.S.C. § 2703(g), the presence of a law enforcement officer is -

not reqmred for the service or execution of this warrant. _

47
- “TOP-SEGRET/




‘TOP SECRET/ [

(U) REQUEST FOR SEALING

78. (U1 further request that the Court order that all papers in support of this
application, including the affidavit and search warrant, be sealed until further order of the Court.
These dOBL;]nEﬂtS discuss an ongoing cmnma.l investigation that is neither public nor lmma-rn to
all of the targets of the investigation. Accordingly, there is good cause to staal these documents

because their premature disclosure may seriously jeopardize that investigation.

Respectfully submitted,
Jonm Kralik
Special Agent .
Federal Bureau of Investigation
Subscribed and sworn to before me
OnMarch 9 ,2011:
" GanerC. ot
UNITEBSTATES DISTRICT JUDGE
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ATTACHMENT A

Property to Be Searched

This warrant applies to information associated w:thir Lhat is
stored at premises owned, maintained, controlled, or operated by Microsoft, a company

headquartered at Redmond, Washington.




ATTACHMENT B
Particular Things to be Seized

L Information to be disclosed by Microsoft

To the extent that the information described in Attachment A is within the possession,
custody, or control of Microsoft, Microsoft is required to disclose the following information to

the ‘gov:rmricnt for each account or identifier listed in Attachment A:

a The contents of all e-mails stored in the account, including copies of e-mails sent
to and from the account, draft e-mails, the source and destination addresses assaciated with each

e-mail, the date and time at which each e-mail was sent, and the size and length of each e-mail;

b. All records or other information regarding the identification of thé account, to
include full name, physical address, telephone numbers and other identifiers, records of session
times and durations, the date hun.which the account was created, the length of service, the types of
service utilized, the IP address used to register the account, log-in IP addresses associated with
session times and dg!.:es, account status, alternative e-mail addresses provided during registration,
methodg of connecting, log ﬁies, and means and source of payment (including any credit or bank

account number);

(A All records or other information stored by an individual using the account,

including address books, contact and buddy lists, and calendar data;

d. All records pertaining to communications between Microsoft and any ﬁerson

regarding the account, including contacts with support services and records of actions taken,
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. Information to be seized by the govérnment

{

All information described above in Section I that constitutes fruits, evidence and
instrumentalities of violations of 18 U.S.C. § 793 (disclosure of national defense information) in
the period of December 2007 through August 2010, including, for the account or identifier listed

on Attachment A, information pertaining to the following matters:

a, _Communications and records relating to the capture, detention, and interrogation

of detainees.

b. Communications and records relating to CIA personnel, operations, sources, and
methods.

c. Communications and records relating to communications with news organizations
and journalists.

d.”  Communications and records relating to who created, used, or communicated with

- the account and ideniiﬁer, including records about their identities and whereabouts.
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC

BUSINESS RECORDS PURSUANT TO FEDERAL RULE
' OF EVIDENCE 902(11)

I B , attest; under penalttes of perjury under the

Iaws of the United States of America pursuant to 28 U.S. C. § 1746, that the information
contained in this declaration is true and correct. Iam employed by Microsoft, and my official

title is ) . Iam a custodian of records for Microsoft. I state

. that each of the récords attached hereto is the original record or a true duplicate of the original

record in the cqétody of Microsoft, and that I am the custodian of the attached records consisting

of : (pages/CDs/kilobytes). I further state that:

a all records attached to this certificate were made at or near the time of the

oceurrence of the matter set forth, by, or from information transmitted by, a person with

knowledge of those matters;

b. such records were kept in the ordinary course of a regularly conducted business

activity of Microsoft; and
c. such records were made by Microsoft asa regular practice,

I firther state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

"Date Signature




