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UNITED STATES DISTRICT COURT

for the

District of Columbia

United States of America
V.
Case No. 22-mj-176

SHAHRAM POURSAFI
a/k/a “Mehdi Rezayi”
DOB: 9/21/1976

Defendant(s)

AMENDED CRIMINAL COMPLAINT

I, the complainant in this case, state that the following is true to the best of my knowledge and belief.

On or about the date(s) of ___ October 1, 2021 through on or about April 30, 2022 in _Iran
and, therefore, outside of the jurisdiction of any particular state or district of the United States, but within the
extraterritorial jurisdiction of the United States and, pursuant to Title 18, U.S.C. §§ 3237 and 3238 3
within the venue of the United States District Court for the District of Columbia, the defendant(s) violated:
Code Section Olffense Description
18 U.S.C. § 1958(a) Use of interstate commerce facilities in the commission of murder for hire
18 U.S.C. § 2339A Providing and attempting to provide material support to a transnational
murder plot

This criminal complaint is based on these facts:

SEE ATTACHED AFFIDAVIT

(O Continued on the attached sheet.

Lomott'  Beck

Complainant’s signature

__Randi Beck, Special Agent

Printed name and title

Attested to by the applicant in accordance with the requirements of Fed. R. Cr. P. 4.1

by teléphone. :
A M“M@“MQ“

Date 8/5/2022

Ju'dge s signature

City and state:  Washington, D.C. __Robin M. Meriweather, U.S. Magistrate Judge

Printed name and title



Case: 1:22-mj-00176

Assigned To : Magistrate Judge Meriweather
Assign. Date : 8/5/2022

Description: Complaint w/ Arrest Warrant

AFFIDAVIT IN SUPPORT OF CRIMINAL COMPLAINT

I, Randi Beck, being first duly sworn, state as follows: '

INTRODUCTION AND AGENT BACKGROUND

l. Tama S-\pecial Agent with the Federal Bureau of Investigation (hereinafter refered
to as “FBI”) and have been so employed since August2010. Assuch,Iam an officer of the United
States who is empowered by law to conduct investigations of and to make arrests for offenses
enumerated in Titles 18 and 21 of the United States Code. I have Been the lead agént for |
extraterritorial investigations targetiﬁg foreign terrorist organizations. I have testified before Grand
Juries, conducted physical and electronic suweillancé, administered confidential sources, and
received training as investigative techniques evolve.
| 2 This affidavit is being submitted in supportof a criminal complaint alleging that
SHAHRAM POURSAFI, a/k/a “Mehdi Rezayi” (hereinafter referred to as “POURSAFI”),
violated the following federal criminal laws: (1) 18 U.S.C. § 1958(a) (Use of interstate commerce
facilities in the commission of murder for hire), and (2) i8 U.S.C. § 2339A (Providing and
attempting to provide material supportto a transnational murder plot).

3 This affidavit is based on my personal knowledge, information provided to me by
other law enforcement agents, law enforcement records, court-authorjzed searches, witness
interviews, and my training and experience, as well as the training and experience of other‘law
enforcement agents. When I provide in this affidavit direct quotations of statements, they are often
preliminary translations of statements that were made in the Farsi language. |

4. Because this affidavit is being submitted for the limited purpose of establishing

probable cause in support of a criminal complaint, I have not included each and every fact known



to me concerning this investigation. I have only set forth the facts that I believe are necessary to
establish probable cause that the defendant violated the federal criminal laws set forth herein.

SUMMARY OF OFFENSE CONDUCT

5. On or about January 3, 2020, Qasem Soleimani, the former commander of Iran’s
Islamic Revolutionary Guard Corps — Qods Force (hereinafter referred to as “IRGC-QF”), was
killed bsz a U.S. air strike in Iraq. Certain members of the 'leadership of Iran denounced the killing
and have publicly vowed revenge. On or about January 3, 2022, Iranian President Ebrahim Raisi
gave a public address in which he stated that former-President Trump and other former high-
ranking officials in the Trump Administration needed to face trial for the- air strike targeting
Qassem Soleimani. Raisi vowed that the “fist of révengc would extend from the sleeve of the
Islamic ummah” if those responsible did not face trial. Then, on or about January 7, 2022, the
- current IRGC-QF Commander, Esmail Ghani (hereinafter referred to as “Ghahi”) ata cefemony
marking the second anniversary of the death of Soleimani, emphasized that Iran would take
revenge for Soleimani’s death in its own way. He specified, “We will prepare ground for the hard
revenge against the U.S. from within their homes, as we do not need to be present as supervisors
everywhere, wherever is necessary we take .revenge against Americans by the help of people on
their side and within their own homes without our presence.”

- 6. - POURSAFI is a 45 year-old citizen of Iran. According to records of U.S. Customs
and Border Protection, POURSAFI has never visited the United States.

7. Beginning at least in or around October202 1 and continuingto at least in oraround
April 2022, POURSAFI used and caused others to use the facilities of interstate commerce, and
caused others to travel in interstate commerce, to arrange for and with the intent to murder former

National Security Advisor John Bolton  (hereinafter referred to as the “FORMER

2



GOVERNMENT OFFICIAL” or “FORMER GO”). The murder was to be committed in the
United States in exchange for payment in excess of $250,000. POURSAFI acted from Iran, with
others, to arrange for the murder of the FORMER GO in the District of Columbia or Maryland.

8. As described in more detail below, certain acts 6r omissions in furtherance of the
specified crimes occurred within Washington, D.C. In addition, the specified crimes begari or
were committed out of the jurisdiction of any particular ;mte or district, and no offender is known
to have, or have had, residence within any United States district.

PROBABLE CAUSE

POURSAFI attempts to recruit INDIVIDUAL A

9. In or around 2021, POURSAFI .me.t INDIVIDUAL A on a social media site.
POURSAFI identified himself to INDIVIDUAL A as Shahram Poursafi, and the account
POURSAFI used had the display name, “Shahram Poursafi.” POURSAFI told INDIVIDUAL A
that POURSAFI was located in Iran.

10.  On or around October 22, 2021, POURSAFI asked INDIVIDUAL A to take
photographs of the FORMER GO. POURSAFI provided the first and last name of the FORMER
GO, and aphotograph of the FORMER GO, to INDIVIDUAL A. POURSAFI told INDIVIDUAL
A he needed the pictures for a book that POURSAFI was writing. POURSAFI said that if
INDIVIDUAL A could find someone to take the requested photographs, POURSAFI would pay
that person. In response, INDIVIDUAL A then told POURSAFI that he/she could introduce
POURSAFI to an associate who could take the photographs and videos as requested (hereinafter
referred to as the “CONFIDENTIAL HUMAN SOURCE” or “CHS”). POURSAFI asked
INDIVIDUAL A to suggest a price on behalf of the CHS. INDIVIDUAL A told POURSAFT that

the CHS wanted $5,000-$10,000 USD in exchange for pictures or videos.



11.  Inor around late October 2021, POURSAFI asked INDIVIDUAL A whether the
CHS had family in Iran who could receive the money. POURSAFI stated that this would provide
some guarantee to POURSAFI. INDIVIDUAL A told POURSAFI that the CHS had no family in
Iran, and POURSAFI stated that POURSAFI preferred to wait until receipt of the photographs or
videos before sending any money to the CHS in the United States.

POURSAFI solicits assistance from the CHS

12. On or aboutNovember 9,2021, the CHS contacted POURSAFI on an encrypted
messaging application. After making contact, POURSAFI directed the CHS to communicate with
POURSAFI using a second messaging application, which also advertises its sérvices as encrypted.
~ POURSAFI provided instruction to the CHS to set up and use the second messaging application
in a way that he said would increase its security. POURSAFI subsequently engaged in
communications with the CHS on the second messaging application. POURSAFI’s account was
vlisted as “mehdirezayi” and was associated with a telephone number that he had not used with
INDIVIDUAL A. |

13.  On or about the same day, POURSAFI asked if the CHS could hire someone for
“them” for $200,000 in order to “eliminate someone.” POURSAFI also said that he had a second
job for $1 million. After further diséussion abouthow the money would be transferred, POURSAFI
offered to brovide $250,000 total for killfng “someone.” POURSAFI indicated this amount would
compensate the CHS $50,000 for arranging the murder and an additional $200,000 for the person
or persons who carried out the murder.

14.  Onoraboutthe same day, the CHS asked POURSAFI to be directabouthis request
so there was no misunderstanding as to what POURSAFI had requested. POURSAFI responded

that he wanted “the guy” purged or eliminated. POURSAFI then told the CHS the FORMER GO’s



firstand last name and clarified thatthe FORMER GO was the target. Youraffiantnotes that when
POURSAFI previously referred to killing “someone” or “the guy,” he appears to have been
referring to killing the FORMER GO. The CHS asked how the FORMER GO should be “purged”
and POURSAFI responded “by car,;’ which the CHS understood to be an example of a method.
POURSAFT said the operation was easy to do and ‘indicated that the FORMER GO took walks in
the park alone. POURSAFI reiterated the payment for the job would be $250,000.

15.  Onor about November 14,2021, POURSAFI told the CHS that they did not need
pictures anymore. POURSAFI told the CHS to do the work and finish the job. POURSAFI told
the CHS to gather information about the FORMER GO him/herself so he/she had a better
understanding, but to ask POURSAFI if the CHS needed help. The CHS told POURSAFI that
he/she had spoken with an individual about carrying out the killing. The CHS told POURSAFI
that the individual was interested in the job, but was not happy with the dollar amount. POURSAFI
told the CHS that his group had people in both Iran and the United States who could help provide
protection for the CHS, énd the person the CHS would hire, after the job was complete.
POURSAFI told the CHS to open a digital currency account to arrange for payment. POURSAFI
reiterated that his group only paid for completed work and that any advance payments would be
held in escrow. In response to the CHS’s request for advance payment or guarantee that he/she
- would be paid, POURSAFT said he would try to personally vouch for the CHS’s work in order to
get an advance payment for the CHS, but noted it would be better if the CHS could finish tﬁe job
first. POURSAFT explained that if POURSAFI provided money to the CHS and the work was not
completed, then POURSAFI’s group would be angry. |

16. vOn or about the same day, the CHS asked POURSAFI for help in locating and

targeting the FORMER GO. POURSAFI told the CHS to find the FORMER GO’s address on the



Internet. After repeated requests from the CHS, POURSAFI then provided the FORMER GO’s
office address in Washington, D.C. This information included the name and contact information
for someone in the office. POURSAFI noted this was the FORMER GO’s office and that the point
of contact listed online was the person that set up the FORMER GO’s work schedule.

17. According to open source information, as of December 13, 2021, your affiant notes
the website for the FORMER GO’s work entity mirrored the information provided by POURSAFI
to the CHS.

18.  During the course of the iﬁvestigation, the FBI executed a judicially authorized
search warranton one of POURSAFI’s online accounts (hereinafter referred to as “Online Account
17), which has a username that contains the full name “shahrampoursafi” and used the same email
address as other online accounts associated with Poursafi. The FBI identified several occasions on
or about November 14,2021, in which the user of Online Account 1 searched for the address and
zip code of the FORMER GO’s office buildingand the surrounding area. Your affiant notes this
is the same day POURSAFI provided the FORMER GO’s office address to the CHS. In addition,
the FBI also executed a judicially authorized search warrant on another of POURSAFI’s online
accounts (hereinafter referred to as “Online Account 2”). Records received from the provider of
Online Account 2 show that the account was registered to “Shahram Poursafi” on June 21, 2015,
and a phone number associated with the account was the same number used to communicate with
the CHS. In the search of Online Account 2, the FBI found a deleted note dated on or about
November 18,2021, with Farsi and English textthat contained the FORMER GO’s name, website,
social media account name, and former title.

19. On or about November 19, 2021, the CHS asked POURSAFI how POURSAFI

wanted the job done. POURSAFI responded that it did not matter and what was important was that



the FORMER GO was finished and taken out. POURSAFI said his group did not need recognition
for the job. POURSAFTI also said his group needed video (;onﬁrmation of the death either via the
" news or the CHS needed to take a video at the time of death. But, POURSAFI believed the death
of the FORMER GO would make the Inews.' POURSAFI told the CHS his group had a lot of
experience with this type of work. POURSAFI told the CHS they (meaning POURSAFI ahd the
CHS) had years of work to do together.

20.  Onoraboutthe same day, the CHS informed POURSAFI thatthe individual he/she
had previously spokento had agreed to carry outthe killing. The person that he/she had hired to
carry out the killing was opening‘ a digital currency account. POURSAFI reiterated “they”
(meaning POURSAFI and his group) would only pay upon completion of the job, and if the CHS,
and the person he/she hired, could not accept those terms, “they” (meaning POURSAFI and his
group) would go to a second team. Based on the context of this conversation, your affiant believes

POURSAFI was indicating that if the CHS did not agree to the stated terms, POURSAFI and his
group would turn to another person or team to conduct the attack. POURSAFI reemphasized the
price was $250,000, which was contingent upén the FORMER GO’s death. The CHS asked
POURSAFI for $300,000 so there was enough for both the CHS and the pérson he/she hired to
kill the FORMER GO. POURSAFI responded that he would talk to his group about it and would
take care of it. |

21. On or about the same day, POURSAFI told the CHS that he/she had enough
information to find the FORMER GO. The CHS said that it would be easier if he/she had the
FORMER GO'’s residential address, but POURSAFI respﬁnded that the office address the CHS

already had was best and to move forward.



22.  Onorabout the same day, POURSAFI told the CHS that he would give the CHS a
phone number with which the CHS could set up an accounton the first messaging application.
POURSAFI said he would obtain a new phone number and verification code in Iran to écti\}ate
that phone number, and send it to the CHS in the United States through the second messaging
application. POURSAFI told the CHS to get a cheap phone oﬁ which to load the new number.
POURSAFI then told the CHS to set up an account on both the first and second messaging
applications on the new phone using the number that POURSAFI provided.

23.  Onor about November21,2021, POURSAFI told the CHS he spoke with “them”
about the money and was able to get the payment amount of $300,000 approved. But, POURSAFI
explained that they would not be able to increase the amount again in the future. POURSAFI told
~ the CHS that if POURSAFI asked his superiors about the money again, the operation would be
taken away and given to another team. POURSAFI promised to provide pre-payment for future
jobs.

24.  On or about November 23,2021, the CHS told POURSAFI he/she traveled from
Texas to Washington, D.C. The CHS went to the address POURSAFI previously provided for thé
FORMER GO’s office in Washington, D.C. The CHS spoke with POURSAFI in front of the
FORMER GO’s office and sent POURSAFI two surveillance pictures of the FORMER GO’s
office. POURSAFI thanked the CHS. The CHS described the building and parking structure to
POURSAFI. POURSAFI noted the parking garage would be a good place to kill the FORMER
GO and asked the CHS to check out the parking space for a specific officé number, which your
affiant notes is the FORMER GO’s office suite number. The CHS told POURSAFI the garage was
a high traffic area. When asked by the CHS for more information about the FORMER GO,

POURSAFI said he did not have anything else. POURSAFI said the FORMER GO’s residential



address was more difficult to find than the work address, and POURSAFI encouraged the CHS to
do his/her own research. POURSAFI told the CHS that the FORMER GO walked or was driven
to work. POURSAFT told the CHS that killing the FORMER GO would be easy and would not
take long.

25.  Inthe search of POURSAFI’s Online Account 2, the FBI found a video recording,
dated on or about the same day, of the conversation between POURSAFI and the CHS on the
second messaging application. The video showed POURSAFI’s key strokes and POURSAFI
taking screenshots of the two surveiliance photographs of the FORMER GO’s office. Your affiant
submits that POURSAFI was recording a video of his mobile phone while he and the CHS
exchanged messages on the application.

26. In the search of POURSAFI’s Online Account 2, the FBI also found the two
screenshots of the two surveillance photographs provided by the CHS to POURSAFL The time
and date stamp of the screenshots indicate that they were taken during POURSAFT’s
communications with the CHS — and they appear to be screenshots of a conversation between
POURSAFTI and the CHS that took place on the second messaging application.

217. In the search of POURSAFI’s Online Account 2, the FBI also found two
screenshots dated on or about November 25, 2021, taken from a maps application showing a street
view of the FORMER GO’s office building. One view was of the buildingitself and the other view
was of the building across fhe street. One screenshot noted that the office building’s address was
“10,162km” away, which your affiantbelievesindicates the distance between theb phone’s location
and the location shown on the map. Your affiant also notes that a distance of 10,162 km is

consistent with the distance between Washington, D.C. and Tehran, Iran.



28.  Onor about November27,2021, the CHS told POURSAFI that the person he/she
had hired to kill the FORMER GO had boughta cheap burner phone that cost $250, as previously
instructed by POURSAFI. The CHS asked POURSAFI forreimbursement. POURSAFI respohded
that he did not want to reimburse an amount so small, but POURSAFI said he would approve
sendingmoney to the CHS upon receipt of a digital currency wallet. POURSAFI said he would
provide payment within one hour of receiving the wallet. POURSAFI told the CHS he did not just
want the CHS for one job; he wanted to use the CHS for future jobs.

29.  On or about November 30, 2021, POURSAFI provided a new number, and
verification code, for the CHS to use on the second messaging application on the burner phone.
POURSAFI explained that the second fnessaging application was better than the first messaging
application. The CHS then called POURSAFI from the second messaging application c;n the
burner phone. POURSAFI told the CHS not to use the burner phone to call anyone else besides
POURSAFI.

30.  On or about December 1, 2021, POURSAFI told the CHS he did not want the
money getting traced back to either of them. POURSAFI told the CHS to send the digital currency
wallet to POURSAFI via 'the second messaging application. The CHS sent POURSAFI the
identifiers forthe digital currency wallet. POURSAFI confirmed receiptand told the CHS to delete
the information about the wallet from the chat. The CHS asked POURSAFI to send the CHS
$3,000 in reimbursement, and POURSAFI responded he would send the money on December 4,
2021. | '

31.  During the FBI’s search of POURSAFI’s Online Account 2, the FBI found a

screenshot of a conversation, with the digital currency information provided by the CHS on the
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