yirus programs (and associated data), and malware may be relevant to establishing the user’s intent

and the identity of the user.

96. I know that when individuals like BOLTON use a digital device to commit the
SUBJECT OFFENSES the individual’s device will generally serve both as an instrumentality for
committing the crime, and also as a storage medium for evidence of the crime. The digital device
is an instrumentality of the crime because it is used as a means of committing the criminal offense.
The digital device is also likely to be a storage medium for evidence of crime. From my training
and experience, I believe that a digital device used to commit a crime of this type may contain data
that is evidence of how the digital device was used; data that was sent or received; notes as to how
the criminal conduct was achieved; records of Internet discussions about the ctime; and other
records that indicate the nature of the offense and the identities of those perpetrating it.asdfa

97.  Probable cause. 1 submit that if a computer or storage medium is found in the
TARGET OFFICE, there is probable cause to believe that records involving the Subject Offenses
will be stored on that computer or storage medium, for at least the following reasons:

a. Based on my knowledge, training, and experience, I know that computer files or
remnants of such files can be recovered months or even years after they have been
downloaded onto a storage medium, deleted, or viewed via the Internet,
Electronic files downloaded to a storage medium can be stored for years at little
or no cost. Even when files have been deleted, they can be recovered months or
years later using forensic tools. This is so because when a person “deletes” a file
on a computet, the data contained in the file does not actually disappear; rather,
that data remains on the storage medium until it is overwritten by new data.

b. Therefore, deleted files, or remnants of deleted files, may reside in free space or
slack space—that is, in space on the storage medium that is not currently being
used by an active file—for long petiods of time before they are overwritten, In
addition, a computer’s operating system may also keep a record of deleted data in
a “swap” or “recovery” file.

c. Wholly apart from user-generated files, computer storage media—in particular,
computers’ internal hard drives—contain electronic evidence of how a computer
has been used, what it has been used for, and who has used it. To give a few
examples, this forensic evidence can take the form of operating system
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configurations, artifacts from operating system or application operation, file
system data structures, and virtual memory “swap” or paging files. Computer
users typically do not erase or delete this evidence, because special software is
typically required for that task. However, it is technically possible to delete this
information.

d. Similarly, files that have been viewed via the Internet are sometimes
automatically downloaded into a temporary Internet directory or “cache.”

METHODS TO BE USED TO SEARCH DIGITAL DEVICES

88.  Based on my knowledge, training, and expetience, as well as information related to
me by agents and others involved in this investigation and in the forensic examination of digital
devices, I know that:

a, Searching digital devices can be an extremely technical process, often

requiring specific expertise, specialized equipment, and substantial amounts of time, in part

because there are so many types of digital devices and software programs in use today.

Digital devices — whether, for example, desktop computers, mobile devices, or portable

storage devices — may be customized with a vast array of software applications, each

. generating a particular form of information ‘or records and each often requiring unique
forensic tocls, techniques, and cx;/Jertise. As a result, it may bé necessan:y to consult with
specially trained personnel who have specific expertise in the types of digital devices,
operating systems, or software applications that are being searched, and to obtain
specialized hardware and software solutions to meet the needs of a particular forensic
analysis.

b. Digital data is particularly vulnerable to inadvertent or intentional

modification or destruction. Searching digital devices can require the use of precise,

scientific procedures that are designed to maintain the integrity of digital data and to
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recover “hidden,” erased, compressed, encrypted, or password-protected data. Recovery
of “residue” of electronic files from digital devices also requires specialized tools and often
substantial time. As a result, a controlled environment, such as a law enforcement
laboratory or similar facility, is often essential to conducting a complete and accurate
analysis of data stored on digital devices.

c. Further, as discussed above, evidence of how a digital device has been used,
the purposes for which it has been used, and who has used it, may be reflected in the
absence of particular data on a digital 'device. For example, to rebut a claim that the owner
of a digital device was not responsible for a particular use because the device was being
controlled remotely by malicious software, it may be necessary to show that malicious
software that allows someone else to control the digital device remotely is not ptesent on
the digital device. Evidence of the absence of particular data or software on a digital device
is not segregable from the digital device itself. Analysis of the digital device asa whole to
demonstrate the absence of particular data or software requires specialized tools and a
controlled laboratory environment, and can require substantial time.

d. Digital device users can attempt to conceal data within digital devices
through a number of methods, including the use of innocuous or misleading filenames and
extensions. For example, files with the extension “jpg” often are image files; however, a
user can easily change the extension to “txt” to conceal the image and make it appear as
though the file contains text. Digital device users can also attempt to conceal data by using
encryption, which means that a password or device, such as a “dongle” or “keycard,” is
necessary to decrypt the data into readable form. | Digital device users may encode

communications or files, including substituting innocuous terms for incriminating terms or
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deliberately misspelling words, thereby thwarting “keyword” search techniques and
necessitating continuous modification of keyword terms. Moreover, certain file formats,
like portable document format (“PDF”), do not lend themselves to keyword searches.
Some applications for computers, smart phones, and other digital devices, do not store data
as searchable text; rather, the data is saved in a proprietary non-text format. Documents
printed by a computer, even if the document was never saved to the hard drive, are
recoverable by forensic examiners but not discoverable by keyword searches because the
printed document is stored by the computer as a éraphic image and not as text. In addition,
digital device users can conceal data within another seemingly unrelated and innocuous
file in a process called “steganography.” For example, by using steganography, a digital
device user can conceal text in an image file that cannot be viewed when the image file is
opened. Digital devices may also contain “booby traps” that destroy or alter data if certain
procedures are not scrupulously followed. A substantial amount of time is necessary to
extract and sort through data that is concealed, encrypted, or subject to booby traps, to
determine whether it is evidence, contraband, or instrumentalities of a crime.

e. Analyzing the contents of mobile devices, including tablets, can be very
labor intensive and also requires special technical skills, equipment, and software. The
large, and ever increasing, number and variety of available mobile device applications
generate unique forms of data, in different formats, and user information, all of which
present formidable and sometimes novel forensic challenges to ‘investi gators that cannot be
anticipated before examination of the device. Additionally, most smart phones and other
mobile devices require passwords for access. For example, even older iPhone 4 models,

running IOS 7, deployed a type of sophisticated encryption known as “AES-256
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encryption” to secure and encrypt the operating system and application data, which could
only be bypassed with a numeric passcode. Newer cell phones employ equally
sophisticated encryption along with alpha-numeric passcodes, rendering most smart
phones inaccessible without highly sophisticated forensic tools and techniques, or
assistance from the phone manufacturer, Mobile devices used by individuals engaged in
criminal activity are often further protected and encrypted by oﬁe or more third party
applications, of which there are many. For example, one such mobile application, “Hide
It Pro,” disguises itself as an audio application, allows users to hide pictures and
documents, and offers the same sophisticated AES-256 encryption for all data stored within
the database in the mobile device.

f. Based on all of the foregoing, 1 respectfully submit that searching any digital
device for the information, records, or evidence pursuant to this warrant may require a wide
array of electronic data analysis techniques and may take weeks or months to complete.
Any pre-defined search protocol would only inevitably result in over- or uncier‘-inclusive
searches, and misdirected time and effort, as forensic examiners encounter technological
and user-created challenges, content, and software applications that cannot be anticipated
in advance of the forensic examination of the devices. In light of these difficulties, your
affiant requests permission to use whatever data analysis techniques reasonably appear to
be necessary to locate and retrieve digital information, records, or evidence within the
scope of this warrant.

89.  The volume of data stored on many digital devices will typically be so large that it

will be extremely impractical to search for data during the physical search of the PREMISES.
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a. Therefore, in searching for information, records, or evidence, further described in

Attachment B, law enforcement personnel executing this search warrant will employ the

following procedures:
1. Upon securing the PREMISES, law enforcement personnel will, consistent
with Rule 41(e)(2)(B) of the Federal Rules of Criminal Procedure, seize any digital
devices (that is, the Device(s)), within the scope of this warrant as defined above,
deemed capable of containing the information, records, or evidence described in
Attachment B and transport these items to an appropriate law enforcement
laboratory or similar facility for review. For all the reasons described above, it
would not be feasiblé to conduct a complete, safe, and appropriaté search of any
such digital devices at the PREMISES. The digital devices, and/or any digital
images thereof created by law enforcement sometimes with the aid of a technical
expert, in an appropriate setting, in aid of the examination and review, will be
examined and reviewed in order to extract and seize the information, records, or
evidence described in Attachment B.
2, The analysis of the contents of the digital devices may entail any or all of
various forensic techniques as circumstances warrant. Such techniques may
include, but shall not be limited to, surveying various file “directories” and the
individual files they contain (analogous to looking at the outside of a file cabinet
for the markings it contains and opening a drawer believed to contain pertinent
files); conducting a file-by-file review by “opening,” reviewing, or reading the
images or first few “pages” of such files in order to determine their precise contents;

“scanning” storage areas to discover and possibly recover recently deleted data;

43



scanning storage areas for deliberately hidden files; and performing electronic
“keyword"’ searches through all electronic storage areas to determine whether
occurrences of lénguage contained in such storage areas exist that are related to the
subject matter of the investigation.

3 In searching the digital devices, the forensic examiners may examine as
much of the contents of the digital devices as deemed necessary to make a
determination as to whether the contents fall within the items to be seized as set
forth in Attachment B. In addition, the forensic examiners may search for and
attempt-to recover “deleted,” “hidden,” or encrypted data to determine whether the
contents fall within the items to be seized as described in Attachment B. Any search
techniques or protocols used in searching the contents of the seized digital devices
will be specifically chosen to identify the specific items to be seized under this
warrant.

4. The TARGET OFFICE is a functioning office that conducts legitimate
business. The seizure of the digital devices may limit Bolton’s ability to conduct its
legitimate business. As with aﬁy search warrant, I expect that this warrant will be
executed reasonably. Reasonable execution will likely involve conducting an
investigation on the scene of what digital devices must be seized or copied, and
what digital devices need not be seized or copied. Where appropriate, law
enforcement personnel executing the warrant will copy data, rather than physically
seize digital devices, to reduce the extent of disruption. If Bolton or his employees
so request, the agents will, to the extent practicable, attempt to provide the

employees with copies of data that may be necessary or important to the continuing
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function of the legitimate business. If, after inspecting seized digital devices, it is
determined that some or all of this equipment is no longer necessary to retrieve and

preserve evidence, the government will return it,

BIOMETRIC ACCESS TO DEVICE(S)

90.  This warrant permits law enforcement agents to obtain from the person of
BOLTON (but not any other individuals present at the PREMISES at the time of execution of the
warrant) the compelled display of any physical biometric characteristics (such as
fingerprint/thumbprint or facial characteristics) necessary to unlock any Device(s) requiring such
biometic access subject to seizure pursuant to this warrant for which law enforcement has
reasonable suspicion that the aforementioned person(s)’ physical biometric characteristics will
unlock the Device(s). The grounds fo; this request are as follows:

91. I know from my training and experience, as well as from information found in
publicly available materials published by device manufacturers, that many electronic devices,
particularly newer mobile devices and laptops, offer their users the ability to unlock the device
through biometric features in lieu of a numeric or alphanumeric passcode or password. These
biometric features include fingerprint scanners, facial recognition features, and iris recognition
features. Some devices offer a combir;ation of these biometric features, and the user of such
devices can select which features they would like to utilize.

92. Ifadeviceis equil;ped with a fingerprint scanner, a user may enable the ability to
unlock the device through his or her fingerprints. For example, Apple offers a feature called
“Touch ID,” which allows a user to register up to five fingerprints that can unlock a device. Once

a fingerprint is registered, a user can unlock the device by pressing the relevant finger to the

device’s Touch ID sensor, which is found in the round button (often referred to as the “home”
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button) located at the bottom center of the front of the device. The fingerprint sensors found on
devices produced by other manufacturers have different names but operate similarly to Touch ID.

93.  If a device is equipped with a facial-recognition feature, a user may enable the
ability to unlock the device through his or her face. For example, this feature is available on certain
Android devices and is called “Trusted Face.” During the Trusted Face registration process, the
user holds the device in front of his or her face. The device’s front-facing camera then analyzes
and records data based on the user’s facial characteristics. The device can then be unlocked if the
front-facing camera detects a face with characteristics that match those of the registered face.
Facial recognition features found on devices produced by other manufacturers (such as Apple’s
“Face ID”) have different names but operate similarly to Trusted Face.

94.  Ifadevice is equipped with an iris-recognition feature, a user may enable the ability
to unlock the device with his or her irises. For example, on certain Microsoft devices, this feature
is called “Windows Hello.” During the Windows Hello registration, a user registers his or her
irises by holding the device in front of his or her face. The device then directs an infrared light
toward the user’s face and activates an infrared-sensitive camera to record data based on patterns
within the user’s irises. The device can then be unlocked if the infrared-sensitive camera detects
the registered irises. Iris-recognition features fourlxd on devices produced by other manufacturers
have different names but operate similarly to Windows Hello.

9s. | In my training and experience, users of electronic devices often enable the
aforementioned biometric features because they are considered to be a more convenient way to
unlock a device than by entering a numeric or alphanumeric passcode or password. Moreover, in

some instances, biometric features are considered to be a more secure way to protect a device’s
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contents. This is particularly true when the users of a device are engaged in eriminal activities and
thus have a heightened concem about securing the contents of a device.

96.  Asdiscussed in this Affidavit, your Affiant has reason to believe that one or more
digitel devices, the Device(s), will be found during the search, The passcode or password that
would unlock the Device(s) subject to search under this warrant currently is not known to law
enforcement. Thus, law enforcement personnel may not otherwise be able o access the data
contained within the Device(s), making the use of biometric features necessary to the execution of
the search authorized by this warrant.

97.  lalso know from my training and experience, as well as from information found in
publicly available materials including those published by device manufacturers, that biometric
features will not unlock a device in some circumstances even if such features are enabled. This
can oceur when a device has been restarted, inactive, or has not been unlocked for a certain petiod
_of time. For example, Apple devices cannot be unlocked using Touch ID when: {1) more than 48
hours has elapsed since the device was last unlocked; or, (2) when the device has not been unlocked
using a fingerprint for 8 hours and the passcode or password has not been entered in the last 6
days. Similarly, certain Android devices cannot be unlocked with Trusted Face if the device has
temained inaotive for four hours. Biometric features from other brands carry similar restrictions.
Thus, in the event law enforcement personnei encounter a locked device equipped with biometric
features, the opportunity to unlock the device through a biometric feature may exist for only a
short time.

Due to Yhe foregoing, if lqw enforcement\personnel encotnter any Device(s) that




e aforementioned Ton(s) the display of any physical biometyic characteristics (such as

fingeprint/thumbprint ok facia! characteristios) ecessary to unlock any Device(s), including to

(1) presdior swipe the finger\(including thumbs) of Ye aforementioned persQn(s) to the fingerprint
scanner of the Device(s) found &t the PREMISES; (2) hold the Device(s) founy at the PREMISES
in front of the face of the aforementioned person(s) to ackite the facial recognitiop feature; and/or
(3) hold the bcvic s) found st the PRIBMISES in front of the ¥ace of the aforementigned person(s)

to activate the iris re¢ognition feature, fox, the purpose of atte

order to search the contehts as authorized by Mis warrant.

99.  The proposed ‘warrant does not authorize law enforcement to require that the

SugTE T

tate or otherwise provide the password, or identify specific biometric

- characteristics (including the uniqus finger(s) or other physical features) that may be used to

unlock or access the Devite(s). Nor does the proposed warrant authorize law enforcement to use
the fact that the warrant allows law enforcement to obtain the display of any biometric
characteristics to compel the aforementioned person(s) to state or otherwise provide that .
information, However, the voluntary disclosure of such information by the aforementioned
person(s) would be permitted under the proposed warrant. To avoid confusion on that point, if
agents in executing the warrant ask any of the aforementioned person(s) for the password to any
Device(s), or to identify which biometric characteristic (including the unique finger(s) or other
physical features) unlocks any Device(s), the agents will not state of otherwise imply that the
warrant requires the person to provide such information, and will make clear that providing any

such information is voluntary and that the person is free to refuse the request.
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CONCLUSION

91.  Based on the above facts, [ submit that there is probable cause to believe that Bolton
has committed the Subject Offenses and there is probable cause to believe that the TARGET
OFFICE, as further described in Attachment A, will contain evidence, fiuits, and instmméntlities
of the Subject Offenses, as described in Attachment B,

92.  Thus, I respectfully request that the Court issue a search warrant authorizing the

search of information described in Attachment A, to seek the items described in Attachment B.

Special Agent
Federal Bureau of Investigation

. 22
Subscribed and swom persistent to Fed, R. Crim. P, 4.1 and 4)(d)(3) on August!.l,= 2025.

Y/ Ao
MOXILA A, UPADHYAYA
UNITED STATES MAGISTRATE JUDGE
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