FILED

UNITED STATES DISTRICT COURT DEC -3 2016
FOR THE DISTRICT OF COLUMBIA Clerk, U.S. District & Bankruptey
Counts for the District of Columbia

IN THE MATTER OF THE APPLICATION
OF JASON LEOPOLD TO UNSEAL
CERTAIN ELECTRONIC SURVEILLANCE | Civil Action No. 13-m¢-00712
APPLICATIONS AND ORDERS. Chief Judge Beryl A. Howell

NOTICE TO THE PARTIES

Upon consideration of the parties’ Second Joint Status Report to the Court, ECF No. 25,
and the government’s four motions to partially unseal cases 1:12-mc-12, 1:12-m¢-129, 1:12-mc-
227, and 1:12-mc-397:

NOTICE is hereby provided that redacted copies of the filings in the four 2012 cases are
being filed on the docket for the instant case as well as the Court’s website. The redactions

consist of information identifying the device or individual targeted for surveillance.

Oy A pone

BERYL A. HOWELL
Chief Judge

Date: December 9, 2016
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FILED

, UNITED STATES DISTRICT COURT JAN 11 2012
(C’ @ ) FOR THE DISTRICT OF COLUMBIA Ok 3 Ditit s Bokrpey
5 ‘ l |

IN THE MATTER OF THE AFPPLICATION

OF THE UNITED STATES OF AMERICA :

FOR AN ORDER AUTHORIZING : Mise, No, JA-/A
PEN REGISTER AND TRAP AND TRACE : (Under Seal)

ON CELLULAR TELEPHONE NUMBER :

APPLICATION FOR PEN REGISTER AND TRAP AND TRACE
PURSUANT TOQ TITLE 18 U,S.C. SECTIONS 3122 AND 3123

The United States of America, by and through its counsel, Ronald C, Machen Jr,, United
States Attorncy for the District of Columbia, and Nihar R. Mohanty, Assistant United States
Attorney, hercby applies to thc' (“Iiui;t“'for an order suthorizing th.c installation and use of a pen
register and trap and trace on the telephane presently assigned numbe-hercinaﬂcr
“subject cellular telephone number"), a cellular telephone with an unknown sabscriber. In support

of this Application, the United States certifies the following:

PEN REGISTER AND TRAP AN} TRACE
1. The Applicant is an "attorney for the government” as defined in Rule 1(b){1)of the
Federal Rules of Criminal Procedure, and therefore, pursuant to Title 18 U.S.C. Section 3122, may
apply for an order authorlzing the installation and use of a pen register, trap and trace, and/or a caller

identification device,

I GOVERNMENT
EXHIBIT

Afackwent 2
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2, The Applicant certifies that the United States Marshal Service (hereinafter “Agency)
{s conducting & criminal investigation of the user(s) of the cellular telephone identified above and
others in connection with possible violations of federal laws, including Title 21, United States Code,
Section 846, Based upon reliable information, it is believed that the user(s) of the subject cellular
telephone number, utilizes the cellular telephone in viclation of Title 21, United States Code, Section
846,

3. The Applicant further certifies that the information likely to be obtained from the pen
register and trap and trace device is relevant to the ongoing criminal investigation b-eing conducted
by the Agency. It is believed this information will provide the agents with investigative leads and
potential evidence at trial concerning contacts made by the targets in the course of their criminal
activity. The information to be obtained from the caller identification feature is geographically
limited only by the technology of the service provider for the cellular telephone, and the technology
of the originating telephone number service providers, with no geographic limit for the trap and trace.

4, Pursuant.to Title 18 U,S.C, Sections 3122 and 3123, the Applicant requests thatthe
Court jssue an order authorizing &xe‘ installation and use of a pen register, trap and trace and caller
identification device (1) to record numbers dialed to or pulsed from the subject celtular telephone
number, to record the date and time of such dialings or pulsings; and (2) the use of the trap anjd frace
and caller identification device on the subject cellular telephone number to capture the incoming
electronic and other impulses which identify the originating number of a wire or electronic

communication, and the date and time of such incoming pulses, for a period of 60 days to beginupon
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.
installation of the pen register, trap and trace and caller identification device or ten (10) days élﬁcr the
signing of the requested Order, whichever event occurs'sooner,

5. The Applicant further rccfuests that the order direct Cricket (hereinafter “Service
Provider”), to furnish al] information, facilities and technical assistance necessary to accomplish the
installation of the penregister, trap and trace and the caller identification device unobtrusively with

- 8 minimum of interference with the services that the provider accords the subscriber(s), and with
compensation to be paid by the Agency for reasonable expenses incurred in providing such facilities
and agsistance.

6. The Applicant requésts' further that the Court's Order direct the Service Provider, its
agents, employees and affiliates not to disclose to the subscriber, or to any other person, the existence
of the requested pen register, trap and trace, or the caller identification device, or of this investigation,
unless or until otherwise ordered by ;hc Court.

7. It is further requested that the Court’s Order apply not only to the cellular telephone
bearing the subject cellular telephone number, but also to any telephone number(s) subsequently-
assigned to any instrument bearing the sume mobile service identification number as the subject
telephone number, or any changed mobile service identification number subsequently assigned to the
same telephone number, or any edditional changed telephone numbers and/or mobile service
identification number, whether the changes ocevr consecutively or simultaneonsly, which are listed
to the same subscriber and wireless telephone account number as the subject ceilular telephone

number within the 60 déy period authorized by this Order,
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8. It is further requested that the Court’s Order apply to the Service Provider, and to any
other communications service provider which contracts or gtherwise agrees to provide cellular
telephone service to a telephone beanng the same telephone number or mobile se:lvice identification
number during the sixty day period authorized by this Order.

9, Because disclosure of this Application could jeopardize the investigation for which
the-authorization to instalt and use the pen register, trap and trace and caller identification device is
sought, the Applicant further requests that this application be filed under seal, pursuant to Title 18
U.8.C, Section 3123(d)(1). The Applicant further requests that this Court’s Order, and any
subsequent orders, be scaled until otherwise ordered by the Court.

WHEREFORE, it is respectfully requested that the Court grant an order authorizing the
installation and use of a pen register, trep and trace and caller identification device for a period of 60
days ‘to begin upon installation of the pen register, trap and trace and caller identification device or
ten (10) days after the signing of the requested Order, whichever event occurs sooner (1) to record
numbers dialed or pulsed from the subject cellular telephone nuﬁnbor; (2) to capture the incoming
electronic or other impuises which identify the originating number of a wire or electronic
communication, and signaling and routing relating to the subject cellular telephone number, and to
record the length of time the telephone receivérs in question are in use for incoming or outgoing calls;
(3) directing the Service Proviclier to furnish forthwith to the Agency all information, facilities, and
technical assistance necessary to accomplish the installation and use of the devices unobtrusively and

with minimum interference to the service presently accorded persons whose dialings or pulsings are
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the subject of the pen register, trap and trace, and caller identification device, and (4) sealing this
Application and the Court's Order.
1 certify under penalty of perjdry that the foregoing is true and correct.

EXECUTED on this m day of January, 2012,

Respectfully submitted,

RONALD C. MACHEN JR.
UNITED STATES ATTORNEY
D.C. Bar No. 447889

Ik AL

NIHAR R. MOHAN

Assistant United Stated Attorney
) DC Bar No, 436686

555 4% Strect, NW

Washington, DC 20530

202-252-7700

DOCUMENT
1 hereby attest and certify that thig |s a printed copy af a
document which was electronically flled with the United
States District and Bankruptcy Courts for the Distrlct of

CDgremFt;::E: /- /./" /g

D. CAESHR, CLERK

By:__/
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FILED

J
UNITED STATES DISTRICT COURT ek uﬁﬁ,:,,l.t uz. gﬁm

FOR THE DISTRICT OF COLUMBIA Courts for the District of Golumbla

-

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA ,
FOR AN ORDER AUTHORIZING ; Mise. No. /A~ &
PEN REGISTER AND TRAP AND TRACE  : (Under Seal)

ON CELLULAR TELEPHONE NUMBER

ORDER
This matter having come before the Court pursuant to the Govermiment's Application under
Title 18 U.8.C. Section 3122, by Assistant United States Attorney Nihar R, Mohanty, an attormcy
for the government, which Application requests an Order under Title 18, U.S.C, Seation 31.';.3,
authorizing the installation and use of a pen register and trap and trace device on__
(hereinafier “‘subject cellular telephone oumber™), a cellular telephone, and the Court makcs the
following findings: LA
| FINDINGS
Findings Pursuant to Title 18 U.8,C. Section 3123
1. The Court finds that the Applicant has certified to the Court that he is an “attorney for the
government” as defined in Rule 1(b)(1) of the Federal Rules of Criminal Pracedure.
2. The numbers dialed or pulsed to and from the subject cellular telephone with an unknown
sﬁbscriber, are relevant to an ongoing criminal investigation of possible violations of Title 21 United

States Code, Sectlon 846. It is
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ORDERED, that pursuant to Title 18 U.S.C. Section 3123, that agents of the United States

Marshal Service (hereinafter “Agency) may install and use pen register, trap and trace and caller

identification device on the subject cellular telephone number (1) to record numbers dialed to or

pulsed from the subject cellular telephone number, to record the date and time of such dialings or
‘pulsings; and (2) to capture the incoming electronic and other impulses reasonably likely to identify
the source off a wire or elech.‘onié communication and the date and time of such incoming pulses,
for a period of sixty t60) days to commence upon the expiration of authority under any previous
order or upon the date of this order, Itis -

FURTHER OBDERED_, pursuant to Title 18 U.S.C; Section 3123(b)(2),that Cricket,
(hereinafter “Service Provider”), shall furnish to the Agency forthwith all information, faéilitlies and
technical assistance necessary to accomplish the installation of the devices unobtrusively and with
minimum interference with the services that are accorded pc;rsdns Whose dialings and pulsings are
the subject of the pen register, the trap and frace device. Itis

FURTHER ORDERED, that this O.rder shall apply not only to the subject cellular
telephone number, but also to any telephone numbet(s‘) subsequently assigned to an instrument
bearing the same mobile service identification number as the subject cellular telephone number, or
any changed mobile service idedtification number subsequently assigned to thcA same telephone
number, or to additional changed telephone numbers and/or mobile service identification number,
whether the changes oceur consecutively or simultaneously, which are listed to the sa!.ne subscriber

and wireless telephone account number as the subject cellular telephone number within the 60 day

period authorized by this Order. It is
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FURTHER ORDERED, ﬂlat.this Order shall apply to the Service Provider, and to any other
service provider which contract: o:: :)ti;erwise agrees to provide cellular telephone service to a
telephone bearing the same telephone number and/or mobile service identification number during
the 60 day period contemplated by the Order in this matter.

IT IS FURTHER ORDERED, that the Service Provider, or any other service provider to
whorm this Order applies;shall be con-xpcnsated by the Agency for reasonable éxpenses incurred in
providing technical aslsistance; and

ITIS FURTI'I'ER ORDERED, that this. Order end the Application shall be sealed until
otherwise ordered by the Court and that the Service Provider, its agents, employees and affiliates,
shall not disclose the existence of the pen register and trap and trace device or the existence of the
investigation to the listed subscriber, or to any other person, unless or until otherwise ordered by the
Court. |

SO ORDERED this | l day of January, 2012,

/’%;‘%\L UL

DEBORAH A. ROBINSON
United States Magistrate Judge

ECF
DOCUMENT
1 hereby attest:and certify that this Is & printed copy of a
document which was electrontcally filed with the United
States District and Bankruptey Courts for the Distriet of

Columba.
vate Fis: = /0= 42
A A
’

By:
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE APPLICATION

OF THE UNITED STATES OF AMERICA :

FOR AN ORDER AUTHORIZING : Mise, No. 12-12
A PEN REGISTER AND TRAP AND TRACE

ON CELLULAR TELEPHONE NUMBER !

: UNDER SEAL

GOVERNMENT'S-MOTION TQ PARTIALLY UNSEAL THIS MATTER

The United States of America, by and through the United States Attorney for the Districl of
Columbia, hereby requests that this Honorable Court issue 9:11 Order directing the Clerk’s Office to
partially unscal this matier and release certified copies of all documents and pleadings on file in
1his matter to the govemment, and otherwise leave the matter under sea). In support of this motion,
the government states the following:

1. On January 11, 2012, the government applied to the Court for an order authorizing the
installation and use of a pen register and trap and trace on the telephone then assigned
number _ a cellolar telephone with an unknown subscriber,  The
government's application was filed under seal, ‘

2. OnlJanuary 12, 2012, the Court issued an order granting the application.

3. In the case, In the Matter af the Applicnlion of Jason 1.eopold to Unsesl Cortain Electronic

Suryeillance Applications and Orders, Misc. Case, No. 1:13-me-00712-BAH, petitioner has
filed suit seeking to unseal certain Courl files. At this stage of the litigation, and with the
Jeave of Court, the govemment ig endeavoring fo provide documents to petitioner from a
sampling of sealed pe\n rcg;stc}}t}ap and trace metters filed in 2012, The govcmmcnt' has

identified the instant matter as one of the matters that can be unsealed and disclosed pursuant
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lo that litigation, after the government makes appropriate redactions which will be
determined upon reviewing all of the documents filed in this matter.
WHEREFORE, the United States respectfully requests that this case be partially unsealed

by Order of the Court. A propdsed order is attached.
Respectfully submitted,

CHANNING D, PHILLIPS
United States Attomney
D.C. Bar Number 415-793

MARGARET J. CHRISS
Chief, Special Proceedings Division
D.C. Bar Number 452-403

Is/
PAMELA §. SATTERFIELD
Assistant United States Attomey
D.C. Bar No. 421-247
Special Proceedings Division
555 4th Street, N.W.
Washington, D.C. 20530
Pamela satterfiéld@usdoj.gov
202-252-7578

ECF
DOCUMENT

I Rereby attest and cartify that this Is a printed copyof a
document which was elactronically Med with the United
States District and Bankruptey Courts for the Mstrict of

oateFlat:_ SO~ 2T /k
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UNITED STATES DISTRICT COURT FILED
FOR THE DISTRICT OF COLUMBIA 0CT 11 208

Cwm:(' P.’: Districl & Bankruptey
ourts ;
IN THE MATTER OF THE APPLICATION Wi for tho Disvic of Columbia

OF THE UNITED STATES OF AMERICA :
FOR AN ORDER AUTHORIZING : Mise, No, 12-12
A PEN REGISTER AND TRAP AND TRACFE
ON CELLULAR TELEPHONE NUMBER

UNDER SEAL
ORDER
Upon due consideration of the Government’s Motion to Partially Unseal this Matter, and
good cause baving been'shown, it is'hereby
ORDERED that the motion is GRANTED, Accordingly, it is
FURTHER ORDERED, that the Clerk’s Office shall provide certilied copies of all
documents and pleadings on file in this matter to the government, and thai this matter and such

documents and filings shall otherwise remain under seal until further order of the Court.

Date:

(23 // 2l i s S e

Beryl A, Howell, Chief Judge
United States District Court
for the District of Columbia

Copy to:
Pamela Satterfield, AUSA

U.S. District and Bankruptey Courts
for the District of Columbia
A TRUE COPY
ANGELA D, CAESAR, Clerk
By‘ ( K}fn“
Deputy Clerk
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: Ciork, U.s,
UNITED STATES DISTRICT COURT Gous fr g Dl o cubY

] FOR THE MSTRICT OF COLUMBIA

-

IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA )
FOR AN ORDER AUTHORIZING ) MISC.NO. /A7*7
PEN REGISTER AND TRAP AND TRACE )

)

)

).

ON CELLULAR TELEPHONE NUMBIER UNDER SEAL

APPLI'CA"T[ON FOR PEN REGISTER AND TRAP AND TRACE DEVICE,
PURSUANT TO TITLE 18, UNITED STATES CODE, SECTIONS 3122 AND 3123

The United States of Amcrica,'hy and through its counsel, Ropald C, Machen Jr,, United
Stales Atlormey for the District odeldmbia, and Loyaan Egal, Assistant United States Aftorney,
hereby applies to the Court for an order authorizing the installation and use of & pen register and
trap and {race device on the {eleplione numbcr- (hereinafier the “Target Number™),
g celfular telephone number subscribed to by an NN with o addcess of

— In support of this application, the United
States cerlifies the following:
PEN REGISTER AND TRAP AND TRACE

1. The Applicant is an “attomey for the government” as defined in Rule 1(b)(1) of
the Federal Rules of Criminal Procedure, and, theréfore, pursuant to Title 18, United States
Code, Section 3122, may apply for an orderauthorizing the instaliation and use of a pen register,
trap and trece, and/or caller idcnliifcaéipn device.

2. The Applicant certifies that the Federal Bureau of Investigation (ﬁercinaﬁer the -

“FBI") is conducting & criminal investigation of the user(s) of thoe Target Number identified

above and others {n connection with possible violations of federat laws, including a-

" GOVERNMENT |
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_ in viclation of Thle 18, United States Code, Seetions 371 and 201(b). In

addition, the government is investigating|

“ in viclation of Title 31, United States Code, Scetlon 5324,

The Applicant is working with the FBI on this investigation, Based upon relisble information, it

is believed that the user(s) of the Target Number wilizes the Target Number in furtherance of the
viclations of Title 18, United Stai;'cé ‘Codde, Sections 371 and 201(b), and Title 31, United Satcs
Code, Section 5324,

- 3 The Applicant further certifies that the information likely to berobtained from the
pen tegister and trap and trace device is relevant to the ongoing criminal investigation being
conducted by the FBI. Itis believed this information will provide the agents wilh investigative
teads and potential év!dcncc at trial concerning c-ontacts made by the targets in the course of their
criminal activity, The information to be obtained from the caller identification féature is
geographically limited only by the technology of the service provider for the celfular telephong,
and the technology of the originating telephone number service providers, with no geographic
limit for the trap and trace,

4, Pursuant to Title 18, United States Code, Sections 3122 and 3123, the Applicant
requests that the Court issue an order aufhorizing the installation and use of.a pen register, trap
and trace, and caller identification device (1) to record numbers dialed Lo or pulsed from the

_target cellular telephone number; and to record the date and time of such dialings or pulsings, to -

include local/domestic calls and calls that orlginate outside of the United States of Amcrica and

to include the dafe and time of any re-directed calls that are routed via call forwarding or
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threc-way calling functions; and (2} to capture the incoming electronic and other impulses which
identify the originating number of a wire cr electronic communication, and the date and time of
such incoming pulses, for a period of 60 days to begin upon installation of the pen register, irap
and trace and caller identification device or ten (10) days afier the signing of the requested Order,
whichever event occurs sooner.

5. The Applicant further vequests that the order direct Yerizon Wireless (hereinafier
the “Service Provider™) to furn;sh al] information, facilities and technical assistance necessary to
unobtrusively with a minimum of interference with the services that the provider accords the
subscriber(s), and with compensation {o be paid by the FBI for reasonable expenses incurred in
providing such facilities and assistance,

| 6. The Applicant requests further that the Court's Order direct the Service Provider,
its agents, employees and affiliates not to disclose to the subscriber, or to any other person, the
existence of the requested pen register, trap and trace, or callet identification device, or of this
investigation, unless or until otherwise ordered by the Court,

7. Tt is further requested that the Court's Order apply to the Service Provider, and to
any other communications service provider which contracts or otherwise agrees to provide
cellular telephone service to a telephone bearing the Target Number during the sixty (60)-day
period authorized by this Order. -

8. Betause disc!osurg‘ of‘th'ié Application could jeopardize {he investigation for
which -?he authorization to install and use the pen register, trap and trace, and caller identification

device is soughs, the Applicant further requests that this application be filed under seal, pursuant

&
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to Title 18, United States Code, Section 3123(d)(1). The Applicant further requests that this
Court’s Order, and any subsequent orders, be sealed until otherwise ordered by the Court,
9. No prior applications have been requested concerning the Target Number,

WHEREFORE, it is respectfully requested that the Court grant an order for a
period of sixty (60) days to bcginl'?uﬁoﬁ installation of the pen register, trap and trace and caller
identification device orten (10) days after the signing of the requested order, whichever event
oceurs sooner, (1) to record numbers dialed to or pulsed from the target cellular telephone
number; (2) to capture the incoming electronic or other impulses, which identify the originating
number of a wire or elecironic communication, and signaling and routing relatihg to the target
cellular telephone number, and to record the date and time of such dialings or pulsings, to include
local/domestic calls and calls that originate outside of the United States of America and to
include the date and ti;ne of any re-directed calls thatlare routed via call forwarding or three-way
calling functions; (3) directing the Scrvice Provider to furnish forthwith to the FBI all
information, facililics, and technigal a;s%stance necessary to accomplish the installation and-use

1

of the devices unobtrusively and with finimum interference to the service presently accorded
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‘persons whose telephone number is the target of the pen register, trap and trace, and caller

identification device, and (4) sealing this Application and the Court’s Order,

[ certify under penalty of perjury that the foregoing is true and correct,

n .
EXECUTED on this & day of Eebruary 2012,

Respectfully submitted,

RANALD C. MACHEN JR, )
UNITED STATES ATTORNEY

Loyaan A, Bgal
Assistant United States Attorney
{202) 252-7899

ECF
DOCUMENT

I hereby attest and certify Lhat this it a printed copy of 3
decument which was electronically filed with the United
States Dlstrict and Bankruptcy Courts for the Mistrick of
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FILED

UNITEY STATES DISTRICT COURT FES 29 2012

-F ) FCO BIA trict & Bankruplcy
_I‘OR THE DISTRICT OF COLUM c%‘:?t ?6? 30 hr;{ e

IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA ) \ /3T
FOR AN ORDER AUTHORIZING ) MISC. NO, /A~
PEN REGISTER AND TRAP AND TRACE )

)

)

)

ON CELLULAR TELEPHONE NUMBER UNDER SEAL

ORDER

This matter having come before the Court pursuant to the Government's Application
under Tite 18, United States Code, Section 3122, by Assistant United States Attorney Loyaan
Egal, attorney for the government, which Application requests an Order under Title 18, United
States Code, Section 3123, authorizing the installation and use of a pen register and trap and
trace device on telephone number(hereinaﬁer “Target Number"), and the Court
-makes the following findings:

Findings Pursuant {o Title 18, United States Code, Section 3123

1. The Court finds that the Applicant has ccrtiﬁcc't to the Court that the applican is

n “attorney for the government” gs defined in Rule 1(b)(1) of the Federa] Rules of Criminal

Procedure,

2 The Target Number, a cel lular telephone number subseribed fo by an “-

relevant {o an ongoing criminal investigation of possible violations of Title 18, United States

Code, Sections 371 and 201(b), and Title 31, United States Code, Section 5324,



Case 1:12-mc-00129-AK *SEALED* Document 2 Filed 02/28/12 Page 2 of 3 : '

IT IS ORDERED, pursuant to Title 18, United States Code, Section 3123, that agents of
the Federal Bureau of Investigation (hereinafter the *“FBI”) may install and use a pen register, trap . 1
and trace and caller identification d;vice on the target celiular telephone number (13 to record
numbers dialed to or pulsed from the target cellular telephone number, and to record the date and
time of such dialings or pulsings; and (2) to capture the incoming electronic and other impulses
reasonably likely to identify the source of a wire ot electronic communication and the date and
time of such incom;ng pulses, to include local/domestic calls and calls that originate outside of

_ the United States of America and to include the date and time of any fe-directed cails that are

o

routed‘via call forwarding or three-way calling functions, for a period of sixty (60) days 1o begin

upon instaltation of the pen register, trap and trace and caller identification device or ten (10)

et — ——
o N N

wedm el Ta v

days after the signing of the requested Order, whichever event occurs sooner; and

IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section
3123(b)(2), that Verizon Wireless (hereinafier “Service Provider”) shall furnish to the FB!
forthwith a.]] information, facilities and technical assistance necessary to accomplish the

installation of the devices unobtrusively and with minimum interference with the services that are

accorded persons whose telephone number is the target of the pen register or trap and trace

device within the sixty (60)-day period authorized by this Order; and

- -

IT IS FURTHER ORDERED, that this Order shall apply to the Service Provider, and to
any other servic.e provider which contracts or otherwise agrees to provide cellular telephone
service {0 & telephone bearing the tl"-ar_gct. Number during the sixty (60)-day period contemplated
by the Order in this matier; and |

IT IS FURTHER ORDERED, that the Service Providér, or any other service provider

to whom this Order applies, shall be compensated by, the FBI for reasonable expenses incurred in
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providing technical assistance; and

IT IS FURTHER ORDERED, that this Order and the Application shall be sealed until
otherwise ordered by the Court anfi that the Service Provider, its agents, employees and alfiliates,
shall not disciose the existence of the pen register and trap.and trace device or tht; existence of
the investigatic;n to the listed subscriber, or to any other person, unléss or until otherwise ordered
- by the Court. A copy of this Order may be furnished to the Serviee Provider to enabile
compliance with this Order.

=

SO ORDERED this ;Zzl day of February 2012,

UNITED STATES MAS HATE JUDGE

¢c:  Loyaan A, Egal

Assistant United States Atlorney ECF
U.S. Attormey’s Office for the District DOCUMENT
Of Columbia é ::Jebv attest and certify thal (his 14 3 printey) copy of 2
Fraud & Public Corruption Section sratemﬂétﬁm was clectronirally flled wim th: United
s District and Bankruptey Courts tar the Clgtrict of
555 Fourth Street, NN'W. Columbla, 2~ Q ?
Washington, D.C. 20530 Date Filed:, /=R

(202) 252-7899 BY'WM
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FILED

IN THE UNITED STATES DISTRICT COURT APR 2 7 2R
FOR THE DISTRICT OF COLUMBIA Clerk, U5, Diste, gp
Bankrupiey go.:}[";"d
IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER EXTENDING : MISC. NO. 12-12%
AUTHORIZATION FOR A PEN REGISTER,
AND TRAP AND TRACE DEVICE ON : UNDER SEAL

CELLULAR TELEPHONE NUMBER

EXTENSION AIPLICATION FOR PEN REGISTER, TRAP AND TRACY,
PURSUANT TO TITLE 18, UNITED ST oD LCTIONS 3122 A

The United States of America, by and through its counsel, Ronald C, Machen Jr., United
States Altorney for the District of Columbia, and Lionel Andre, Assistant United States Attorney,
hcrpby applies to the Court for an order extending the {nstallation and use of a pen register, trap and

|
trace device, and caller identification device on the telephone presently assigncd-

(hereinafier “subjeot cellulartelephone number™), 4 cellular telephone subscribed to an “__

this Application, the United States certifics the following:

. PEN REGISTER AND TRAP AND TRACE

8 The Applicant is an "attorney for the government” as defined in Rule i (b)(1) of the
Federal Rules of Criminal Procedure, and therefore, pursuant to Title 18, United States Code, Section
3122, may apply for an order authorizing the ins:lallation and use ol 4 pen register, trap and lrace,

and/or a caller ideniification device.
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2, The Applicant cerlifics that the Federal Bureau of Investigation (hereinafter “Agency™)
is conducting a criminal investigation of the usex(s) of the cellular telephone identified above and

othersin connection with possible violations of federal laws, including

in violation of Title 18, United States Code, Sections 371 and 201(b). Iu addition, the government

is{uvestigaling]
in violation of Title 31, United States Code, Section 5324, The Applicant is warking with the Agency
on (his investigation. Based upon relinble information; it is believed that the user(s).of the subject

cellular telephone number subscribed to by an “’ with an address of _

R utilizes (he cellular tolephone in violation of Title 18,

United States Code, Sections 371 and 201{k), and Title 11, United States Code, Section 5124,

3. The Applicant further certiﬁ\es that the information likely to be obtained fron: the pien
register and trap end trace device is relevant to the ongoing criminal investigation being conducted
by the Agency, [t is believed this information will provide the agents with Investigative leads and
potential evidence at trial concerning contacts made by the subjeets in the course of their griminal
activity, The information to be obtained from the caller identification feature is geographically limited
_ only by the technology of the service provider for the cellular telephone, and the tcchn@logy of the
originating telcphone number service providers, with no geographic limit for the trap-and tra;‘,c.

4, The Applicant requests that the Com{is.‘;ue an Order extending the original Order
authorizing the use of (1) a pen rcgflsger to register numbers dialed to or pulsed from the subject

cellular telephone number, to record the date end time of such dialings or pulsings; and (2) & trap and
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trace and caller identification device on subject cellular telephone number to capture the incoming
clectronic and other impulses v\:htich identify the originating number of a wirc or electronic
comemunication, and the date and tin'w of such incoming pulses, for a period of sixty (60) days from
the date of this Order or the expiration or any previous Order, whichever date comes later,

5, The Applicant further requests that the order direct Verizon Wireless (hereinafter
“Service Provi_dcr”) to fumnish all information, facilities and technical assistance necessary lo
accomplish the installation of the pen register, trap and trace and the caller identification device
unobtrusively with a minimim of Interferencé with the services that the provider accords the
subseriber(s), and with compensation to be paid by the Agency for reasonable expenses incwred in
‘providing such facilities and assistance.

6, The Applicant requests further that the Court's Order direct the Service Provider, its
agents, cmployees and affiliates not to .di-sclosc to the subscriber, or to any other person, the existence
of the requested pen register, trap anci trace, ar the caller identification deviee, or of this investigation,
unless or until otherwise ordered by the Court, ;

7. 1t is further requested that the Court’s Order apply not oaly to the cellular telephone
. bearing the subject cellular telephone number, but also to any telepbone number(s) subsequently
assigned to the su-bject: cellular telephone number for the same subseriber, or any changed mobile
service identification number subsequently assigned to the same telephone number, or any additional
changed telcphonr_: numbers and/or mobile se_wicc identification number, whether the changes accur

consecutively or simultancously, which are listed to the same subscriber and wireless telephone
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aecount number as the subject cellular telephone number within the sixty day period autherized by
this Order.

8. It is further requested that the Court’s Order apply to the Service Provider, and to any
other communications service providér which contracts or otherwise agrees to provide cellular
telephone service to a telephone bearing the same telephone number or mobile service identification )
number during the sixty day period authorized by this.Order,

9. Because disclosure of this Application could jeopardize the investigation for which
the authorization to install and use the pen register, trap and trace and calleridentification device is
sought, the Applicant further requests that this application be filed under seal, plursuant to Title 18,
United States Codé, Section 3123(d)(1). The Applicant further requests that this Court’s Order, and
any subsequent orders, be sealed until otherwise ordered by the Court,

WHEREFORE, it is respectfully requested that the Court grant an order for a period of 60
days (1) authorizing the installation and use of a pentegister to record mumbers dialed or pulsed from
the subject cellular telephone number; (2) authorizing the installation and use of a trap and trace
device to capture the incoming electronic or other impulses which identify the originating number of
a wire or electronic communication, and signaling and reuting information relating to the subject
cellular tclephml':e namber; (3) directin;g the Service Provider to furnish forthwith to the Agency all
information, facilities, and technical assistance necessary to accomplish the installation and use of
the devices unobtrusively and with minimum interference tc‘) the service presently accorded persons
whose dialings or pu‘lsings are the sub.j ect of the pen register, trap a;1d trace, and caller identification

-
device, and (4) sealing this Application and the Court's Order.
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I certify under penalty of pesjury that the foregoing is true and correct,

A
EXECUTED on this <"1 dey of April, 2012.

Respectfully submittcd,

RONALD C, MACHEN JR,
UNITED STATES ATTORNEY

D.C. Hat No. 447889
Y 1

uozxibmm\}a Vo
AssigtaniiUnited States Attorney
555 4™ Sircet, NW

Washingtan, DC 20530

DC Bar No. 422534

202-252-7818

ECF
DOCUMENT

1 hereby attest and certify that-this Is & printed couy of &
document which was electrenically filad wite the Uniteq
States District and Bankruptey Calrts far the Districe af

baeried, =R = [
; AN

B

By:
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FiLem

IN THE UNITED STATES DISTRICT COQURT

FOR THE DISTRICT OF COLUMBIA ABR 2 7 21
‘:1(‘,! i “ e
IN THE MATTER OF THE APPLICATION S0k gl ;»f; Efr’d
OF THE UNITED STATES OF AMERICA : TS
FOR AN ORDER EXTENDING : MISC. NO. 12-129
AUTHORIZATION FOR A PEN REGISTER,
AND TRAP AND TRACE DEVICE ON : DER SE

CELLULAR TELEPHONE NUMBER

EXTENSION ORDER

This matter having come l;cfurc the Court pursuant to the Governmunt’s Application under
Title 18, United States Code, Section 31232, by Lionel Andre, an attorney for the government, which
Ap_plicalion- requests an Qrder under Tille 18, U[nited States Code, Scclion 3123, extending the -
installation and use of a pen register and trap and trace, and caller identification device cm_-
- {hercinafter “*subject cellular telephone number™), the Court makes the following findings:

FINDINGS

Findingé Pursuant to Title 18, United States Code, Section 3123
1, The Court finds that the Applicant has certified to the Court that the applicant is an
“aftorney for the government” as defined in Rule 1{b}(1) of the Federal Rules of Criminal Procedure,
2, "The numbers dialcd or pulsed to and from the subject cellular telephone subscribed to

by an “_‘, with an address o

are relevant fo aongoing criminal investipation of possible violations of Title 18, United States Code,

Sections 37} and 201(b), and Title 31, United States Code, Section 5324,
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ORDER
- .

IT IS ORDERED pur;uarnt .to Title 18, United States Code, Section 3123, that agents of the
Federal Bureau of Investigation (hereinafter “Agency'™) may install and use (1) a pen register to record
numbers dialed to or pulsed from the subject cellular telephone number, to record the date and time
of such dialings or pulsings; and (2) a trap and trace device on the subject cellular telephone number
to capture the incoming electronic and .ot]ier impulses reasonably likely to identify the source of awire
or electronic communication and the date and time of such incoming pulses; and (3) a caller
identification device, for a period of an éd"ditional sixty {60) days; and - - e e

IT IS FURTHER ORDERED pursuant to Title (8, United States Code, Section 3123 (b)(2),

that Verizon Wireless, (hereinafier “Service Provider”), shall fumish to the Agency forthwith all

information, facilitles and technical assistance necessary to accomplish the instaliation of the devices

: f

unobtrusively and v‘eith minimum intetference with the services that are accorded persons whose
dialings and pulsings arc the targets of the pen register and the trap and trace device; and

IT IS FURTHER ORDERED that this Order shall apply not only to the subject cellular
telephone number, but also to any telephone number(s) subscquenﬂ)‘/ assigned to any instrument
bearing the same mobile service identification mimber as the subject cellular telephone number, or any
changed mobile service identification nnmber subsequently assigned to the same telephone number
or to additional changed telephone numbers and/or mabile service identification number, whether the
changes occur consecutively or simultaneously, which are listed to the same subscriber and w?reless
telephone a_ccofmt number as the subject cellular telephone number within the 60 day period authorized

by this Order.
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IT IS FURTHER ORDERED that this Order shall apply to the Service Providez:, and to any
other service provider-which contracts or otherwise agrees to provide cellular telephone service to a
telephone bearing the same telephone number and/or International Mobile System Identity Number
(IMS]) during the 60 day period contemplated by the Order in this matter.

IT IS FURTHER ORDERED that the Service Provider or an)‘f other service provider to
whom this Order applies, shall bc-l, cbmpcnsatcd by the Agency for reasonable expenses incurred in
providing technical assisﬁance; and

IT IS FURTHER ORDERED that this Order and the Application shall be sealed until
otherwise ordered by the Court and that the Service Provider; its agents, employees and affiliates, shall
not disclose the existence of the pen register, tap and trace device, and caller identification device,
or the existence of the investigation to the listed subscriber, or to any other person, unless; or until
otherwise ordered by the Court,

SO ORDERED this Qday of April, 2012,

/%ﬂ%ﬁ/& a

DEBORAH A, ROBINSON
United States Magistrate Judge

I hereby attest and 8&%&9&45 ISIJrlnted copy of
a

docurment which was elzctronleally filed with theorli}'nlted

States District and Bankruptey Courts for the Distdct of

Date et 7= A= /R
Al

By:
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FILED

IN THE UNITED STATES DISTRICT COURT JUN 1 g 01
Cletk, U8, Disirigt 4 Bankropicy

FOR THE DISTRICT OF COLUMBIA Courts for the Distrlet of Cotumbla

IN THE MATTER OF THE APPLICATION
Q¥ THE UNITED STATES OF AMERICA

FOR AN ORDER EXTENDING : MISC. NO. 12-129
AUTHORIZATION FOR A PEN REGISTER, :
AND TRAP AND TRACE DEVICE ON : - UNDER SEAL

CELLULAR TELEPHONE NUMBER

EXTENSION APPLICATION FOR PEN REGISTER, TRAP AN TRACE
PURSUANT TO TITLE 18, UNITED STATES CODE, SECTIONS 3122 AND 3123

The United States of America, by and through its counsel, Ronald C. Machen Jr., United
States Attomney for the District of Columbia, and Lionel Andre, Assistant United States Atorney,
hereby applies o the Court for an order extending the installation and nse of a pen register. trap and
trace device, and calller identification device on the telephone p:‘c§en11y assigned

{hersinafter “subject cellular telephone number”), a cellular telephone subscribed to an ‘-

.

this Application, the United Statés deitifies the following:

PEN REGISTER AND TRAP AND TRACE S

1, The Applicant is an “attorney for the government” as defined in Rule 1(b)(1) of the

Federal Rules of Criminal Procedure, and therefore, pursuant to ‘Title 18, United States Code, Section
3122, may apply for an order authorizing the installation and usc of a pen register, trap and trace,

and/or a caller identification device.
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2, The Applicant certifies that the Federal Bureau of Investigation (hereinafter “Agency™)

is conducting a criminal investigation of the uscr(s) of the cellular telephone identified above and

others in connection with possible violations of federal laws, including _

in violation of Title 18, United States Code, Sections 371 and 201(b). In addition, the governynent

..

isinvestigating J8

in violation of Title 31, United States Code, Scetion 5324, The Applicantis working with the Agency

on this investigation. Based upon teliable information; it is believed that the user(s) oftiie subject
4

cellular telephone number subscribed to by an "-’ with an address of -
_ atilizes the cellular telephone in violation of Title 18,

United States Code, Sections 371 and 201{b), and Title 31, United States Code, Section 5324,

KN The Applicant further certifies that the information likely to be obtained from the pen
register and trap and trace device is relevant (o the ongoing criminal investigation being conducied
by the Agency. It is believed this information will provide the agents with investigative lcEds and
potential evidence at trial concerning contacts made by the subjeets in the course of their criminal
activity, The informationtobeo bfgl'r;'eti' from the caller identification feature is geographically limited
only by the technology of the service provider for the celtular telephone, and the technology of the
originaling telephone number service providers, with no geographic Jimit for the trap and (racc.

4, The App.licant requests that the Court issue an Order extending the oripinal Order
authorizing the use of (1) a pen register to register numbers dialed 1o or pﬁlscd from the subject

cellular telephone number, to record the date and time of such dialings ar pulsings; and (2) a trap and
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tr;lcc and caller identification device on subject cellular telephone number to capture the incoming
electronic and other impulses which identify the originating number of a wire or electronic
communication, and tl';c date and time of such incoming pulses, for a peried of sixty (60) days from
the date of this Order or the expiration or any previous Order, whichever date comeé later,

5. The Applics;nf. further requests that the order direct Verizon Wircless (hereinafier

“Service Provider”) to furnish all information, facilities and technical assistance necessary to -

accomplish the installation of the pen register, trap and trace and the caller identification device

unobirusively with a minimum of interference with tHe services that the provider accords”the -

subseribier(s), and with compcnsﬁ%iéﬁ to be paid by the- Agency for reasonable expenses incurred in
providing such facilities and assistance,
6. The Applicant requests further that the Court's Order direct the Service Provider, its

agents, employees and affiliates not to disclosc to the subscriber, or to any other person, the existence

of the requested pen repister, trap and trace, or the caller identiftcation device, orof this inve-stigalion,”

unless or until ctherwise ordered by the Court,

7. It is further requested that the Court’s Order apply not only to the cellular telephane

bearing the subject cellular telephone number, but also to any telephone numbér(s) subsequently

assigned to the subject cellular telephone number for the same subscriber, or any changed mobile
service identification number subsequently assigned to the same telephone number, or any additional
changed telephone numbers and/or miobile service identification number, whether the changes occur

consecutively or simultaneously, which are listed to the same subscriber and: wireless telephone

2 ¢ ey
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account number as the subject cellular telephone number within the sixty day perod authorized by
this Order.

3. It is further rcque:';_t;cd that the Court's Order apply to the Service Provider, and toany
other communications service prolvidcr which contracts or ofherwise agrees to provide cellular
telephone service to a telephone bearing the same telephone number or mobile service identification
number during the sixty day period authorized by this Order,

9l. Because disclosure of thiz Application could jeopardize the investigation for which

|
" {he authorization to install and usc tfie pén Tegister, trap aid tréicé and caller ideiitification device is
sought, the Applicant further requests that this application be filed under seal, pu;suant to Title 18,
United States Codm;., Section 3123(d)(1). The Applicant further requests that this Court’s Order, and
any subsequent orders, be sealed until otherwise ordered by the Court,

WHEiIEFORE, it is respectfully requested that the Cowurt grant an order for a period of 60
days (1) authorizing the installatif:_’"ri and use ofa pea register to record numbers dialed or pulsed from
the subject cellular te.iephone number; (2) authorizing the installation and use of a trap and trace
device to caplure the incoming electronic or other impulses which identify the originating number of
a wire or electronic communication, and signaling and routing information relating to the subject
cellular telephone number; (3) directing theé Service Provider to furnish forthwith to the Agency all
information, facilities, and technical assistance necessary to accomplish the installation and use of
the devices unobtrusively and with minimum interference to the service presently accorded persons

whose dialings or pulsings are the subject of the pen register, trap and trace, and caller identification

device, and (4) sealing this Application and the Court's Order.
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I certify under penalty of perjury that the foregoing is true and correct.

EXECUTED on this l‘f”:lay of Junic, 2012,

Respeetfully submitted,

RONALD C. MACHEN JR,
UNITED STATES ATTORNEY

@ ANDRE =
t United Statés Attomey

555 4™ Street, NW
Washington, DC 20530
DC Bar No, 422534
202-252-7818

~ ECF
DOCUMENT

I herehy attast and actify that this Is a printed copy of a

document which vias electronically. fites with the United-

States Distriet and. Dankruptcy Courts for the Districk of

ottt 6.7 7 ~
. M

By:_ A el A
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FILED
JUN 20 200

IN THE UNITED STATES DISTRICT COURT Ulerk, U.S, Mswrict & Bankrupicy
FOR THE DISTRICT OF COLUMBRIA Gourts tor the District of Columbla

IN THE MATTER OF THE APPLICATION |
OF THE UNITED STATES OF AMERICA

FOR AN ORDER EXTENDIRG ! MISC. NO. 12-129
AUTHORIZATION FOR A PEN REGISTER,
AND TRAP AND TRACE DEVICE ON : UNDER SEAL

CELLULAR TELEPHONE NUMBER

EXTENSION ORDER

This matter having come before the Court pursuant to the Government's Application under
Title 18, United States Code, Section 3122, by Lionel Andre, an attotney for the government, which
Application requests an Order under Title 18, Uniled States Code, Section 3123, extending the
installation and use of a pen register and trap and frace, and caller {dentification device on-
- (hercinafter “subjeet cellular telephone number™), the Court makes the following findings:
FINDINGS
Findings Pursuant to Tiile 18, Upitcd States Code, Section 3123
1. The Court finds that the Applicant bas certified to the Court that the applicant is an
“atiorney for the government” as defined in Rule [(b)(1) of the Federal Rules of Criminal Procedure.
2. 'The numbers dialed or pitlsed to and from the subject cellular telephone subscribed to

by an ‘-’, with an address of

are relevant to an ongoing criminal investigation of possible violations o Title 18, United States Code,

‘Seetions 371 and 201(b), and Title 31, United States Code, Section 5324,
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ORDER

IT IS ORDERED pursuant to Title 18, United States Code, Section 3123, that agents of the
Federal Bureau of Investigation (hereinafter “Agency”) may install and use (1) a pen register to rcct;rd
numbers dialed to or pulsed from the subject cellular telephone number, to record the date and time
of such dialings or pulsings; and (2) a trap and trace device on the subject cellular telephone number
to capture the incoming-electronic and other impulses reasonably likely to identify the source of a wire
or electronic communication and the date and time of such incoming pulses; and (3) a caller
identification device, for a pefiod of an additional sixty (60) days: and

. IT IS FURTHER ORDERED pursuant to Title 18, United States Code, Section 3123(b)(2),
that Verizon Wireless, (hcrcinaﬁcr"‘Scﬁicc Provider™), shall fumnish to the Apency forthwith all
information, facilities and technical assistance necessary to accomplish the installation of the devices
unobtrusively and with minimum interference with the services that are accorded persons whose
dialings and pulsings are the targets of the pen register and the trap and trace device; and

IT IS FURTHER ORDERED that this Order shall a'pply not only to the subject cellular
telephone number, but also to any telephone number(s) subsequently assigned to H.ﬂ}’- instrument
bearing the same mobile service idcntiﬁcation number as the subject ccllulartz;]ephonc number, or any
changed mobile service identification number subsequently assigned to the same telephone number
orto additional changed telephone numbers and/or mobile service identification number, whether the
changes occur consecutively or simultaneously, which are listed to the same subscriber and wireless

telephone account nuraber as the stibject cellulartelephone number within the 60 day period authorized

by this Order,
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IT IS FURTHER ORDERED that this Order shall apply to the Service Provider, and to any
other service provider which contracts or otherwise agrees to provide cellular telephone service to a
telephone bearing the same felephone number and/or International Mobile System Identity Number
(IMSI) during the 60 day period cc‘mtemplatcd by the Order in this matter.

IT IS FURTBER ORﬁEI;ED that the Service Provider or any other service provider to
-‘whom this Or(ier applies, shall be compensated by the Agency for reasonable expenses incurred in
providing technical assistance; and

IT 1S FURTHER ORDERED that this Ordor and the Application siall be scaled uni
otherwise ordered by the Court and that the Service Provider, its agents, employees and affiliates, shall
not disclose the existence of the pen register, trap and.trace device, and caller idcntiﬁ(l:aﬁon device,
or the existence of the investigation to the listed subscriber, or to any other person, unless or until
otherwise ordered by the Court.

SO ORDERED this JZ day of June, 2012,

[

~
ijﬁf;f?zcaéi
HN M. FACCIOLA
nited States Magistrate Judge

ECF
DOCUMENT

T'heraby attest and certify that thisIs a printed copy of 3
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FILED

IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUMBIA AUG 10200
Clerk, U-$, Oisinci & Bankruptey
IN THE MATTER OF THE APPLICATION Courts for the Dratrict of Columbla
OF THE UNITED STATES OF AMERICA :
FOR AN ORDER EXTENDING : MISC, NO. 12-129
AUTHORIZATION FOR A PEN REGISTER, :
AND TRAP AND TRACE DEVICE ON : UNDER SEAL

CELLULAR TELEPHONE NUMBER

EXTENSION APPLICATION FOR PEN REGISTER, TRAP AND TRACE
PURSUANT TO TITLE 18, UNITED STATES CODE, SKCTIONS 3122 AND 3123

The United States of America, by and through.ilé counsel, Renald C. Machen Jr., United
States Attorney for the District of Columbia, and Lionel Andee, Assistant United States Attomey,
hereby applies to the Court for an order exténding the installation and use of a pen register, trap and
trace device, and caller identification device on the tclephone presently assigned—
(hereinafter “subject cellular telephone number™), a cellular telephane subscribed to an “-

this Application, the United States certifies the following:

1. The Applicant iz an "attorney for the government” as defined in Rule 1{b)(1) of the
Faderal Rules of Criminal Procedure, and therefore, pursuant tn Title 18, United States Code, Section
3122, may apply for an order authorizing the installation and use of a pen register, trap and trace,

and/or a caller identification device.
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2. “The Applicant centifics that the Federal Bureau of Investigation (hereinafter A gency™)

is conducting a criminat investigation of the usct(s) of the cellular telephone identified above and

others in conncction with possible violations of foderal laws, including_

in violation of Title 18, United States Code, Sections 371 and 201(b). In eddition, the government

t e

in violation of Title 31, United States Code, Section 5324. The Applicant is working with the Agency,

on this investigation. Based upon reliable information, it is believed that the user(s) of the subject

celiular telephone number subseribed to by an “-‘ with an address of -
_ utilizes the cellular telephone in violatlon of Title 18,

5

United States bode, Sections 371 and 201(b), and Title.31, United States Code, Section 5324,

3 The Applicant further certifies that the information likely to be obtained from the pen
register and trap and trace device is relevant to the ongoing criminal invesil gation being conducted
by the Agency, Itis belicved this information will provide the agents with investigative leads and
potential evidence at .lﬁal concerming cortacts made by the subjects in the course of their criminal
activity. The informationto be obtgmed from the ce;ller identification feature is geographically [imited
only by the technology of the scrvice” pfovider’ for‘thc cellular telephone, and the technology of the
originating telephone number service providers, with no geographic limit for the trap and frace,

4, The Applicant requests that the Court issue an Qrder extending the original Order

authorizing the use of (1) 2 pen register to register numbers dialed to or pulded from the subjeet

ceflular telephone numﬁer, to record the date and time of such dialings or pulsings; and (2) a trap and

¢
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trace and caller identification device on subject cellular telephone number to capture the incoming
electronic and other impulses which identify the originating number of & wire or electronic
communication, and the date and time of such incoming pulses, for a pericd of sixty (60) days from
the date of this Order or the expiration or any previous Order, whichever date comes later.

5. The Applicant further requests that the order direct Verizon Wireless (hereinafter
“Service Provider”) to furnish all information, facilities and technical assistance necessary to
accomi)lish the installation of the pen register, trap and trace and the caller identification device
unoblrusively with a minimum of interference with the services that the provider accords the
subscriber(s), and with compensation to be paid by the Agency for reas'onable expenses incurred in
providing such facilities and assistance,

6. The Applicant requests further that the Court's Order direct the Service Provider, its
agents, employees and affiliates not to disclose to the subseriber, or to any other person, the existence
ofthe requested pen register, trap and trace, or the caller identification device, or of this investigation,
unless or until.otherwise ordered by the Court.

7. [t is further requested that the Court’s Order apply not only to the cellular telephone
bearing the subject cellular telephone number, but also to any telephone number(s) subsequently
assigneci to the subject cellular telephone number for the same subscriber, or any changed mobile
service identification number subschliéntly assigned to the same téephonc number, or any additional
changed telephoné nunibers and/or mobile service identification number, whether the chenges occur

consecutively or simultancously, which are listed to the same subscriber and wireless telephone
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account number as thc.subject cellular telephone number within the sixty day period authorized by
this Qrder,

8. It is further requested that the Caurt’s Order apply to the Service Provider, and to any
other communications service provider which contracts or otherwise agrees to provide cellular
telephone service to a telephone bearing the same teiephonc number or mobile service identification
number during-the sixty day period authorized by this Order.

9. Because disclosure of this Application could jeopardize the investigation for which

the authorization to install and use the pen register, trap and trace and caller identification dévice is *

sought, the Applicant further requests that this application be filed under seal, pursuant to Title 18,
United States Code, Section3123(d)(1). The Applicant further requests that this Court’s Order, and
any subsequent ordets, be sealed unti] otherwise ordered by the Court.

WHEREFORE, it is resﬁéetfvlly requested that the Court grant an order for a period of 60
days (1) authorizing the installation and use of a pen register to record numbers dialed or pulsed from
the subject cellular telephone numheri 2 author{.zing the installation and use of a trap and trace
device to capture {he incoming electronic or other impulses which identify the originating number of
a wire or electronic comm.unication, and signaling and routing information relafing to the subject
cellular telephone number; (3) directing the Service Provider to furnish forthwith to the Agency all
information, facilities, and technical assistance necessary to accomplish the installation and use of
the devices unobtrusively and with minimum interference to the service presently accorded persons
whose dialings or pulsings are the subject of the pen register, trap and trace, and caller identification

device, and (4) sealing this Application and the Court's Order.
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I certify under penalty of perjury that the foregoing is true and correct.

EXECUTED on this 9" day of August, 2012,

Respectfully submitted,

RONALD C, MACHEN JR,
UNITED STATES ATTORNEY
! D.C. Bar No, 447889 -

ol (ot

LIONENANDRE ~
Adsistaptt United States Attomey

. 555 47 Street, NW
Washington, DC 20530
DC Bar No. 422534
202-252-7818
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

FILED

OF THE UNITED STATES OF AMERICA . AUG 1020
FOR AN ORDER EXTENDING : MISC. NO. 12429 ' )
AUTHORIZATION FOR A PEN REGISTER, : Coutts lor e Disiie o i PGY
AND TRAP AND TRACE DEVICE ON ; UNDER SEAL olumbia
CELLULAR TELEPHONE NUMBER

"IN THE MATTER OF THE APPLICATION

EXTENSION ORDER

This matter having ¢ome before the Court pursuant to the Government’s Application under
Title 18, United States Code, Section 3122, by Lionel Andre, an attorney for the governinent, which
Application requests an Order under Title 18, United States Code, Section 3123, extending the

installation and use of a pen register and trap antd trace, and catler idemtification device on-

- (hereinatter “subject cellular telephone number”), the Court makes the following findings:

v

: ../  FINDINGS
Findings Pursuant to Title 18, United States Code, Section 3123
1. The Court finds that the Applicant has certified to the Court that the applicant is an
“attorney for the government” as defined in Rule 1(b)(1) of the Federal Rules of Criminal Procedure,
2. The numblers dialed or pulsed to and from the subject cellular telephone subseribed to
by an “-’, with an address of _
arcrelevant to anongoing criminal investigation of possible violations of Title 18, United States Code,

Sections 371 and 201(b), and Title 31, United States Code, Scction 5324,
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ORDE
IT IS ORDERED pursuant to Title 18, United States Code, Section 3123, that agents of the

Federal Bureau of Investigation (hereinafter “Agency™) may install and use (1) a pen register to record

numbers dialed to or pulsed from the subject cellular telephone numbet, to record the date and time )

of sluch dialings or pulsings; and (2) a trap and trace device on the subject cellular telephone number
to capn:grc the incomin’g.e]cctmnid‘ and other impulses reasonably likely fo identify the source ofa wire
or electronic communication and the date and fime of such ncoming pulses; and (3) a caller
idémiﬁcation device, for a period of an additional sixty (60) days; and |
IT [S FURTHER 6RDERED pursuant to Title 18, United States Code, Section 3123(b)(2),
that Verizon Wireless, (hereinafier “Service Provider™), shall fumnish to the Agency forthwith all
information, facilitics and technical assistance necessary to ac;:omplish the installation of the devices
unobtrusively and with minimum interference with the services ‘tha‘t are accorded persons whose
dialings and pulsings are the targets of the pen register and the trap and trace device; and
IT IS FURTHER ORDERED that this Order shall apply not only to the subject cellular
telephone number, but also to any telephone number(s) subsequently assigneél to any instrument
bearing the same maobile service idéntification number as the subject celtular tetephone number, or any
changed mabile service identification number subsequently assigned to the same telephone numb'er
br fo additional changed telephone numbers and/or mobile service identification number, whether the
changes occur consecutively or simultaneously, which are listed to the same subscriber and wireless

telephone accountnumber as the subject cellular telephone number within the 60 day period authorized

by this Order,

ST
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ITIS FURTHER ORDERED that this Order shall apply to the Service Provider, and to any

other service provider which contracts or otherwise agrees to provide cellular telephone service to a

telephone bearing the same telephone number and/or International Mobile System Jdentity Number

{IMSI) during the 60 day period contemplated by the Order in this matter,

IT IS FURTHER ORDERED that the Service Provider or any other service provider to

whom this'Order applies, shall be compensated by the Agency for reasonable expenses incurred in

providing technical assistance; and

IT IS FURTHER ORDERED that this Order and the Application shall be sealed until

otherwise ordered by the Court and that the Service Provider, its agents, employees and affiliates, shall

not disclose the existence of the pen register, trap and trace device, and caller identification device,

or the existence of the investigation to the listed subscriber, or to any other person, unless or until

otherwise ordered by the Court,

" S0 ORDERED this /0" day of August, 2012,

ALAN KAY

United States Magistra

ECF
DOCUMENT
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FILED
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IN THE UNITED STATES DISTRICT COURT  Clark, U8, iy

ol 8 Bankruptey

I'OR THE DISTRICT OF COLUMBIA Gaurts for tha District of Golumly

IN 'THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

de 44 B8 am

FOR AN ORDER EXTENDING MISC. NO, 12-129
AUTHORIZATION FOR A PEN REGISTER,

AND TRAP AND TRACE DEVICE ON : UNDER SEAL
CELLULAR TELEPHONE NUMBER :

EXTENSION APPLICATION FOR PEN REGISTER, TBQE‘AND TRACE,

PURSUANT TO TITLE {8, UNITED STATES CODE, SECTIONS 3122 AND 3123

The United States of America, by and through its counsel, Ronald C, Machen Jr., United
States Attorney for the District of Columbia, and Lionel Andre, Assistant United States Attorney,
herehy applies to the Court for an order extending the installation and use of a pen register, trap
and trace device, and caller identification device on the telephone presently gssigned -

-(he.reinaﬁer “subject cellular telephone number”), a cellular telephone subscribed to an

‘-' with an address of il In
support of this Application, the United States certifies the following:'
PEN REGISTER AND TRAP AND TRACE
\" - 'i
1. The Applicant is 4t "atlorney for the government” as defined in Rule 1(b)(() of the

Federal Rules of Criminal Procedure, and therefore, pursuant to Title 18, Unit;d' States Code,
Section 3122, may apply for an order ‘authorizing the installation and use of & pen register, trap

and trace, and/or a caller identification device,
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2. The Applicant certifies that the Federal Bureau of Invesligation (hercinafter
“Ageney™) is conducting a eriminal investigation of the user(s) of the celluler telephone identified

above and others in connection with possible violations of federal laws, including _

in violation of Title 18, United States Code, Sections 371 and 201(b). In

adion e ovemmens 1o nvesic [

in violation- of Title 31, Unifed States Code, Section 5324.

The Applicant is working with the Agency on this investigation. Based upon reliable

information, it is believed that the user(s) of the subject cellular telephone number subscribed to

-, utilizes the cellular telephone in violation of Title 18, United States Code, Sections 371 and

by an’

201(b), and Title 31, United States Cade, Section 3324,

3. The Applicant further certifies that the information likely to Ue obtained from the
pen register and trap and trace device is relevant to the ongoing criminal investigation being
conducted by the Agency. It is believed this information will provide the agents with
investigative leads and potential evidence at trial concemling contacts made by the subjects in the
course of their criminal activity, The information to be obtained from the caller identification
feature is geographically limited only by the technology of the service provider for the cellular
telephone, and the technology of the originating telephone number service providers, with no
geographic limit for the trap and ;xacc

4, The Applicant requests that the Court issue an Order extending the original Order

authorizing the use of (1) a pen register to register numbers dialed to or pulsed from the subject
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cellular telephone number, to récord the date and time of such dialings or pulsings; and (2) a trap
and trace and caller identiﬁcziti'c"m_ dévice on subject celiular telephone number to capture the
incoming electronic and other impulses which identify the on'éinating number of a wire or
electronic communication, and th.c date and time of such incoming pulses, for a period of sixty
(60) days from the date of this Order or the expiration or any previous Order, whichever date
comes later,

5, The Applicant further requests that-the order direct Verizon Wireless (hereinafter
“Service Provider") to furnish all information, facilities and- technical assistance necessary to
accomplish the installation of the pen register, trap and trace and the caller identification device
unobtrusively with a minimum of interference with the services that the provider accords the
subscriber(s), and with compensation to be paid by the Agency for reasonable expenses incurred
in providing such facilities and as'éistgpcc.

6. The Applicant requests further that the Cowurt's Order direct the Service Provider,
its agents, employees and affiliates not to disclose to the g}ubscribcr, or to any other person, the
existence of the requested pen register, trap and trace, or the caller identification device, or of this
investigation, unless or until otherwise ordered by the Court,

7. It is further requested that the Court’s Order apply not only to the cellular
telephone bearing the subject cellular telephone number, but also to any telephone number(s)
subsequently assigned to the subject cellular telephone sumber for the same subseriber, or any
changed mobile service identification number éubsequently assigned to the same tc]cﬁhonc
number, or any additional changed telephone numbers and/or mebile service identification

number, whether the changes ocgur consecutively or simultancously, which are listed to the same
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subsoriber and witeless télephone account number as the subject cellular telephone number within
the sixty day period authorized by this Order.

8 It is further requested that the Colrt’s Order apply to the Service Provider, and to
any other communications service provider which contracts or otherwise agrees to provide
cellular telephone service to a telephone bearing the same telephone number or mobile service
identification number during the s|xxty f:iay period authorized by this Order.

9. Because disclosur; of this Application could jeopardize the investigation for which
the autharization to install and use the pen register, trap and trace and-caller identification device
is sought, the Applicant further requests that this application be filed under seal, pursuant to Title
18, United States Code, ‘Section 3123(d}(1). The Applicant further requests that this Court’s
Order, and any subsequent orders, be sealed until otherwise ordered by the Court,

WHERERORE, it is respectfully requested that the Court grant an order for a period of
60 days (1) authorizing the installation and use of a pen register to record numbers diated or
pulsed from the subject cellular telephone number; (2) authorizing the installation and use of a
trap and trace device to crapturc the incoming electronic or other impulses which identify the
originating number of a wire or electronic communication, and signaling and routing information
relating to the subject cellular ti;ic;;;h;)ne number; (3) directing the Service Provider to furnish
forthwith to the Agency all information, facilities, and technical assistance necessary to
accomplish the installation and use of the devices unobtrusively and with minimum interference
to the scrvicé presently accorded persons whose dialings or pulsings are the subject of the pen
register, trap and trace, and caller identification device, and (4) sealing this Application and the

Court's Order.
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I certify under penalty of perjury that the foregoing is true and correct.

EXECUTED on this 3 day of October, 2012,

Respectfully submitted,

RONALD C. MACHEN JR.
STATES ATTORNEY

- -
Yo X (
LIONELLANDRE ~
Adsistan{ United States Attorney
555 4" Street, NW
Washington, DC 20530
DC Bar No. 422534
202-252-7818
ECF
DOCUMENT
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ooates District and Bankeuptcy Courts for the District of
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FILED

0T - 4 201

IN THE UNTTED STATES DISTRICT COURT ok o 0t & By
FOR THE DISTRICT OF COLUMBIA Skt of Colmpy

IN THE MATTER OF THE APPLICATION :
OF THE UNITED STATES OF AMERICA ;
FOR AN ORDER EXTENDING : MISC. NO. 12-129
AUTHORIZATION FOR A PEN REGISTER, :

AND TRAP AND TRACE DEVICE ON : UNDER SEAL

CELLULAR TELEPHONE NUMBER :

EXTENSION ORDER

This matter having come befoze the Cowst pursuant to the Government's Application under
Title 18, Uni;ed States Code, Section 3122, by Lionel Andre, an attorney for the government,
which Application requests an Order under Title 18, United States Code, Scction 3123, extending
the installation and use of a pen register and trap and trace, and caller identification device on
-, (hereinafier “subject cellular telephone numbex™), the Court makes the following
findings:
FINDINGS
Findings Pursuant te Titte 18, United Stufes Cude, Section 3123
1, The Court finds that the Applicant has certified to the Court that the applicant is an
“attorney for the government” as g!qﬁncd in Rule I(b)(1) of the Federal Rules of Criminal
Procedure.
2. - The numbers dialed or pulsed to and from the -subject cellular telephone subscribed
to by an “_’, with an address of _
-, are relevant to an ongoing criminal investigation of possible violations of Title 18, United

States Code, Sections 371 and 201(b), and Title 31, United States Code, Section 5324,
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IT IS ORDERED pursuant to Title 18, United States Code, Section 3123, that agents of
the Federal Bureau of Inyestigation (hereinafter “Agency”) may install and use (1) a pen register to
record numbers dialed to or pulsed from the subject cellular telephone nurmber, to record the date
and time of such dialings vr pulsings; and (2) a trap and trace device on the subject cellular
telephone number to capture the incoming electronic and other impulses reasonably -likely to
identify the source of & wire or electronic communication and the.date and time of such incoming
pulses; and (3) a caller identification device, for a period of an additional sixty (60) days; and

" IT IS FURTHER ORDERED pursuant to Titls 8, United Stafes Code, Section
3123(b)(2), that Verizon Wireless, (hereinafter “Service Provider”), shall furnish to the Agency
forthwith all information, facilities and technical assistance necessary to accomplish the
installation of the devices unobtrusively and with minimum interference with the services that are
accorded peréons whose dislings and pulsings are the targets of the pen register and the trap and
trace device; and

IT IS FURTHER ORDERED that this Order shall apply not only to the subject cellular
telephone number, but also to any telephone number(s) subsequently assigned to any instrument
bearing the same mobile setvice identification number as the subject cellular telephone number, or
any changed mobile service identiﬁcati'on number subsgquently as;',igned to the same telephone
number or to additional chenged telephone numbers and/or mobile service identification number,
whether the changes occur qonggcqtiveiy or simultaneously, which are listed to the same
subscriber and wireless telephone account number as the subject cellular telephone number within

the 60 day period authorized by this Order,
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IT IS FURTHER ORDERED that this Order shall apply to the Service Provider, and 10
any other service provider which contracts or otherwise agrees to provide cellular telephone
service to a telephone bearing the same telephone number and/or International Mobile System
Identity Number (IMSI) during the 60 day period contemplated by the Order in this matter,

1T IS FURTHER ORDERED that the Service Provider or any other service provider to
whom this Order applies, shall be compensated by the Agency for reasonable expenses inc;urred in
providing technical assistance; and *

IT IS FURTHER ORDERED that this Order and the Application shall be sealed until
otherwise ordered by the Courl and that the Service Provider, its agents, employees and affiliates,
shall not disclose the existence of the pen register, trap and trace devicr-:, and caller identification
device, or the existence of the investigation to the listed subscriber, or to any other person, unless

or until otherwise ordered by the Couyt.

SO ORDERED this '2 day of October, 2012,

DEROKAH A. ROBINSON '
United States Magistrate Judge
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMDBIA

IN THE MATTER OF THE APPLICATION

OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING : Ivtise. No, 12-129
A PEN REGISTER AND TRAP AND TRACE

ON CELLULAR TELEPHONE NUMBER )
UNDER SEAL

GOVERNMENT'S MOTION TO PARTIALLY UNSEAL ‘THISMATTER

The United States of America, by and through the United States Attomey for the District of
Columbiz, hereby requesis that this Honorable Court issue an Order directing the Clerk’s Offics to
partially unscal this mattcr and release certified copies of all documents and pleadings on file in
this matter to the government, and otherwise leave the matter under seal. In support of this motion,
the government states the following:

1. On February 28, 2012, the government applied to the Court for an order authorizing the
installation and use of a pen register end trap and trace on the lelephone then assigned
numbe_ The govermment’s application was filed under seal,

2. OnMarch 2, 2012, the Cowt issued an order granting the application,

3. Inthe case, In the Malter of the Application of Jason Leopold to Unseal Certain Electronic

Surveillance Applications and Ordets, Mise. Case.-'No. 1:13-me-00712-BAH, petitioner has

‘filed suit seeking to unseal certain Court files. At this stage of the litigation, and with the
leave of Court, the government is endeavoring to provide documents fo pelitioner from a
sampling of sealed pen regrislcr/frap and trace matters filed in 2012, The government has
identified the instant matter as one of the matters that can be unsealed and disclosed pursuant
to that litigation, afler the government makes appropriate redactions which will be

determined upon reviewing all of the documents filed in this matter,
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WHEREFORE, the United States respectfully requests that this case be partially unsealed.

by Order of the Coust. A proposed order is attached.

Respectfully submitted,

CHANNING D. PHILLIPS
United .States Attorney
D.C. Bar Number 415-793

MARGARET J, CHRISS
Chief, Special Proceedings Division
D.C. Bar Number 452-403

/s/
PAMELA S, SATTERFIELD
Assistant United States Attorney
D.C, Bar No. 421-247
Special Proceedings Division
555 4th Street, N.W.
Washington, D.C. 20530
Pamela.satterfield@usdoj.gov
202-252-7578
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OFf COLUMBIA F I Em E E}

0CT 31 2016
INTHD MATTER OF THE ATPLICATION A b e
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING : Mise. No, 12-129

A PEN REGISTER AND TRAP AND TRACE
ON CELLULAR TELEPHONE NUMBER

UNDER SEAL
ORDER
Upon due consideration of the Government’s Motion to Pa‘nially Unseal this Matter, and
good cause having been shown, it is hcrgby
ORDERED that the motion is GRANTED. Accordingly, it is
FURTHER ORDERED, that the Clerk’s Office shall provide certified copies of all
documents and pleadings on file in this matier to the government, and that this matter and such

documents and filings shall otherwise remain under seal until further order of the Court.

Date:
orr 31, 2y PSS el
! Beryl A, Howell, Chief Judge
United States District Court
for the District of Columbia
Copy to:

Pamela Satterfield, AUSA

1.S. District and Bankruptey Courts
for the District of Columbia

A TRUE COPY
ANGELA D. CAESAR, Clerk

"j‘.,.' 3

By
Deputy Clerk
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FILED

7 - , APR 13 2012
i( | @ P UNITED STATES DISTRICT COURT Glork, .S, Diswict & Benkruptoy
o ; FOR THE DISTRICT OF COLUMBIA Gaurts for the Distct of Columla
IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA :
FOR AN ORDER AUTHORIZING : Misc. No, /& 227
A PEN REGISTER AND TRAP AND ; (Under Seal)

TRACE ON CELLULAR TELEPHONE

ORDER
This ratier haﬁng came before the Court pursuant to the Government’s Application under
Title 18 United States Code Section 3122, by Assistant United States Attomey Kenneth F. Whitted,
‘ an attorney for the gow;cntmcnt. which Application requests an Order under Title 18, United States
Code, Section 3123, authorizing the ins;tnllation and use of a pen register and trap-and trace device
on -:(hereinaﬁcr “subject cellular telephone number™), 2 cellular telephone wilh
Electronic Serial Number (ESN) - and the Court makes the following findings:
FINDINGS
Findings Pursuant to Title 18 United States Code Section 3123
1, The Court finds that the Applicant has certified to the Court that he is an “attorney for the
govemment” as defined in Rule 1(b)(1) of the Federal Rules of Criminal Procedure,
2, The numbers disled or pulsed to and from the subject vellular telephone subscribed to

Boost User, _ is relevant to an ongoing criminal investigation of

possible violations of Title 21, Unjted States Code, Section 841(a)(1), It is

I GOvERNMENT
| EXHIBIT

&ﬂﬁ_:__hmed' 2 l
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ORDERED that pursuant to Title I8 United States Code Section 3123, that agents of the
Federal Burcan of Invcstige;tion (hereinafter “Agency”) may install and use pen register, trap and
trace and caller identification deviteron the subject cellulartelephone number (1) to-record numbers
dialed to or pulsed from the subject cellular telephone number, to record the date and time of such
dialings or pulsings; and (2) to capture the ;nwming electronic and other impulses reasonably likely
to identify-the source of'a wire or electronic communication and the date and time of such incoming
puises, for a period of sixty (60) days to commence upon the expiration of authority under any
previous order or upon the date of this order. It is (

FURTHER ORDERED pursuant to Title 18, United States Code, Section 3123(b)(2), that
Sprint, (hereinafter “Service Provider™), shall furnish to the Agency forthwith all information,
facilities and technical assistance necessary to accomplish the installation of the deviges

unobtrusively and with minimum interference with the services that are accorded persons whose

dialings and pulsings are the subjoét of the pen register and the trap and trace device. It is

FURTHER ORDERED that this Order shall apply not only to the subject cellular telephone.

nurnber, but also to any telephone number(s) subsequently assigned to an instrument bearing the
. same Electronic Serial Number as the subject cellular telephone number, or any changed Electronic
Serial Number subsequently as‘signed to the same telephone number, or to edditional changed
telephone numbers and/or Electronic Serial Number, whether 'thl? changes ocour consecutively or
+ simultaneously, which are listed to the same subscriber and wireless telephone account number as
the subject cellular telephone number within the 60 day pericd authorized by this Order, It is
FURTHER ORDERED that this Order shall apply to the Service Provider and to any other
service provider which contracts or otherwise agrees to provide cellular telephone service to a

Y
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telephone bearing the same telephone number and/or Electronic Serial Number during the 60 day
period contemplated by the Order in this matter.

IT XS FURTHER ORDERED that the Service Provider, or any other service provider to
whorm this Order applies, shall be compensated by the Agency for reasonable expenses Incurred in
providing technical assistance; and

IT IS-FURTHER- ORDERED that this Order and the Application shall-be sealed until
otherwise ordered by the Court al;i'l tlllht ;h_c Service Provider, its agents, employees and affiliates,
shall not disclose the existence of the pen register and trap and trace device or the existence of the
investigation to the listed subscriber, or to any other person, unless or until otherwise ordered by the

Court,

SO ORDERED this q day of April, 2012,

DEBORAH A. ROBINSON
United States Magistrate Judge
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FILED

UNITED STATES DISTRICT COURT JUN 0 8 201

FOR THE DISTRICT OF COLUMBIA ;
Cimn, LS, Wistrict and

Bankruptey Courge
IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER EXTENDING * : MISC, NO. 12-227 ~
AUTHORIZATION FOR A PEN REGISTER,
TRAP AND TRACE, AND CALLER : _ UNDER SEAL

IDENTIFICATION DEVICE ON CELLULAR :
TELEPHONE NUMBER :

EXTENSION APPLICATION FOR PEN REGISTER,
TRAP AND TRACE, AND CALLER IDENTIFICATION DEVICE
PURSUANT TO TITLE 18, UNITED STATES CODE, SECTIONS 3122 AND 3123

' The United States of America, by and through its counsel, Ronald C. Machen Ir., United
States Attorney for the District of Columbia, and Kenneth F. Whitted, Assistant United States
Attorney, hereby applies to the Court for an order extending autharization for the installation and use

of a pen repister and trap and trace on the telephone presently assigned number-

(hereinafter “subject cellular telephone number”), with Electronic Serial Number (ESN)

_ a cellular telephone subscribed fo by Boost User,_-
_ In support of this Application, the United States certifies the following:

PEN REGISTER AND TRAF AND TRACE,

1, The Applicant is an "attorney for the government” as defined in Rule 1(b)(1)of the
Federal Rules of Criminal Procedure, and (lierefore, pursuant to Title 18, United States Code, Section
3122, may epply for an order extending authorization for the installation and use of a pen register, trap

and trace, and/or a caller identification device.
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2 The Applicant certifies that Federal Bureau of Investigation (hercinafter “Agency™)
is conducting a criminal investigation of the user(s) of the cellular telephone identified above and
others in connection with possible violations of federal laws, including Title 21, United States Code,

Section 841 (2)(1). Based upon reliable information, it is believed that the user(s) of the subject
cellular telephone number, with Electronic Serial Number (ESN) —, a cellular

telephone subscribed to by Boost Uscr,_ utilizes the cellular

telephone in violation of Title 21, United States Code, Scction 84 1(a)(1), “

3, The Applicant further certifies that the information likely to be obtained from the pen
register and trap and trace device is relevant to the ongoing criminal investigation being conducted
by the Agency, 1t is believed this information will provide the agents with investigative leads and
potential evidence at frial conceming contacts made by the targets in the course of their criminal
activity. The information ta be obtained from the caller identification feature i3 peographically

limited only by the technology of the service provider for the cellular tclephonc; and the technology
of the originating telephone number service providers, with no geographic limit for the trap and trace.

4, Pursuant to Title 18, United States Code, Sections 3122 and 3123, the Applicant
requests that the Court issue an order extending authorization for the installation and use of a pen
register, trap and trace and caller identification device(1) to record nrumbcrs dialed to or pulsed from
the subject cellular telephone nun}?er, to record the date and time of such dialings or pulsings; and
(2) the use of the trap and trace and caller identification device on the subject cellular telephone
number to capture the incoming electronic and ather impulses which identify the originating number

of a wire or electronic communication, and the date and time of such incoming pulses, for a period
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of 60 days to commence upon the expiration of authority under any previous order or upon the date

A

" ofthis order, whichever is later,

5. The Applicant further requests that the order direct Sprint (hereinafter “Service
Provider™), to furnish all information, facilitics and technical assistance necessary to accomplish the
installation of the pen register, trap and trace and the caller identification device unobtrusively with
a minimum of interference with the services that the-provider accords the subscriber(s), and with
compensation to be paid by the Agency for reasonable expenses incurred in providing such facitities
and assistance,

6. The Applicant requests further that the Court's Order direct the Service Provider, its
agents, employees and affiliates not to disclose to the subscriber, or to any other person, the existence
of the requested pen register, trap and trace, or the caller identification device, or of this investigation,
unless ot until otherwise ordered by ‘the Court.

7. It is further requested that the Com"t‘s Order apply not only to the cellular telephone
bearing the subject cellular telephone number, but also to any telephone number(s) subsequently
assigned to any instrument bearing the same mobile service identification number as the subject
telephone number, or any changed mobile service identification number subsequently assigned to the
same telephone number, -or any additional changed telephone numbers and/or mobile service
identification ﬁumber, whether the changes occur consecutively or simultaneously, which are listed
to the same subscriber and wireless telephone eccount number as the subject cellular telephone

number within the 60 day period authorized by this Order.
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8. Itis further requested that the Court’s Order apply to the Service Provider, and to any
other communications service provider which contracts or otherwise agrees to provide cellular
telephone service to & telephone bearing the same telephone number or mobile service identification
number during the sixty day period authorized by this Order.

9. Because disclosure °°.f this_ Application could jeopardize the investigation for which
the authorization to install and use the pen register, trap and trace and caller identification device is
sought, the Applicant further requests that this aﬁplication be filed under seal, pursuant to Title I8,
United States Code, Section 3 123(d)(1). The Applicant further requests that this'Court’s Order, and
any subsequent orders, be sealed until otherwise ordered by the Cout.

WHEREFORE, it is respectfully requested that the Court grant an order extending
authorization for the installation and use of a pen register, trap and trace and caller identification
device for a period of 60 days (1) to record numbers dialed or pulsed from the subject cellular
telephone number; (2) to capture the incoming electronic or other impulses which identify the
originating number of a wire or electronic communication, and signaling and routing celating to the
subject cellular telephofxe number, and to record the length of time the telephone receivers in question
are in use for incoming or outgoing calls; (3) directing the Service Provider to furnish forthwith to
the Agencyall 'mformaﬁon, facilities, and fechnical assistance necessary to accomplish the installation
and use of the devices unobtrusively and with minimum interference to the service presently accorded
persons whose dialings or pulsings are the subject of the pen register, trap and trece, and calllcr

identification device, and (4) sealing this Application and the Court's Order.
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I certify under penalty of perjury that the foregoing is true and correet,

EXECUTED on this day of June, 2012,

Respectfully submitted,

RONALD C. MACHEN JR.
UNITED STATES ATTORNEY
D.C. Bar No. 447889

KENNETH F. WHITTED
Assistant United States Attommey
555 A" Street, NW

Washington, DC 20530

D.C. Bar No. 430346

202-252-7722 x
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UNITED STATES DISTRICT COURT FILED
FOR THE DISTRICT OF COLUMBIA
JUN 11 2012
IN THE MATTER OF THE APPLICATION  : Clerk, U.S, Districtand -
OF THE UNITED STATES OF AMERICA  : , Bankruptey Courts
FOR AN ORDER EXTENDING i MISC.NO. 12227
AUTHORIZATION FOR A PEN REGISTER,
TRAP AND TRACE, AND CALLER ;  UNDERSEAL
IDENTIFICATION DEVICE ON CELLULAR ;
TELEPHONE NUMBER :
E ION ORDER

Thls matter having come befare the Court pursuant to the Government's Application under
Title 18, United States Code, Section 3122, by Assistant United States Attorney Kenneth F, Whitted,
an attomey for the government, which Application requests an Order under Title 18, United States
Code, Section 3123, extending authorization for the installation and use of a pen register and trap
and trace device nn_(hcrcinaﬁcr “subject celluler telephone number”), a cellular

teleptione with Electronic Serial Number ("ESN")— and the Court makes the

following findings:
| FINDINGS
Findings Pursuan{'to Title 18, United States Code, Section 3123
1. The Court finds that the Applicant has certified to the Court that he is an ;'attomcy for the
government” as defined in Rule I{b)(1) of the Federal Rules of Criminal Procedure,

2, The numbers dialed or pulsed to and from the subject cellular telephone with Electronic

Seria] Number (ESN)— subscribed to by Boost User, -

— are relevant to an ongoing criminal investigation of possible violations of Title

21, United States Code, Section 841(a)(1). It is

/q/
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ORDERED, that pursuant to Title 18, United States Code, Section 3123, that agents of the
Federal Bureau of Investigation (hereinafter “Agency™) may install and use pen register, trap and
trace and caller identification device oln the subject cellular telephone number (1} to record numbers
dialed to or pulsed (rom the subject cellular elephone numbet, to record the date and time of such
dialings or pulsings; and (2) to capture the incoming electronic and other impulses reasonably likely
to identify the source of & wire or electroﬁc qommunication and the date and time of such incoming
pulses, for a period of an additional sixty (GO)fdays to commence-upon the expiration of authority

nhder any previous order or upon the date of this order, whichever is later. It is -
FURTHER ORDERED, pursuant to Title 18, United States Code, Section3123(b)(2), that
Sprint (hereinafter “Service Provider”), shall furnish to the Agency forthwith all information,
facilities and technical assistance necessary to accomplish the installation of the devices
unobtrusively and with minimum interference with the services that are accorded persons whose

dialings and pulsings are the subject of the pen register and the trap and trace device. It is
FURTHER ORDERED, that this Order shall apply.not only to the subject cellular
telephone number, but also to any telephone number(s) subsequently assigned to arT instrument
bearing the same mobile service identification number as the subject cellular telephone number, or
any changed mobile service identification number subsequently assigned to the samé telephone
number, or to additional changed telephone nun"lbcrs and/or mobile service identification number,
whether the ch anges occur consecutively or simultaneously, which are listed to the same subscribe;
and wireless telephone account number as the subject cellular telephone number within the 60 day

period authorized by this Order, It is
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FURTHER ORDERED, that this Order shall apply to the Service Provider, and to any other
service provider which contracts or otherwise agrees to provide cellular telephone service fo
telephone bearing the same telephone number and/or mobile service identification number during
the 60 day period contemplated By élr'nc'Order in this matter.

[T IS FURTHER ORDERED, that the Service Provider, or any other service provider to

_ whom this Order applies, shall be compensated by the Agency for reasonable expenses incurred in
providing technical assistance; and

IT IS FURTHER ORDERED, that this Order-and the Application shall be sealed until
otherwise ordered by the Court and that the Service Provider, its agents, employees and affiliates,
shall not disclose the existence of the pen register and trap and trace device or the existence of the
investigation to the listed subscriber, or to any other person, untess or until otherwise ordered by the
Court, F

SO ORDERED this é :__ day of June, 2012,

4

(P4 /‘W

United States Magistrate Judge

ECF
DOCUMENT

1 hereby attest and certify that this Is a printed copy of a
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States District and Bankruptcy Courts for the District of
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FILED

JUN 18 200

UNITED STATES DISTRICT COURT cG]urk. U.S District & Bankruplcy
FOR THE DISTRICT OF COLUMBIA ourts for the Digtrict of Columbia

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER EXTENDING : MISC, NO. 12-227
AUTHORIZATION FOR A FEN REGISTER, :

TRAP AND TRACE, AND CALLER : UNDER SEAL
.IDENTIFICATION DEVICE ON CELLULAR :

TELEPHONE NUMBER :

AMENDED EXTENSION APPLICATION FOR PEN REGISTER,
TRAP AND TRACE, AND CALLER IDENTIFICATION DEVICE
PURSUANT TO TITLE 18, UNITED STATES CODE, SECTIONS 3122 AND 3123

The United States of America, by and through its counsel, Ronald C. Machen Jr., United
States Attorney for the District of Columble, and Kenneth F, Whitted, Assistant United States
Attomey, hereby applies to the Couyt for an order extending authorization for the instaliation and use

of a pen register and frap and frace on the tclephone presently assigned numbcr_

(hereinafler “subject cellular telephone number”), with Electronic Serial Number (ESN)

_’, a cellular telephone subscribed to by Boost User, —
— In support of this Application, the United States certifies the following:

PEN REGISTER AND TRAP AND TRACE

L. The Applicant is an "atomey for the government" as defined in Rule I1(b)(1)of the
Federal Rules of Criminal Precedure, and therefore, pursuant to Title 18, United States Code, Section
3122, may apply for an order extending authorization for the installation and use of a pen register, trap

and trace, and/or & caller identification device.

*The Service Provider has informed the FBI that the subseriber hes recently purchased & new
cell phone, and although they elected to keep the same telephone number, the ESN has changed.
Therefore this gpplication and order have been amended to reflect the new ESN,
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2. The Applicant certifies that Federal Burcau of Investigation (hereinafter "Agency")
is conducting a criminal investigation of the user(s) of the cellular telephone identified above and
others in connection with possible violations of federal laws, including Title 21, United States Code,

Section 841(a)(1). Based upon reliable information, it is beligved that the user(s) of the subject

cellular telephone number, with Eleetronic Serial Number (ESN) — a cellular
telephone subscribed to by Boost User, — utilizes the celiular

telephone in violation of Title 21, United States Code, Section 841(a)(1).

3. The Applicant further certifies that the information likely to be obtained from the pen
register and trap and trace device is relevant to the ongoing criminal investigation being conducted
by the Agency. It is believed this information will provide the agents with investigative leads and
potential evidence at trlal concerning contacts made by the targets in the course of their criminal
activity, The information to be__r?btm:.ned from the caller identification feature is geographically
limited only by the technology ;Jf the service provider for.the cellular telephone, and the technology
of'the originating telephone number service providers, with na geographic limit for the trap and trace,

4, Pursuant to Title 18,. United States Code, Sections 3122 and 3123, the Applicant
requests that the Court issuc an order cxtending authorlzation for the installation and use of a pen
register, trap and trace and caller identification device(1) 1o record ﬁumbers dialed to or pulsed from
the subject cellular telephone number, to record the date and time of such dialings or pulsings; and
(2) the use of the rap and trece and caller identification device on the subject cellular telephone
number to capture the incoming electronic and other impulses which identify the originating number

of & wire or electronic cotmmunication, and the date and time of such incoming pulses, for a perlod
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of 60 days to commence upon the expiration of authority under any previous order or upon the date
of this order, whichever is later,

5, The Applicant further requests that the order direct Sprint (hereinafter “Service
Provider"), to furnish all information, facilitics and technical assistance nedessary to accomplish the
installation of the pen register, trap and trace and the caller identification device unobtrusively with
a minimum of interference with the services that the provider accords the subscriber(s), and with
compensation to be paid by the Agency for reasonable expenses incurred in providing such facilities
and assistance.

6. The Applicant requests further that the Court's Order direct the Service Provider, its
agents, employees and affillates not to disclose to the subscriber, or to any other person, the existence
of the requested pen register, trap and trace, orthe caller identification device, or of this investigation,
unless or until otherwise ordered by the Court,

7. It is further requested that the Court’s Order apply not only to the cellular telephone
bearing the subject cellular telephone number, but also to any telephone number(s) subsequently
assigned to any instrument beari{n[g Fhs: same mobile service identification number as the subject
telephone number, or any changed mobile service identification number subsequently assigned to the
same telephone number, or any additiona) changed telephone numbers and/or mobile service
identification number, whether the changes occur consecutively or simultaneously, which are listed
to the same subscriber and wireless telephone account number as the subject cellular telephone

number within the 60 day period authorized by this Order.
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8. It is further requested that the Court’s Order apply to the Service Provider, and to any
other communications service provider which contracts or otherwise agrees to provide cellular
telephone service to a telephone bearing the same telephene number or mobile service identification
number during the sixty day period authorized by this Order,

9. Because disclosure of this Applit;ation could jeopardize the investigation for which
the authorization to install and use the pen register, trap and trace and caller {dentification device is
sought, the Applicant further requests that this application be filed under seal, pursvant to Title 18,
United States Code, Section 3 123(dX1). The Applicant further requests that this Court’s Order, and
eny subsequent orders, be sealed until otherwise ordered by the Court.

WHEREFORE, it is respectfully requested that the Court grant en order extending
authorization for the installation and use of a pen register, trap and trace and caller identification
device for a period of 60 days (1) to record numbers dialed or pulsed from the subject cellular
telephone number; (2) to capture the incoming electronic or other impulses which identify the
originating number of a wire or electronic communication, and signaling and routing relating to the
subject cellular telephone number, and to record the length of time the telephone receivers in question
are in use for incoming or outgoing calls; (3) directing the Service Provider to fumish forthwith to
the Agency all information, facilities, and technical assistance necessary to accomplish the installation
and use of the devices unobtrusively and with minimum interference to the service presently accorded
persons whose dialings or pulsin_lgs gs.rel_the subject of the pen register, trap and trace, and caller

identification device, and (4) sealing this Application and the Court's Order,

-t e —
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I certify under penalty of perjury that the foregoing is true and correct.

EXECUTED on this day of June, 2012,

/
Respectfully submitted,

RONALD C. MACHEN JR.
UNITED STATES ATTORNEY
D.C. Bar No, 447889

A

KENNETH F. WHITTED

 ssistant United States Attorney .
555 4™ Street, NW

Washington, DC 20530

D.C. Bar No. 430346

202-252-7722

. ECF
DOCUMENT
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States District and Bankruptcy Courts for the District of
Columbia. -
date Aled:__ & =/~ /2

- Ny

By:




Inl

4 e e — -

Case 1:12-mc-00227-DAR *SEALED* Document 6 Filed 06/20/12 Page 10f3
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- Sierk, U.S, District & Bankruptey
UNITED STATES DISTRICT COURT '3urts tor the DIstrict of Columbla

FOR THE DISTRICT OF COLUMBIA N

IN THE MATTER OF THE APPLICATION

OF THE UNITED STATES OF AMERICA

FOR AN ORDER EXTENDING . : MISC. NO, 12-227
AUTHORIZATION FOR A PEN REGISTER, : . !
TRAP AND TRACE, AND CALLER : UNDER SEAL

IDENTIFICATION DE AR :
TELEPHONE NU MBEW :
AMENDED EXTENSION ORDER
This matter having come before the Court pursuant to the Government's Application under
Title 18, United States Code, Section 3122, by Assistant United States Attorney Kenneth . Whitted,
an attorney for the government, which Application requests an Order under Title 18, United States

Code, Section 3123, extending authorization for the installation and use of a pen register and trap

and trace device on(hereinaﬂcr “subject celiular telephone number™), a cellular

telephone with Electronic Scrial Numbcr(“ESN“_, and the Court makes the

following findings:
! FINDINGS
Findiogs Pursuant to Title 18, United States Code, Section 3123
1. The Court finds that the Applicant has certified to the Court that he is an “attorney for the
government” as dcﬂnéd in Rule 1(b)(1) of the Federal Rules of Criminal Procedure.
2. The numbers dialed or pulsed to and from the subject cellular telephone subseribed to by

Boost User, — are relevant o an ongoing criminal

investigation of possible violations of Title 21, United States Code, Section 841¢a)(1). Itis

Lol
"The Service Provider has{riformed the FBI that the subseriber has recently purchased a
new cell phone, and although they ¢lected to keep the same telephone number, the ESN has
changed, Therefore this application and order have been amended to reflect the new ESN.
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ORDERED, that pursuant to Title 18, United States Code, Section 3123, that agents of the
Federal Bureau of Investigation (hereinafier “Agency”) may install and use pen register, trap and

tracc and caller identification device on the subject cellular telephone number (1) to record numbers

dialed to or pulsed from the subject cellular telephone number, to record the date and time of such

. f.l_i.;

dialings or pulsings; and (2) to capture the incoming ¢lectronic and other impulses reasonably likely
to identify the source of & wire or electronic communication and the date and time of such incoming
pulses, for & period of an additional sixty (60) days to commence upon the expiration of authority
under any previous order or upon the date of this order, whichever is later, Itis
FURTHEﬁ-ORDERED, pursuent to Title 18, United States Code, Section 3123(b)(2), that
Sprint (hereinafter “Service Provider™), shall fumish to the Agency forthwith all information,
facilities and technical assistance necessary to accomplish the installation of the devices
unobtrusively and with minimum interference with the services that are accorded persons whose
dialings and pulsings.are the subject of the pen register and the trap and trace device. It is

FURTHER ORDERE, that-this Order shall apply not only to the subject cellular

‘telephone number, but also to any telephone number(s) subsequently assigned to an instrument

bearing the same mobile service identification number as the subject cellular telephone number, or
any changed mobile service identification number subsequently assigned to the same telephone
number, or to additional changed telephone numbers and/or mobile service identification number,
whether the changf;s occur consecutively or simultaneously, which are listed to the same subscriber
and wireless telephone accm;nt number as the subject cellular telephone number within the 60 day

period authorized by this Order, Itis
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FURTHER ORDERED, that this Order shall apply to the Service Provider, and to any other
service provider which contracts or otherwise agrees to provide cellular telephone service to a
telephone bearing the same telephone number and/or mobile service identification number during
the 60 day period contemplated by the Order in this matter.

IT IS FURTHER ORDERED, that the Service Provider, or any other service provider to
whom this Order applies, s:hall be compensated by the Agency for reasonable expenses incurred in
providing technical assistance; ax);i _

IT IS FURTHER ORDlliR'E.:D, that this Order and the Application shall be sealed until
otherwise ordered by the Court and that the Service Provider, its agents, employees and affiliates,
shall not disclose the existence of the pen register and trap and trace device or the existence of the
investigation to the listed subseriber, or to any other person, unless'or until otherwise ordered by the
Court,

SO ORDERED this t; day of June, 2012,

et Foecale

PN M. FACCIOLA
United States Magistrate Judge
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DOCUMENT
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FILED

UNITED STATES DISTRICT COURT ~

FOR THE DISTRICT OF COLUMBIA AUG - 8 2012
IN THE MATTER OF THE APPLICATION Courts (o pmaviot b Sounley
OF THE UNITED STATES OF AMERICA
FOR AN ORDER EXTENDING : MISC, NO. 12-227
AUTHORIZATION FOR A PEN REGISTER, :
TRAP AND TRACE, AND CALLER : UNDER SEAL

IDENTIFICATION DEV W LAR :
TELEPHONE NUMBER :

EXTENSION APPLICATION FOR PEN REGISTER, .
TRAP AND TRACE, AND CALLER IDENTIFICATION DEVICE

The United States of America, by and through its counse!, Ronald C, Machen Jr., United
States Attomc;} for the District of Columbia, and Kenneth F, Whitted, Assistant United States
Attorney, herebry applies to the Court for an order extending authotization for the installation and use

of a pen register and trap and trace on the telephone presently assigned numbcr—

(hereinafter “subject cellular telephone number”), with Electronic Serial Number (ESN)

_ a cellular telephone subscribed to by Boost User, - ‘

_ In support of this Application, the United States certifies the following:

PEN REGISTER AND TRAP AND TRACE

1, The Applicant is an “attorney for the government" as defined.in Rule 1{b)(1}ofthe
Federal Rules of Criminal Procedure, and therefore, pursuant to Title 18, United States Cade, Section
3122, may apply foran order cxtendiﬁg authorization for the installation and use of a pen register, trap

and trace, and/or 2 caller identification device.
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2, The Applicant certifies that Pederal Bureau of Investigation (hereinafter “Agency”)

‘Is conducting a criminal investigation of the user(s) of the cellular telephone identified above and

others in connection with possible violations of federal laws, including Title 21, United States Code,

Section 841(a)(1). Based upon rellable information, it is belicved that the user(s) of the subject

cellular telephone number, with Electronic Serial Number (ESN)_ a cellular
telephone subscribed to by Boost User,_-uti]izcs the cellilar

telephone in violation of Title 21, Unitcd States Code, Section 841(a)(1).

3. The Applicant further certifies that the information likely to be obtained from the pen
register and trap and trace device is relevant to the ongoing criminal investigation-being conducted
by the Agency. It is believed this information will provide the agents with investigative leads and
potential evidence at trial conceming contacts mads by the targets in the course of their criminal
activity, The information to be obtained from the caller identification feature is geographically
limited only by the lechnology of the service provider for the cellular telephone, and the technology
of the originating telephone number service providers, with no geographic limit for the trap and trace.

4, Pursuant 1o Title 18, United States Code, Sections 3122 and 3123, the Applicant
requests that the Court issue an order extending authorization for the installation and use of a pen
register, trap and trace and caller ic'i:cnt'i'f’iéﬁtion device(1) to record numbers dialed to or pulsed from
the subject cellular telephone number, to record the date and time of such dialings or pulsings; and
(2) the use of the trap and trace and caller identification device on the subject cellular telephone

number to capture the incoming electronic and other impulses which identify the originating number

of a wire or eleclronic communication, and the date and time of such incoming pulses, for a period



e i

Case 1:12-mc-00227-DAR *SEALED* Document 7 Flled 08/08/12 Page 3.0f 5

of 60 days t(; commence upon the expiration of authority' under any previous arder or upon the date
of this order, whichever is later,

5. The Applicant further requests that the order direct Sprint (hereinafter “Service
Provider”), to furnish all information, facilities and technical nssistance necesseary to accomplish the
installation of the pen register, trap and trace and the caller identification device unobtrusively with

& minimum.of imterference with the services that the provider accords the subscriber(s), and with
compensation to be paid by the Agency for rcasc.mable expenses incurred in providing such facilities
and assistance.

6. The Applicant requests further that the Court's Order direct the Service Provider, its
agents, employees and affiliates not to disclose to the subscriber, or to any other person, the‘ existence
of the requested pen register, trap and trace, or the caller identification device, or of this investigation,
unless or until otherwise ordered by the Coutt.

7. 1t is further requested that the Court’s Order apply not only to the cellular telephone
bearing the subject cellular telephone number, but also to any telephone number(s) subsequently
assigned to any instrument bearing the same mobile service identification number as the -subj.cct
telephone number, or aﬁy changed mobile service identification number subsequently assigned to the
same telepbone number, or any additional changed telephone numbers and/or mobile service
identification n‘umber, whether the changes occur consecutively or simultaneously, which are listed
to the same subscriber and wifel;elgs;t_plcphgne account number as the subject cellular telephone

number within the 60 day period authorized by this Order.
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8. Tt is further requested that the Court’s Order apply to the Service Provider, and to any
other communications service provider which contracts or otherwise agrees to provide cellular
telephone service to a telephone b?arir;g.thc same telephone number or mobile St;,rvicc identification
number during the sixty day period authorized by this Order.

9. Because disclosure of this Application could jeopardize the investigation for which

the authorizatiotrto install'and use the pen register, trap and trace-and caller identification device is

sought, the Applicant further requests that this application be filed under seal, pursuant to Title 18, -

United States Code, Section 3123(d)(1), The Applicant further requests that this Court’s Crder, and
any subsequent orders, be sealed until otherwise ordered by the Court,

WHEREFORE, it is respectfully requested that the Court grant an order e:;ctending
authorization for the installation and use of a pen register, trap and trace and caller identification
device for a pcriod‘of 60 days (1) to record numbers dialed or pulsed from the subject cellular
telephone number; (2} to capture the %ncoming electronic or other impulses which identify the
originating number of a wire or clégtronic coramunication, and signaling and routing relating to the
subject cellular telephone number, and to record the length of time the telephone receivers in question
are in use for incoming or outgoing ¢alls; (3) directing the Service Provider to furnish forthwith to
the Agency all information, facilities, and technical assistance necessary to accomplish the installation
and use of the devices unobtrusively and with minimum interference to the service presently accorded
persons whose dialings or pulsings are the subject of the pen register, trap and trace, and caller

identification device, and (4) sealing this Application and the Court's Order,
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I certify under penalty of perjury that the foregoing is true and correct,

EXECUTED on this jﬁ: day of August, 2012.

Respsotfully submitted,

RONALD C. MACHEN JR.
UNITED STATES ATTORNEY
D.C. Bar No. 447889

. Ve

KENNETH F, WHITTED
Assistant United States Attorney-
555 4% Street, NW

Washington, DC 20530

D,C. Bar No. 430346
202-252-71722

ECF
DOCUMENT
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D.LAESAR, CLERK
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UNITED STATES DISTRICT COURT F I L E D
FOR THE DISTRICT OF COLUMBIA AUS - 9 200

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER EXTENDING
AUTHORIZATION FOR A PEN REGISTER,

Clerk, US, Distngt & Bankrupt
Courts for tite Distyyct of Cu'.uma'a

MISC. NO, 12-227

1
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TRAP AND TRACE, AND CALLER UNDER SEAL
IDENTIFICATION DEVICE ON CELLULAR :
TELEPHONE NUMBE :

EXTENSION ORDER

This matter having come before the Court pursuant to the Government’s Application under
Title 18, United Stateg Code, Section 3122, by Assistant United States Attomey Kenneth F. Whitted,
an attorney for the govexmnént, which Application requests an Order under Title 18, United States

Code, Scction 3123, extending authorizetion for the installation and use of a pen register and trap

and trace device on _mereinaﬁer “sybject cellular telephane number'”), a cellular

telephone with Electronic Serial Number (“F.SN"_ and the Court makes the

following findings:
FINDINGS
Findings Pursuant to Title 18, United States Code, Section 3123
1, The Court finds that the Applicant has certified to the Court that he is an “attorney for the
government” as defined in Rule L(b)(I) of the Pederal Rules of Cirminal Procedure.
2. The numbers dialed or pulsed to and from the subject cellular telephone subseribed to by

investigation of possible violations of Title 21, United States Code, Section 841(a)(1). Itis
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ORDERED, that pursuant to Title 18, United States Code, Section 3123, that agents of the
Federal Bureau of Investigation (hereinafter “Agency”) may install and use pen register, trap and
trace and caller identification device on the subject cellular telephone number (1) to record numbers
dialed to or pulsed from the subject cellular telephone number, to record the date and time of such
dialings or pulsings; and (2) to capture the incoming electronic and other impulses reasonably likely
‘to-identify the source of a wireor electronic communication and the date and time of such incoming
pulses, for a period of an additional sixty (60) days to commence upon-the expiration of authority
under any previous order or upon the date of this order, whichever is later. It is

FURTHER ORDERED, pursuant to Title 18, United States.Code, Section 3 123(b)(2), that
Sprint (hereinafter “Service Pro'vilder"), shall furnish to the Agency forthwith all information,
facilities and technical assistance necessary to accomplish the installation of the devices
unobtrusively and with minimum interference with the services that are accorded persons whose
dialings and pulsings are the subject of the pen register and the trap and trace device, It is

FURTHER-ORDERED, that this Order shall apply not only to the subject -cellular
telephone number, but also 'to any telephone number(s) subsequently assigned to an instrument
* bearing the same mobile service identification number as the subject cellular telephone number, or
any changed mobile service identification number subsequently assigned to the same telephone
number, or to additional changed telephone numbers and/or mobile service identification number,
whether the changes occur consecytively or simultaneously, which are listed to the same subscriber
and wireless telephone account number as the subject cellular telephone number within the 60 day

period authorized by this Order. It is
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FURTHER ORDERED, that this Order shall apply to the Service Provider, and to any other
service provider which contracts or otherwise agree; to provide cellular telephone service to 2
telephone bearing the same telepl.wnc number and/or mobile service identification number during
the 60 day period contemplated b; 'th;-, Order in this matter.

IT IS FURTHER ORDERED, that the Service Provider, or any other service providerto
whorrthis Order applies, shall be compensated by the Agency for reasonable expenses incurred in
providing technical assistance; and

IT IS FURTHER ORDERED, that this Order and the Application shall be sealed until
otherwise-ordered by the Court and that the Service Provider, its agents, employees and affiliates,
shall not disclose the existence of the pen register and trap and trace device or the existence of t.he
investigation to the listed subscriber, or to any other person, unless or until otherwise ordered by the

Court.

: &
SO ORDERED this g day of August, 2012,

United States Magistrate Tudg
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UNITED STATES DISTRICT COURT  Gors o o g Skntey

FOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA :

FOR AN ORDER EXTENDING : MISC. NO, 12-227
AUTHORIZATION FOR A PEN REGISTER, : R
TRAP AND TRACE, AND CALLER : UNDER SEAL

IDENTIFICATION DEVICE ON CELLULAR :
TELEPHONE NUMBER_ :

EXTENSION APPLICATION FOR PEN REGISTER,
TRAP AND TRACE, AND CALLER IDENTIFICATION DEVICE
PURSUANT TO TITLE 18, UNITED STATES CODE, SECTIONS 3122 AND 3123

The United States of America, by and through its counsel, Ronald C. Machen Jr., United

States Aq'ncy for the District of Columbia, and Kenneth F. Whitted, Assistant United States

Attomey, Yereby applies to the Court for an order extending authorization for the installation and

—

use of & pen register and trap and trace on the telephone presently assigned number-
-(hereiha.ﬁer “subject cellular telephone number™), with Electronic Serial Number (ESN)

- ;! celhﬂar'ﬁc;l,ephone subscribed to by Boost User, _
AR B
: _ In support of this Application, the United States certifies the following:

PEN REGISTER AND TRAP AND TRACE

1. The Applicant is an "attorney for-the government” as defined in Rule 1{b}{1)of the Federal
Rules of Criminal Procedure, and therefore, pursuant to Title'I_S, United States Code, Section
3122, may apply for an order extending authorization for the installation end use of a pen register,

—~

trap and trace, and/or a caller identification device,



Case 1:12-m¢-00227-DAR *SEALED* Documehl D Filed 10/01/12 Page 20f 5

2. The Applicant ceriifies that Federml Bureau of Investigation (hercinafier “Agency™) s
- conducting a criminal investigation of the user(s) of the cellular telephone identified above and
others in comnection with possible violations of federa) laws, inoluding Title 21, United States

Code, Section 841(a)(1)., Based upon reliable information, it is beli€ved that the user(s) of the

subject cellular telephone number, with Electronic Serial Number (ESN)_ a

cellular telephone subscribed to by Boost User, — utilizes

the cellular telephone in violation of Title 21, United States Code, Section 841(a)(1).

3. The Applicant further certifies that the information likely to be obtained from the pen
register and trap and trace device is relevant to the ongoing criminal investigation being
conducted by the Agency. It is believed this information will provide the agents with
investigative leads and potential ¢vidence at trial concerning contacts mede by the targets in the
course of their criminal activity. The information to be obtained from the caller identification
featurc is geographically limitcd' ;)ﬁly by the technology of the service provider for the cellular
telephone, and the technology of the originating telephone number service providcrs,'with no
geographic limit for the trap and trace.

4. Pursuant to Title 18, United States Code, Sections 3122 and 3123, the Applicant requests
that the Court issue an order extending suthorization for the installation and use of a pen register,
trap and trace and caller identification device(1) to record numbers dialed to or pl.llsed from the
subject cellular telephone number, to record the date and time of such dialings or pulsings; and (2)
the use of the trap and trace end caller identification device on the subject cellular telephone
number to capture the incoming electronic and other impulses which identify the originating
number of a wire,or electronic communication, and the date and time of such incoming pulses, for

a period of 60 days to commence zpon the expiration of athority under any previous order or
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upon the date of this order, whichever is later,
5. The Applicant further requests that the order direct Sprint (hereinafter “Service Provider”), to
furnish all information, facilities and technical assistance necessary to accomplish the installation
of the pen register, trap and trace and the caller identification device unobtrusively with a
minimum of interference with the: sérvices that the provider accords the subscriber(s), and with
compensation to be paid by the Agency for reasonable expenses incurred in providing such
facilities and assistance.
6, The Applicent requests further that the Court's Order direct the Service Providet, its agents,
employees and affiliates not to disclose to the subscriber, or t6 any other person, the existence of
the requested pen register, trap and frace, or the caller identification device, o; of this
investigation, unless or until otherwise ordered by the Court.
7. It is further requested that the Court’s Order apply not only to the cellular telephone bearing
the subject cellular telephone number, but also to any tel‘ephone number(s) subsequently assigned
to any instrument bearing the same mobile service identification number as the subject telephone
number, or any changed mobile ser';riqc identification number subsequently assigned to the same
th |
telephone number, or any additional changed telephone numbers and/or mobile service
identification number, whether the changes ocour consecutively or simultaneously, which are

listed to the same subscriber and wireless telephone account number as the subject cellular

telephone number within the 60 day period authorized by this Order.
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8. It is further requested that the Court’s Order apply to the Service Provider, and to any other
communications setvice provider which contrecis or otherwise egrees to provide celhilar
telephone service. to a telephone bearing the same telephone pumber or mobile service
identi fvation number during the sixly day period authorized by this Order.

9. Because disclosure of this Application could jeopardize the investigation for which the
authorization to install and use the pen register, trap and trace and caller identification device is
sought, the Applicant further requests that this application be ﬁl:ed under seal, pursuant to :l”itle
18, United States Code, Section.3123(d)(1). The Applicant fl_.ll'the!‘ requests that this Court’s
Order, and any subsequent orders; be sealed until otherwise ordered by the Court.
WHEREFORE, it is respectfully requested that the Court grant an order cxtepding authorization
for the installation and use of a pen register, trap and trace and caller identification device for &
period of 60 days (1) to record numbers dialed or pulsed from the subject cellular telephone
number; (2) to capture the incomipg electronic or other impulses which idpntify the originating
numbe:l of a wire or electronic communication, and signaling and routing relating to the subject
cellular telephone nurﬁber, and to record the length of time the telephone receivers in question are
in use for incoming or outgoing calls; (3) directing the Service Provider to furnish forthwith to the
Agency all information, facilities, and technical assistance necessary to accomplish the
installation and use of the devices unobtrusively and with minimum interference to the service
presently accorded persons whose dialings or pulsings are the subject of the pen register, trap and

.
trace, and caller identification device, and (4) sealing this Application and the Court's Order.
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I certify under penalty of perjury that the foregoing is true and correct,
.
=
EXECUTED on this { ~'___ day of October, 2012.

Respectfully submitted,

"RONALD C. MACHEN JR.
UNITED STATES ATTORNEY
D.C, Bar No. 447889

el .
D et

KENNETH F, WHITTED
Assistant United States Attorney
555 4™ Street, NW

Wagshington, DC 20530

D,C, Bar No. 430346
202-252-7722
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UNITED STATES DISTRICT COURT OCT -2 2012
FOR THE DISTRICT OF COLUMBIA Ciork, U.8. Distrot & Bankructow
. Gourts for thy District of Eﬁﬂf}m

OF THE UNITED STATES OF AMERICA

FOR AN ORDER EXTENDING ! MISC. NO. 12-227
AUTHORIZATION FOR A PEN REGISTER,

TRAP AND TRACE, AND CALLER : UNDER SEAL
IDENTIFICATION DEVICE ON CELLULAR

TELEPHONE NUMBER :

© EXTENSION ORDER

This matter having come before the Court pursuant to the Government's Application
under Title 18, United States Code, Section 3122, by Assistant United States Attorney Kenneth
F. Whitted, an attorney for the government, which Application requests an Order under Title 18, .

United States Code, Section 3123, exlending authorization for the installation and use of a pen

register and trap and trace device on -(hcrcinaﬁer “subject cellular telephone
number”), a cellular telephone with Electronic Serial Number (“ESN")_
and the Court makes the following findings:
FINDINGS .
Findings Pursuant to Tifle 18, United States Code, Section 3123

I. The Court finds that the Applicant has certified to the Court that he is an"attomey for
the government” as defined in Rule 1(b){1) of the Federal Rules of Crimina] Procedure,

2. The numbers dialed or pulsed to and from the subject cellular telephone subscribed to

by Boost User, — are relevant to an ongoing criminal

investigation of possible violations of Title 21, United States Code, Section 841(a)(1). 1t is
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ORDERED, that pursuant to Title 18, United States Code, Section 3123, that ageats of
the Pederal Bureau of Investigation (bereinafier “"Agency”) may install and use pen register, trap
and trace and caller identification device on the subject cellutar telephone number (1) to record

numbers dialed to or pulsed from the subject cellular telephone number, to record the date and

time of such dialings or pulsings; and (2) to capture the incoming electronic and other impulses

reasonably likely to identify the source of a-wire or electronic communication and the date and
time of such incoming pulses, for a period of an additional sixty (60) days to commence upon the
expiration of authority under any previous order or upon the date of this order, whichever is later.
Itis

FURTHER ORDERED, pursuant to Title 18, United States Code, Section 3123(b)(2),
that Sprint (hereinafter “Service Provider”), shall furnish to the Agency forthwith all
information, facilities and techng;,?al ;as_sistance necessary to accomplish the installation of the
devices unobtrusively and with minimtim interference with the services that are accorded persons
whose dialings and pulsings are the subject of the pen register and the trap and trace device, It is

FURTHER ORDERED, that this Order shall apply not oqu to the subject cellular
telephone number, but also to any telephone number(s) subsequently assigned to an instrument
bearing the same mobile service identification number as the subject cellular telephone number,
or any changed mobile service identification number subsequently assigned to the same
telephone number, or to additional changed telephone numbers and/or mobile service
identification number, whether the changes occur consecutively or simultancously, which are

listed to the same subscriber and wireless telephone account number as the subject cellular
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telephone number within the 60 day period authorized by this Order, It is

FURTHER ORDERED, that this Qrde‘r shall apply to the Service Provider, and to any
other service provider which contracts or otherwise agrees to provide cellular telephone service
to a telephone bearing the same {elephone number and/or mobile service identification number
during the 60 day period contemplated by the Order in this matter,

IT IS FURTHER ORDERED, that the Service Provider, or any other service provider
to whom this Order applie"s,. shall be compensated by the Agency for reasonable expenses
incurred in pt:oviding technical ass"i.gtanpe; and

IT IS FURTHER ORDERED, that this Order and the Application shall be sea];:d until
otherwise ordered by the Court and that the Service Provider, its agents, employees and
affiliates, shall not disclose the existence of the pen register and trap and trace device or the
. existence of the investigation to the listed subscriber, or to any other person, unless or until
otherwise ordered by the Court. }\

SO ORDERED this #___ day of October, 2012,

TRl

/ DEBORAH-A, ROBINSON
United States Magistrate Judge
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UNITED STATES DISTRICT COURT g

FOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA :

FOR AN ORDER EXTENDING MISC. NO, 12-227
AUTHORIZATION FOR A PEN REGISTER, '
TRAP AND TRACE, AND CALLER : UNDER SEAL

IDENTIFICATION DEVICE ON CELLULAR
TELEPHONE NUMBER_ :

EXTENSION APPLICATION FOR PEN REGISTER,
TRAP AND TRACE, AND CALLER IDENTIFICATION DEVICE
PURSUANT TO TITLE 18, UNITED STATES CODE, SECTIONS 3122 AND 3123

The United States of America, by and through jts counsel, Ronald C, Machen Jr., United
States Attorney for the District of Cofumbia, and Kenneth F, Whitted, Assistant United States
Attorney, hereby applies to the Court for an order extending authorization for the instaliation and

use of a pen register and trap and trace on the telephone presently mssigned numbcr-

B (croinafier “subject céllhf’ar_-tglephone number™), with Electronic Serial Number (ESN)
— a ccllular telephone subseribed to by Boost Uscr,._
- In support of this Application, the United States cextifies the following:

' PEN REGISTER TRAP E

1, The Applicant is an "atiorney for the government" as defined in Rule 1(b)(1)of the Federal
Rules of Criminal Procedure, and therefore, pursuant to Title 18, United States Code, Section
3122, may apply for an order extending suthorization for the installation and nse of a pen register,

trap and trace, and/or a caller identification device,
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2. The Applicant certifies that Federal Burean of Investigation (herelnafter “Agency™) is
conducting & criminal investigation of the user(s) of the cellular telephone identified above and
others in connection with possible violations of federal laws, including Title 21, United States

Code, Section 341(2)(1). Bused upon reliable informution, it {s believed that the user(s) of the
subject cellular telephonc number, with Electronic Seriat Number (BSN) ||| | NN -

cellular telephone subscribed to by Boost User,_ utilizes
the celluler telephone in violation of Title 21, United States Code, Section 841(a){1).

3, . The Applicant further certifics that the information likely to be obtained from the pen
register and trap and trace device is relevant to the ongoing criminal investigation being
conducted by the Agency. It is believed .this information will provide the agents with
investigattve feads and potential evidence at trial concerning contacts made by the targets in the
course of their criminal activity, The information to be obtained from the caller identification
feature 13 geographically limited only by the technology of the service provider for the cellular
telephone, and the technology of the originating telephone number service providers, with no
geographic limit for the trap and h-ace 'l | .

4, Pursuant to Title 18, United States Cods, Sections 3122 and 3123, the Applicant requests
that the Court issue an order extending suthorization for the installation and use of a pen register,
trap and frace and caller identification device(1) to record numbers dialed to or pulsed from the
subject cellular telephone number, to record the date and time of such dialings or pulsings; and (2)
the use of the trap and trace and caller identification device on the subject cellular teicphone
number (o capture the incoming electronio and other impulses which identify the originating
number of a wire or electronic communication, and the date and time of such incoming pulses, for

a period of 60 days to commence upon the expiration of authority under any previous order or
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upon the date of this order, whichever is later.

5. The Applicant further requests that the order direct Sprint (hereinafter “Service Provider”), to
furnish all information, facilities and technical assistance necessary to accomplish the installation
of the pen register, trap and trace and the caller identification device unobtrusively with a

minimum of inferference with the services that the provider accords the subscriber(s), and with

compensation to be paid by the Agency for reasonable expenses incurred in providing such.

facilitics and assistance. ‘

'6. The Applicant requests ﬁMhél:,thﬂt the Court's Order direct the Service Provider, its agents,
employees and affiliates not ta disclose to the subscriber, or to any other person, the existence of
the requested pen register, trap and trace, or the caller identification device, or of this
investigation, unless or unti] otherwise ordered by the Court.

7. It is further requested that the Court’s Order apply not only to the cellular telephone bearing
the subject cellular telephone mumber, but also to any telephone number(s) subsequently assigned
to any instrument bearing the same mobile service identification number as the subject telephone
number, or any changed mobile service identification number subsequently assigned to the same
telephone number, or any additional changed telephone numbers and/or mobile service
identification number, whether the changes occur consecutively or simultaneously, which are

listed to the same subscriber and wireless telephone account number as the subject cellular

7
A i~

telephone number within the 60 day perlod authorized by this Order.
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8. 1t is further requested that the Court’s Order apply to the Service Provider, and to any other
communications service provider : \;.rhich confracts or otherwise agrees to provide cellular
telephone service to a telephone bearing the same telephone number or mobile service
identification number during the sixty day period authorized by this Order,

9. Because. disclosure of this Application could jeopardize the investigation for which the
anthorization to install end use the pen register, trap and trace and caller identification device is
sought, the Applicant further requests that this application be filed under seal, pursuant to Title
18, United States Code, Section 3123(d)(1). The Applicant further requests that this Court’s
Order, and .B.ny subsequent orders, be sealed until otherwise ordered by the Court,
WHEREFORE, it is respectfully requested that‘ the Court grant an order extending authorization
for the installation and use of a pen register, trap and trace and caller identification device for a
period of 60 days (1) to recordf:nuﬁb'ers dialed or pulsed from the subject cellular telephone
number; (2) to capture the incoming electronic or other impulses which identify the originating
number of a wire or electronic communication, and signaling and routing relating to the subject
cellular telephone number, and to.record the length of time the telephone receivers.in question are
in use for incoming or outgoing calls; (3) directing the Service Provider to furnish forthwith to the
Agency all information, facilities, and technical assistance necessary to accomplish the
ingtaliation and use of the devices unobtrusively and with minimum interference to the service
presently accorded persons whose dialings or pulsings are the subject of the pen register, trap and

trace, and caller identification device, and (4) sealing this Application and the Court's Order,
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I certify under penalty of perjury that the foregoing is true and correct,

EXECUTED on this -ﬂé ﬂ- day of November, 2012,

Respectfully submitted,

RONALD C, MACHEN JR.
UNITED STATES ATTORNEY
D.C. Bar No, 447889

KENNETH F, WHITTED
Assistant United States Attorney
555 4™ Street, NW

Washington, DC 20530

D.C. Bar No. 430346
202-252-7722
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UNITED STATES DISTRICT COURT NOV 5 ¢ iy
FOR THE DISTRICT OF COLUMBIA oSttt U5, pigtrey o
0Urts for thy District ol’a gﬁﬁﬂpmtgﬁ

IN THE MATTER OF THE APFLICATION
OF THE UNITED STATES OF AMERICA

'FOR AN ORDER EXTENDING : MISC, NO, 12-227

AUTHORIZATION FOR A PEN REGISTER,
TRAP AND TRACE, AND CALLER ! UNDER SEAL

IDENTIFICATION DEVWULAR :
TELEPHONE NU_MBER 7 :
EXTENSION ORDER
This matter having come before the Court pursuant to the Government's Application
under Title 18, United States Code, Section 3122, by Assistant United States Attorney Kenneth
F, Wimd, an aitorney for the government, which Application reguests an Order unde} Title 18,

United States Code, Section 3123, extending authorization for the installation and use of & pen

register and trap and trace devi"cv}i'o- (hercinafter “subject cellular telephone
number™), a cellular tefephone with Electronic Serial Number (“ESN™) _

and the-Court makes the following findings:
FINDINGS
Findings Pursuant to Title 18, United States Code, Section 3123
1, The Court finds that the Applicant has certified to the Court that he i an “attorey for
the government” as defined in Rulé 1(b)(1) of the Federal Rules of Criminal Procedure,
2. The numbers dialed or pulsed to and from the subject cellular telephone subscribed to

by Boost User, _ are relevant to an ongoing criminal

investigation of possible violations of Title 21, United States Code, Section 841(a)(1). Itis
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te]c;?hone number within the 60 day period authorized by this Order, Itis’

FURTHER ORDERED, that this Order shall apply to the Service Provider, and to any
other servige provider which contracts or otherwise agrees to provide celtular telephone service
to a telephone bearing the same telephone number and/or mobile service identification number
during the 60 day period contemplated by the Order in this matter.

IT IS FURTHER ORDERED, th;t the Serviee Provider, or any other service provider
to whom' this Order applies, shall be compensated by the Agency for reasoneble expenses
incurre;l in providing technical assistance; and

IT IS FURTHER ORDERED, that this Order and the Application shall be sealed until
otherwise ordered by the Court and that the S_ervige Provider, its agents, employees and
affiliates, shall not disclose the existence of the pen register and trap and trace device or the
existence of the investigation to the liétcd subscriber, or to any other person, unless or until
otherwise ordered by the Court,

. .
SO ORDERED this /8  day of November, 2012,

ALANRAY L —
United States Maglstrate dgc
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UNITED STATES DISTRICT COURT Courts fur tne Distilct ol Calumbia

YOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER EXTENDING : MISC, NO. 12-227
AUTHORIZATION FOR A PEN REGISTER,

TRAP AND TRACE, AND CALLER : UNDER SEAIL
TDENTIFICATION DEVICE ON CELLULAR :

TELEPHONE NUMBER :

EXTENSION APPLICATION FOR PEN REGISTER,
TRAP AND TRACE, AND CALLER IDENTIFICATION DEVICE
PURSUANT TO TITLE 18, UNITED STATES CODE, SECTIONS 3122 AND 3123

The United States of America, by and through its co‘lmsel, Ronald C. Machen Jr,, United
States Attorney for the District of Columbis, and Kenneth ¥, Whitted, Assistant United States
Attorney, hereby applies to the q?un for an order extending authorization for the installation and
use gf f pen register and trap and trace on the telephone presently assigned number-

I icrcinefter “subject cellular telcphone number”), with Elcctronie Serial Number (ESN)

_ a cellular telephone subscribed to by Boost User, _
_ In support of this Application, the United States certifies the following:

PEN REGISTER AND TRAP AND TRACE

1. The Applicant is an "attorney for the government" as defined in Rule 1(b)(1)of the Federa!
Rules of Criminal Procedure, and therefore, pursuant to Title 18, United States Code, Section
3122, may apply for an order extending authorization for the installation and use of & pen register,

trap and trace, and/or a caller identification device.
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‘ ORDERED, that pursuant.to Title 18, United States Code, Section 3123, that agents of
the Federal Bureau of Investigation (hereinafter “Agéncy“) may install and use pen register, trap
and trace and caller identification device on the subject cellular telephone number (1) to record
numbers dialed to or pulsed from the subject cellular telepbone number, to record the date and
time of such dialings or pulsings; and (2) to capture the incoming electronic and other impulses
reasonably likely to- identify the source of a wire or electronic communicaticn and the date and
time of such incoming pulses, for a period of an additional sixty (60) days to commence upon the
expiration of authority undér any previous arder or upon the date of this order, whichever is later,
Itis

FURTHER ORDERED, pursuant to Title 18, United States Code, Section 3123(b)(2),
that Sprint (hereinafter “Service Provider™), shall furnish to the Agency forthwith all
information, facilities and fechnical assistance necessary to accomplish the installation of the
devices unobtrusively and with minimum interference with the services that are accorded persons
whose dialings and pulsings arc the subject of the pen register and the trap and trace device. Itis

FURTHER ORDERED, that this Order shall apply not only to the subject cellular
telepkone number, but also to any telephone numbes(s) subsequently assigned to an instrument
bearing the same mobile senrice.idenﬁﬁcation number as the subject cellular telephone number,
or any changed mobile service identification number subsequently assigned to the same
tclepho_ne number, or to additional changed telephone numbers and/or mobile service
identification pumber, whether the changes occur consecutively or simultaneously, which are

listed to the same subscriber and wireless telephone account number ss the subject cellular
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2. The Applicant certifics that Federal Burcau of Investigation (hereinafter “Agency”) is
conducting a criminal investigation of the user(s) of the cellular telephone idcntiﬁc-:d above and
others in connection with possible violations of federal laws, including Title 21, United States
Code,-Section 841(a)(1). Bused upon reliable information, it is belicved that the uscr(s) of the

subject cellular telephone number, with Electronic Serial Number (ESN)

cellular telephone subscribed to by Boost User,
the cellular telephone in violation of Title 21, United States Céde, Section 841(a)(1}

3 The Applicant further certifies that the information likely to be obtained from the pen
register and trap and trace device is relevant to the ongolng criminal investigation being
conducted by the Agency. It is believed this information will provide the agents with
investigative leads and potential evidence at trial concerning contacts made by the targoets in the
course of their criminal activity. The information to be obtained from the caller identification
feature is geographically limited only by the technology of the service provider for the cellular
telephone, and the technology of the originating telephone number service providers, with no
geographic limit for the trap and trace.

4, Pursuant to Title I8, Unitedl States Code, Sections 3122 and 3123, the Applicant requests
that the Court {ssue dn order extending authorization for the installation and use of & pen register,
trap and trace and caller identification device(l) to record numibers dialed to or pulsed from the
subject celiular telephone number, to record the date and time of such dialings or pulsings; and (2)
the use of the trap and trace and caller identification device on the subject cellular telephone
number to capture the incoming electronic and other impuises which identify the originating
number of a wire or electronic communication, and the date and tifme of such incoming pulses, for

a period of 60 deys to commenge upon the expiration of authority under any previous order or
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upon the date of this order, whichever is later.

5. The Applicant further requests that the order direct Sprint (hereinafter “Service Provider"),
to furnish all information, facilities and technical assistance necessary to accomplish the
installation of the pen register, trap and trace and the caller identification device unobtrusively
with a minimum of interference with the services that the provider accords the subscribex;(s), and
with compensation to be paid by the- Agency for reasonable expenses incurred in providing such

|
facilities and assistance,

6. The Applicant requests further that the Court's Order direct the Service Provider, its
agents, employees and affiliates not to disclose to the subscriber, or to any other person, the
existence of the requested pen register, trap and trace, ot the caller identification. device, or of this
investigation, unless or until otherwise ordered by the Court.

7. It is further requested that the Court’s Order apply not only to the cclluiar telephone
bearing the subject cellular telephone number, but alsc to any telephone number(s) subsequently
assigned to z;.ny instrument bearing the same mobile service identification number as the subject
telephone numbser, or any cha‘nged mobile service identification number subsequently assigned to
the same telephone number, or any additional changed telephone numbers and/or mobile service
identification number, whether the changes occur consécutively or simultaneously, which are
listed to the same subscriber aﬂd wireless telephone account number as the subject cellular

telephone number within the 60 day period authorized by this Order.
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8. It is further requested thaEt the Court’s Order apply to the Service Provider, and to any
other communications service provider which contracts or otherwise agrees to provide cellular
telephone service to a telephone bearing the same telephone mumber or mobile service
tdentification numbcr during the sixty day period authorized by this Grder.

9. Because disclosure of this Application could jeopardize the investigation for which the
authorization to instell and_use the pen register, trap and trace and caller identification device is
sought, the Applicant further requests that this application be filed under seal, pursuant 1o Title
18, United States Code, Section 3123(d)(1). The Applicant further requests that this Court’s
Order, and any subsequent orders, be sealed until otherwise ordered by the Court,
WHEREFORE, it is respectfully requested that the Court grant an order extending authorization
for the installation and use of a pen register, trap and trace and caller identification device for a
peried of 60 days (1) to record“nun;bers dialed or pulsed from the subject cellular telephone
number; (2) to capture the incoming electronic or other impulses which identify the originating
number of a wire or electronic communication, and signaling and routing relating tg the subject
ceflular telephone number, and to record the length of time the telephone. recetvers in :luestion are
in use for incoming of outgoing calls; (3) directing the Service Provider to furnish forthwith to the
Agency all information, facilities, and technical assistance necessary to accomplish the
installation and usc of the devices unobtrusively and with minimpm interference to the service
presently accorded persons whosg dialings or pulsings are the subject of the pen register, trap and

trace, and caller identification device, and (4) sealing this Application and the Court's Order.
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1 certify under penalty of perjury that the foregoing is true and correct,

EXECUTED on this Z day of January, 2013,

Respectfully submitted,

RONALD C, MACHEN JR.
UNITED STATES ATTORNEY
D.C. Bar No. 447889

' Assistant United States Attorney
555 4™ Streot, NW
Washington, DC 20530
D.C, Bar No. 430346

202-252-7722
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FILES

JAN 162013

Chark, V.8, bistriet & Bankruptey
UNITED STATES DISTRICT COURT Courts {or the District ol Colpmbia
FOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER EXTENDING MISC, NO. (2-227
AUTHORIZATION FOR A PEN REGISTER, :
TRAP AND TRACE, AND CALLER : UNDER SEAL
IDENTIFICATION DEVICE ON CELLULAR :
TELEPHONE NUMBER :

EXTENSION ORDER

This matter having come before the Court pursuant to the Govemment's Application
under Title 18, United States Code, Section 3122, by Assistant United States Attorney Kenneth
F. Whitted, an altorney for the government, which Application requests an Order under Title 18,

United States Code, Scction 3123, extending authorization for the instaliation and use of a pen

register and trap and trace device on-hcreinaftcr “subject cellular telephone

number"), a cellular telephone with Electronic Serial Number (“ESN') —

and the Court makes the f“ollowing findings:
FINDINGS
Findings Pursuant to Title 18, United States Code, Section 3323
1. The Court finds that the Applicant has certified to the Coust that he is an “attorney for
the govemment” as defined in Rule 1(b){1) of the Federal Rules of Criminal Procedure,
2, The numbers dialed or pulsed to and from the subject cellular telephone subscribed to

by Boost User,— are relevant to an ongoing ctiminal

investigation of possible violations of Title 21, United States Code, Section 841(a)(1). Itis
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ORDERED, that pursuant to Title 18, United States Code, Section 3123, that agents of
the Federal Bureau of Investigation (hereinafter “Agency™) may install and use pen register, trap
and trace and caller identiﬁcatio‘xli device on the subject cellular telephone number (1) to record
numbers dialed to or pulsed from the subject cellular telephone number, to record the date and
time of such dialings or pulsings; and (2) to capture the incoming electronic and other impulses
reasonably likely to identify the source of a wire or electronic communication and the date and
time of such incoming pulses, for a period of an additional sixty (60} days to commence upon the
expiration of authority under any previous ordcr-or upon the date of this order, whichever is later.
Itis

FURTHER ORDERED, pursuant to Title 18, United States Code, Section 3123(b)(2),
that Sprint (hereinéftcr “Service Provider™), shell fumnish to the Agency forthwith all
information, facilities and technical assistance necessary to accomplish the installation of the
devices unobtrusively and with n}ini:'tnum interference with the services that are accorded persons
whose dialings and pulsings are the subject of the pen register and the trap and trace device. Itis

FURTHER ORDERED, that this Order shall apply not only to the subject cellular
telephone number, but also to any telephone number(s) subsequently assigned to an instrument
bearing the same mobile service identification number as the su'bject cellular telephone number,
or any chmiged mobile service identification number subsequently assigned to the same
telephone number, or to additional changed telephone numbers and/or mobile service
identification number, whether the changes occur consecutively or simultaneously, which are

listed to the same subscriber and wircless telephone account number as the subject cellular
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telephone number within the 60 day period authorized by this Order. Itis

FURTHER ORDERED, that this Order shall apply to the Service Provider, and to any
other service provider which contracts or otherwise agrees to provide cellular telephone service
to a telephone bearing the same telephone number and/or mobile service identification number
during the 60 day period contemplated by the Order in this matter.

IT IS EURTHER ORDERED, that the Service Provider, or any other service provider
to whom this Order applies; shall be compensated by the Agency for reasonable cxpenses
incurred in providing technical assistahcc; and _

IT IS FURTHER ORDERED, that this 6rder and the Application shall be sealed until
otherwise ordered by the Court and that the Service Provider, its agents, employees and
affiliates, shall nat disclose the existence of the pen register and trap and trace device or the
existence of the investigation to the listed subscriber, or to any other person, unless or until
otherwise ordered by the Court.

Y’
v
SO ORDERED this [é day of January, 2013,
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1 hereby attest and certify that this 15 a printed copy of 2
document which was electronically filed with the Unhed
States District and Bankruptcy Courts for the Olstiict ot

by, /=8 /3

0.
BYLM&F

oy, CLERK



Case 1:12-mc-00227-DAR *SEALED* Document 45 Filed 10/27/16 Page 1 of 2

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE APPLICATION

OF THE UNITED STATES OF AMERICA :

FOR AN ORDER AUTHORIZING : Misc. No. 12-227°
A PEN REGISTER AND TRAP AND TRACE * :

ON CELLULAR TELEPHONE NUMBER
: UNDER SEAL

GOVEMNT'S MOTION TO PARTIALLY UNSEAL THIS MATTER
The United States of America, by and through the United States Attorney for the District of
Columbia, hereby requests that this Honorable Court issuc en Order directing the Clerk's Office to
partially unseal thifs matter and release certified copies of all documents and pleadings on file in
this matter to the government, and otherwisc lcave the matter under seal. In support of'this motion,
the government states the following:
1, On April 19, 2012, the goveroment applied to the Court for an order authorizing the
installation and use of a pdn Tegister and trap and trace on the telephone then assigned
number - The government’s application was filed under seal.

2. On April 20, 2012, the Court issued an order granting the application,

" ’
3. In the cese, In the Maiter of the Application of Jason Leopold to Unseal Certain Electronic

Surveillance Applications and Qrders, Misc. Case. No. 1:13-me-00712-BAH, petitioner has
filed svit seeking to unseal certain Court files, At this stage of the litigation, and with the
leave of Court, the government is endeavoring to provide documents 1o petitioner from a
sarmmpling of scaled pen register/trap and trace matters filed in 2012, The government has
identificd the instant matter as one of the matters that can be ur;sealed and disclosed pursuant
to that litigation, afier the govemnment makes appropriste redactions which will be

determined upon reviewing all of the documents filed in this matter.
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WHEREFORE, the United States respectfully requests that this case be partially unsealed
by Order of the Court, A proposed order is attached.
Respectfully submitted,

CHANNING D. PHILLIPS
United States Attorney
D.C. Bar Number 415-793

MARGARET J, CHRISS
Chief, Special Proceedings Division
D.C. Bar Number 452-403

/sl
PAMELA 8, SATTERFIELD
Assistant United States Attomey
D.C, Bar No, 421-247
Special Proceedings Division
555 4th Street, N.W.
Washington,-D.C. 20530
Pamela.satterfield@usdoj.gov
202-252-7578
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

S

IN THE MATTER OF THE AFPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING

A PEN REGISTER AND TRAP AND TRACE

Oi CELLULAR TELEPHONE NUMBER !

ORDER

FILED
0CT 312016

Clark, (.8 District & B
. U8, ankry
erts‘rur thoe Distrigt of CUIu?r:lc}{a

Ivise, No, 12-227

UNDER SEAL

Upon due considerntion of fhie Government’s Motion to Partially Unseal this Matter, and

good cause having been shown, it is hereby

ORDERED that the motion is GRANTED. Accordingly, it is

FURTHER ORDERED, that the Clerk’s Office shall provide certified copies of all

documents and pleadings on file in this matter to the government, and that this matter and such

documents and filings shall otherwise remain under scal until further order of the Court.

Date:
PeA 31, 2t B A A
Beryl A, Howell, Chief Judge
United States District Court
for the District of Columbia
Copy to:
Pamela Saiterfield, AUSA U.S. District and Bankruptcy Courts

for the District of Columbia

A TRUE COPY
ANGELA D. CAESAR, Clerk

By__ s _
Deputy Clerk
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-y P - UNITED STATES DISTRICT COURT UL 27 200
C FOR THE DISTRICT OF COLUMBIA Clerk, U8, District & Barkrupiey
: i

»

Courte for the District of Qolumbla

IN THE MATTER OF THE APPLICATION

OF THE UNITED STATES OF AMERICA ; : ‘ Q.:' éq /]
FOR AN ORDER AUTHORIZING : Mise, No,

A PEN REGISTER AND TRAP AND TRACE
ON CELLULAR TELEPHONE NUMBER

APPLICATION FOR PEN REGISTER AND TRAP
AND TRACE PURSUANT TO TITLIZ 18 US.C. SECTIONS 3122 AND 31213

The United States of Americe, by and through its counsel, Ronald C. Machen J r., Umited
States Attorney for the District of Columbia, and T Patrick Martin, Assistant United States Attorney,
hereby applies to the Court for an.order authorizing the installation and use of a peu register and trap

and trace on the tclephone prescntl§'a§élgned numbes-hcreinaﬁer “subject cellular
. . . . |

telephone number), a cellular telephone subscribed fo by _—
TR - civ:t, “CUSTOMER").' In support of this Application, the United

[

States certifics the following;
PEN REGISTER AND TRAP AND TRACE

1, The Applicant is an "attorney for the govermment” as defined in Rule 1(bi( Dof the

. Federal Rules of Criminal Procedure, and thergfore, pursuant to Title 18 U.8.C. Section 3122, may

apply for an order authorizing the installation and use of'a pen registcr, trap und trace, and/ur a caller

identification device.

! Alhoughthe billing addregs’as'sqﬁialed with the subject cellular telephone number aceount

Is denoted as ‘PI% - Binown address is _
gﬁéﬁﬁg o n

{ GOVERNM
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2, The Applicant certifies that U.S. Immigration and Customs Enforcement {hercinafier
“Agency” or “ICE”) is conducting a criminal investigation of the user(s} of the celiular telephone
identified above and others in connection with possible violations of federal laws, including Title 18,
United States Code, Scctions 1546Ja111d 37 1. Based upon reliable information, it is believed that the
user(s) of the subject cellular tél‘c;p‘t;one number, & celiular telephone subscri’c;ed to the by
CUSTOMER, utilizes the cellular telephone in-violation of Title 18, United States Code. Sections
1546 and 371,

3, The Applicant further certifies that the information likely to be obfaimed frum the pen
register and trap and trace device is relévant to the ongoing erimingl investigation being conducted
by the Agency, Itis believed this information will provide the agents with investigative leads and
potential evidence at irial concerning contacts made by the targels in the course of their criminal
activity, The information 1o be obtained from the caller identification feature is geographicaily
limited only by the technology of the service provider for the cellular telephone, and the lechnology
of the originating telephone numbt;-i; servxce providers; with no geographic limit for the trap and trace.

4. ~Pursuam to Title lé U.'S.C. Sections 3122 and 3123, the Applicant requests that the
Court issue an order authorizing the installation and use of a pen register, tra1; and trace and caller
identification device: (1) to record numbers dialed or pulsed from the subject cellular telephone
number; and (2) to capture the incoming electronic or other impulses which identify the originating
number of a wire or electronic communication, and signaling and routing relating te the subject

cellular telephone number, and to record the-length of time the telephone receivers in question are in
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use for incoming or outgoing calls, for a period of 60 days to commence upon the expiration of
authority under any p;*cvicus order or upon the date of‘this order, whichever is later,

S.. The Applicant further requests that the order direct AT&T (hereinafter “Service
Provider”), to fumnish all information, facilities and technical assistance necessary to accormplish the
installation of the pen register, trap and trace and the caller identification device unobirusively with
a minimura of interference with the services that-therprovider accords the subscriber(s), and with
compensation 1o be paid by the Agency for reasonable expenses incurred in providing such facilities
and assistance.

;

6. The Applicant requiests further that the Cowrt’s Order direct the Serviee Provider, its
agents, employees and affiliates not to disclose to the subscribes, or to any other person, fhe existence
‘of the requested pen register, trap and trace, or the caller identification device, or of this investigation,
unless or until otherwise ordered by the Court,

7 It is further requested that the Court’s Order apply not only to the celiular telephone
bearing the subject cellular telephone number, but also to any telephone number(s) subsequently
assigned to any instrument bearing the same mobile service identification number as the subject
telephone number, or any changed mobile service identification number.subsequently assigned to the
same telephone number, or any additional changed telephone numbers and/or mobile service
identification number, whether the changes occur consecutively or simultaneously, which are listed
te the seme subscriber and wireless' télephone account number as the subject cellular telephone

number within the 60 day period authorized by this Order.
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2 It is further requested that the Court's Order apply to the Service Provider, and toany
other communications service prpyider which contracts or otherwise agress to pro:/idc cellular
telephone service to a telephone bearing the same telephone number or mobile service iduntification
number during the sixty day period authorized by this Order.

9, Because disclosure of this Application could jeopardize the investigation for which
the autherization to install and use the pen register, trep-and trace and caller identiﬁ:ation device is
sought; the Applicant further requests that this application be filed under seal, pursuant to Title 18~
U.S8.C. Section 3123(d)(1). The Applicant further requests- that this Court’s Order. and any
subsequent orders, be sealed until otherwise ordered by the Court,

WHEREFORE, it is respectfully requested that the Court grant an order extending
authorization for the installation and use of a pen register, trap and trace and caller identification
device for a period of 60 days (1) to record numbers dialed or pulsed from the subjeet cellular
telephone numbcf; (2) to capturg theiincoming electronic or other impulses which identify the
originating number of a wire or efectronic communication, and signaling and routing reluting to the
subject celluler telephone number, and to record the length of time the telephone recefvers in question
are in use for incoming or outgoing calls; (3) directing the Service Provider to fumnish furthwith to
the Agency all information, facilities, and technical assistance necessary to accomplish the installation
and use of the devices unobtrusively and with minimum interference to the service presently accorded
p'érsons whose dialings or pulsings are the subject of the pen register, trap and {race, and caller

identification device, and {4) sealing this Application and the Court's Order.

A
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1 certify under penalty of perjury that the foregoing is true and correet,

%
EXECUTED on this_2& _ day of July, 2012

By:

Respectfully submitted,

RONALD C, MACHEN JR, -
UNITED STATES ATTORNEY
DC Bar No. 447889

T.PATRICK MARTIN

Assistant United States Aftorney
National Security Section

D.C, Bar No. 4719635

555 Fourth Strest NW, Room 11-439
Washington, D.C. 20530

{202) 252-7398
Thomas.Martin@usdoj.gov

n
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FILED

JRE—— B L L R R T

UNITED STATES DISTRICT COURT UL 30 g1
FOR THE DISTRICT OF COLUMBIA 0k for OISt & g

‘ strict of GU’Umb}];
IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA  .: -
FOR AN ORDER AUTHORIZING L MiseNo. /397
A PEN REGISTER AND TRAP AND TRACE .
ON CELLULAR TELEPHONE NUMBER , )

A . UNDERsEAL
ORDER

This matter having come before the Court pursuant to the Government’s Application under
Title 18 U.8.C, Section 3122, by Assistant United States Attorney T. Patrick Martin, an attorney for
the government, which Application requests an Order under Title 18 US.C. Section 3123,
authorizing the installation and use of & pen register and trap and trace device on_
(hereinafter “subject cellular telephone number™), and the Court makes the following findings:

‘+ .. FINDINGS
Findings Pursuant to Title 18 U.S.C, Section 3123

1. The Court finds that the Applicant has certified to the Court that he is an “attarney
for the government” as defined in Rule 1(b)(1) of the Federal Rules.of Criminal Frocedure.

2, The numbers digled or pulsed to and from the subjcct'ccllular telephone, snibscn‘bcd

investigation of possible viofations of Title 18, United States Code, Sections 1546 and 371, Itis

W
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ORDERED, that pursuant to Title 18 U.S.C. Section 3123, that agents of U,S. Immigration
and Customs Service (hereinafter “Agency” or *JCE") may install and use pen register, trap and trace
and calleridentification device on the subject cellular telephone number (1) to record numbers dialed
to or pulsed from the subject celular welephone number, to record the date and time of such dialings
or pulsiilgs; and (2) to capture the incoming electronic and other impulses reasonebly likely to
identify the source of a wire ar elcctro;aic communication and thedate and time of such incoming
pulses, for a period of an additional sixty (60) days to commence upen the expiration of authority
under any previous arder or upon the date of this order, whicheveris later, Itis

FURTHER ORDERED, pursuant to Title 18 U.S,C. Section 3123(b)(2), that AT&T
(bereinafter “Service Provider”), shall furnish to the Agency forthwith all information, facilities and
technical assistance necessary to accomplish the installation of the devices unobtrusively and with
minimum interference with the services that are accorded persons whose dialings and pulsings are
the subject of the pen register and the trap and trace device. Itis

FURTHER ORDERED, that this Order shall apply not only to the subject cellular
telephone number, but elso to any telephone number(s) subsequently assigned to an instrument
bearing the same mobile service identification number as the subject cellular telephone number, or
any changed mobile service identification ﬁumbcr subsequently assigned to the seme lelephone
number, or fo additional changed telephone numbers and/or mobile service identification number,
whether the changes occur consecutively or simultaneously, which are listed fo the same subseriber
and wireless telephone acoorunt number as the subject 'ceJIular telephonie number within |he 6C day

period authorized by this Order, Itis
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FURTHER ORDERED, that this Order shall apply to the Service Pravider, and o any other
service provider which contraets or otherwise agrees to provide celiular telephone service to a
telephone bearing the same telephone number and/or mobile ser‘-.fice identification number during
the 60 day period contemplated by the Order in this matte. It is

FURTHER ORDERED, that the Service I;rovider, or any other service provider to whom
this Order applies, shall be compensated by- the Agency for reasonable expenses incurred in
p"roviding technical sssistance. And, itis

FURTHER ORDERED, that this Order and the Application shall be scaiad until otherwise .
ordered by the Court and that the:Ser,v_ice Pravider, its agents, employees and affiliates. shall not
disclose the existence of the pen register and trap and trace device or the existenge of the
investigation to the listed subscriber, or to any other person, unless or until otherwise ordered by the
Court,

SO ORDERED th@ day of July, 2012

. j \'. /) '
_ s
United States Magisirate Judge

Deborah A. Robinson
United States Maglatrate Judgs
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FILED

UNITED STATES DISTRICT COURT SEP 25 2012

FOR THE DISTRICT OF COLUMBIA  Slerk, U, Distriet & Bankruptcy
Courts for the Distriet of Columbly

IN THE MATTER OF THE APPLICATION

OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING : Mise, No, 12-397
A PEN REGISTER AND TRAP AND TRACE

ON CELLULAR TELEPHONE NUMBER

UNDER SEAL

EXTENSION APPLICATION FOR PEN REGISTER AND TRAP
AND TRACE PURSUANT TO TITLE 18 U.S,C. SECTIONS 3122 AND 3123

The United States of America, by and through its counsel, Ronalci C. Machen JIr,, United
States Attorney for the District of Columbie, and Frederick Yette, Assistant United States
Altorney, hereby applies to the Court for an order extending authorization for the installation and

use of a pen register and trap and trace on the telephone presently assigned number‘-

-(hercinaﬁcr “subject cellular telephone number™), a cellular telephone subseribed to by

sipport of this Application, the United States cerifies the follewing:

PEN REGISTER AND TRAP AND TRACE,

I The Applicant is an “attorney for the government” as defined in Rule 1(b}(1)of the
Federal Rules of Criminal Procedure, and therefore, pursuamt to Title 18 U.S8.C. Section 3122,
may apply for an order authorizing the installation and use of a pen register, trap and trace, andfor

a caller identification device,

ct cellular telephone number account is
known address is

* Although the billing address associated with the subje
denoted as * LI




Case 1:12:mc-00397-DAR *SEALED* Document 3 Filed 09/25/12 Page 2 of 5

2. The ‘Applicam certifies that U.S, Immigration and Customs Enforcement
(hereinafter “Agency” or “ICE™) is conducting a criminal investigation of the user(s) of the
cellular telephone identified above and others in connection with possible violations of federal
laws, including Title 18, United States Code, Sections 1546 and 371, Based upon reliable
information, it is believed that the user(s) of the subject cellular telephone number, a cellular
telephone subscribed to the by CUSTOMER, utilizes the cellular telephone in violation of 'f’it]c
18, United States Code, Sections 1546 and 371.

3, The Applicant fu;ther certifies that the information likely to be obtained from the
pen register and trap and frace device is relevant to the ongoing criminal investigation being
conducted by the Agency. It is believed this information will provide the agents with
investigative leads and potential evidence at trial concerning contacts made by the targets in the
course of their criminal activity. The information to be obtained from the caller identification
feature is geographically limited only by the technology of the service provider for the cellular
telephone, and the technology ;f the originating telephone number service providers, with no
geographic limit for the trap and trace.

4, Pursuant to Title 18 U.8.C, Sections 3122 and 3123, the Applicant requests that the
Court issue an order authorizing the instaliation and use of 2 pen register, trap and trace and caller
identification device: {1) to record numbers dialed or pulsed from the subject cellular telephone
ngmber; and (2) to capture .the_lincoming electronic or other impulses which identify the
or.iginating number of a wire or élcctronic communication, and signaling and routing relating to
the subject cellular telephone number, and to record the length of time the telephone receivers in
question are in use¢ for incoming or qutgoing calls, _for a period of 60 days to commence upon the

2
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expiration of authority under any previous order or upon the daie on which this orderis served on
AT&T (hereinafier “Service Provider), whichever is later.

5. The Applicant further requests that the order direct the Service Provider to furnish
all information, facilities and technica! assisiance nccessa;'y to accomplish the installation of the
pen register, trap andAtrace and the caller identification device unobtrusively with a minimum of
interference with the services that the provider accords the subscriber(s), and with compensation
to be paid by the Agency for reasonable expenses incurred in providing such facilities and
assistance,

6. The Applicant requests further that the Court’s Order direct the Service Provider,
its agents, g‘mployces and affiliates not to disclose to the subscriber, or to any other person, the
existence of the requested pen register, trap and trace, or the caller identification device, or of this
investigation, unless or until-otherwise ordered by the Court.

7. It is further rgquglsted_that the Court’s C.)rder apply not only to the celiular
telephone b;aaring the subject c;qllqlap telephone number, but also to any telephone number(s)
sybscquently assigned to any instrument bearing the same mobile service identification number as
the subject telephone number, or any changed mobile service identification number subsequently
assigned to the same telephone number, or any add'itional chanéed telephone numbers and/or
mobile service identification number, whether the changes occur consecutively or simultancously,
which are lisied to the same subscriber and wireless telephone account number as the subject
cellular telephone number within the 60 day period authorized by this Order,

8. 1t is further requested that the Court's Order apply to the Service Provider, and to
any other communications service provider which contracts or otherwise agrees to provide

3
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cellular telephone service o a telephone bearing the same telephone number or mobile service
identification number during the sixty day period authorized by this Order,

9, Because disclosure of this Application could jeopardize the investigation for which
the authorization to install and use the pen register, trap and trace and caller identification device
is sought, the Applicant further requests that ll"liS application be filed under seal, pursuant to Title
18 U.5;C. Section 3123(d)(1); The Applicant further requests that this Court’s Order, and any
subsequent. orders, be sealed until otherwise erdered by the Court.

WHEREFORE, it is respectfully requested that the Court grant an order extending
aithorization for the installation and use of a pen register, trap and trace and caller identification
device for a peried of 60 days (1} to record numbers dialed or pulsed from the subject cellular
telephone number; (2) to capture the incoming electronic or other impulses which identify the
originating number of a wire or electronic communication, and signaling and routing relating to
the subject cellular telephone number, and to record the leng{h of time the telephone receivers in
guestion are in use for incoming or outgoing calls; (3) directing the Service Provider to fumish
forthwith to the Agency all information, facilities, and technical assistance necessary to
accomplisl‘l the installation and wse of the devices unobtrusively and with minimum interference
to the service p£esent!y accorded Jersons whose dialings or pulsings are the subj'ec’; of the pen
régister, trap and trace, and caller identification devicé, and (4) sealing this Application and the

Court's Order.
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1 certify under penalty of p_erljury that the foregoing is true and correct,

EXECUTE‘.D on this '25"#' day of September, 2012

Respectfully submitted,

RONALD C, MACHEN JR,
United States Attorney

By:  Frederick W, Yette; DC Bar 385391
Assistant United States Atforney
555 4™ Street, NW
Washington, D.C, 20530
202-252-7733{0)
Frederick. Yette@usdoj.gov

ECF
DOCUMENT

1 heteby attest and certify that this is a printed copy of a
document which was electronlcally filed with the United
States District and Bankruptcy Courts for the District of

olumbia.
Date Rl - RS /R
\ Gk, CAE

, CLERK




Case 1:12-mc-00397-DAR *SEALED* Document 4 Flled 09/26/12 Page 1 of 3

FILED

UNITED STATES DISTRICT COURT SEP 2 8 201
FOR THE DISTRICT OF COLUMBIA Clerk, U, Distriot & aamcwpﬂ
Gourts for the District of Columbla
AY

IN THE MATTER QF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING : Misc, No, 12-397
A PEN REGISTER AND TRAP AND TRACE
ON CELLULAR TELEPHONE NUMBER

UNDER SEAL

ORDER
This matter having came before the Court pursuant to the Government's Application
under Title 18 U,S,C. Seetion 3122, by Assistant United States Atiorney Frederick Yeﬁe, an
aftorney for the government, which Application requests an Order under Title 18 U.S.C, Section
3123, extending euthorization for the installafion and use of a pen register and trap and trace
device on-(hereinaﬁer “subject cellular telephone number™), and the Court
makes the fohowiné ﬁndings:
FINDINGS
Fin(\!lngs Pursuant to Title 18 U,8.C, Scction 3123
I. The Court finds that the Applicant has certified to the Court that he is an “attorney
for the governmen(” as defined in Rule 1(B)(1) of the Federal Rules of Criminal Procedure.
2, The numbers d_ialsq or pulsed to and from the subject cellular telephone,
subscribed to by -—', are Telovent Lo an

ongoing criminal investigation of possible violations of Title 18, United States Code, Sections

1546 and 371, Itis

' The billing address associated with the subject cellular telephone number account may be




e i g e e et &

Case 1:12-mc-00397-DAR *SEALED* Document 4 Filed 09/26/12 Page 2 of 3-

ORDERED, that pursuant to Title 18 U.S.C. Section 3123, that agents of US.
Immigration and Customs Servici:e;.(hereinaﬂer “Agency” or “ICE") may instail and use pen
register, trap and trace and caller identification device on the subject celluler telephone number
(H 1o record numbers dialed to or pulsed from the subject cellular telephone number, to record
the date and time of such dialings or pulsings; and (2) to capture the incoming ¢lectronic and
other impulses reasonably likely to identify the source of a wire or electronic communication and
the date and time of such incoming puises, for a period of an additional sixty (60) days to
commence upon the expiration of authority under any previous order or upon the date on which
this order is served on AT&T (hereinafier “Service Provider”), whichever is later. It is

FURTHER ORDERED, pursuant to Title 18 U.S.C. Section 3123(b)(2), that the Service
Provider shall furnish to the Ageqc}' forthwith all information, facilities and technical asgistance
necessary to accomplish the installation of the devices wnobtrusively and with minimum
interference with the services thal are accorded persons whose dialings and pulsings are the
subject of the pen register and the trap and trace device. Itis

FURTHER ORDERED, that this Order shall apply not only to the subject celiular
telephone number, but also to any telephone number(s) subsequently assigned to an instrument
Bearing the same mobile service identification number as the subject cellular telephone number,
or dny changed mobile service identification number subsequently assigned to the same
telephone number, or to additiona]/ changed telephone numbers and/or mobile service
identification number, whether the changes oecur consecutively or simultancously, which are
listed to the same s:ubscriber Em.(.i_- )vi_[e[ess telephone account number as the subject cellular

telephone number within the 60 day period authorized by this Order. Itis
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FURTHER ORDERED, thﬁt this Order shall apply to the Service Provider, and to any
other service provider which contracts or otherwise agrees to provide cellular telcphone‘ service
to & telephone bearing the same telephone number and/or mobile service identification number
during the 60 day period contemp}ategi by the Order in this rmatter, 1t is

FURTHER ()RDERED,;t'pat the Service Provider, or anyiother service provider to
whom this Order applies, shall be compensated by the Agency for reasonable expenses inc-urred
in providing technical assistance. And, itis

FURTHER ORDEREDYy that this Ord;zr and the Application‘ shall be sealed until
otherwise ordered by the Court and that the Service Provider, its agents, employees and
affiliates, shall not disclose the existence of the pen register and trap and trace device or the
existence of the investigation to the listed subscriber, or to any other person, unless or until
otherwise ordered by the Court.

rs
SO ORDERED this_#2__ day of September, 2012

‘ &
() F prenin
Cgél-m M, RACCIOLA
nited States Magistrate Judge

ECF
DOCUMENT

I heraby attest and certify that this 1s a printed copy of a
document which was electronlcally filed with the United
States District and Bankruptcy Courts for the Ristrict of
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

IN THE MATTER OF THE APPLICATION

OF THE UNITED STATES OF AMERICA :

FOR AN ORDER AUTHORIZING : Misc. No. 12-397
A I’EN REGISTDR AND TRAP AND TRACE

TELEPHONE NUMBER
: : UNDER SEAL

GOVERNMENT'S MOTION TO PARTIALLY-UNSEAL THIS MATTER

The United States of Americe, by and through the United States Attorney for the District of
Columbia, hereby requests that this Honorable Caurt issue an Order directing the Clerk's Office to
partielly unsesl this matter a'nd release certified copies of all documents and pleadings on file in
{his matter {o the govermment, and othérwise leave the mattér under seal, In support of this motion,
the government statt;s the following:

1. On July 27, 2012, the govermment applied to the Court for an order authorizing the
installation and use of a pen register and trap and trace on the lelephone then assigned
numbcr Tf\é_ government's application was filed under seal.

2. On July 3.1,.2012, the COul:t issu?d an order granting the application.

3. In the case, In the Mauter of the Application of Jason [.copold to Unseal Certgin Fleclronic

Surveillance Applications and Qrders, Mise. Case, No, 1:13-me-00712-BAH, petitioner has

' filed suit secking to unscal certain Court files, At this stage of the litigation, and with the
teave of Court, the government is endeavaring to provide documents 1o petitioner from a
sampling of sealed pcn' register/trap and trace matters filed in 2012, The government has
identified the instant matter as one of the matters that can be unsealed and disclosed pursuant
to that litigation, after the- government makes appropriate redactions which will be

determined upon reviewing all of the documents filed i this matler,
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WHEREFORE, the United States respectfully requests that this case be partially unsealed
by Order of the Court, A proposed order is attached,
Respectfully submitted,

CHANNING D. PHILLIPS
United States Attorney
D.C, Bar Number 415-793

MARGARET J, CHRISS
Chief, Special Proceedings Division
D.C., Bar Number 452-403

fs/
PAMELA S. SATTERFIELD
Assistant Unifed States Atftorney
D.C, Bar No. 421-247
Special Proceedings Division
555 4th Street, N W,
Washington, D.C. 20530
Pamela.satterfield@usdoj.gov
202-252-7578

ECF
DOCUMENT

1 hareby ottest and certify that this Is a printed copy of a
document which was electronically flled with the United
States District and Bankruptcy Courts for the District of
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UNITED STATES DISTRICT COURT FILED
FOR THE DISTRICT OF COLUMBIA 0CT 31 2016

Glack, U.8. District & Bankruptoy
Courts tor the District of 2olumbia

IN THE MATTER OF THE APPLICATION

OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING : Misce, No, 12-397
A PEN REGISTER AND TRAP AND TRACE

ON CELLULAR TELETHONE NUMBER
UNDER SEAL

ORDER

Upon due consideration of the Government’s Motion to Partial}.y Unseal this Matter, and
good cause having been shown, it is hereby

ORDERED that the motion is GRANTED. Accordingly, it is

FURTHER ORDERED, that the Clerk’s Office shall provide certified copies of all
docurnents and pleadings on file in this matter {o the governmend, and that this matter and such

documents arnd filings shall otherwise remain under seal unti] further order of the Court.

Date: /
At 3/ 2o e P L iin
4 Beryl A. Ho%ell, Chief Judge
United Staies District Court
for the District of Colurnbia
Copy to:
Pamela. Satterfield, AUSA U.S. District and Barkruptey Coturts
for the Distriet of Columbia
A TRUE COPY
ANGELAD. CAESAR, Clerk

By__. .

T reputy Clark
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