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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA


IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §


SC No. 20-sc-3361


Filed Under Seal


ORDER


Upon consideration of the Government’s ex parte Motion to Modify Order in this matter, 


the Court agrees to provide the relief requested.


IT IS THEREFORE ORDERED, that the United States serve this Order onto Goolge LLC 


(“Google”), and that Google may disclose the existence and substance of this Order and the


January 5, 2021 Order to Deputy General Counsel for the New York Times, but 


that Google, its counsel, and may not share the existence or substance of either of


these Orders with any other person without further approval from this Court (until January 5, 2022, 


unless later modified by the Court).


IT IS FURTHER ORDERED that Google shall promptly provide the Government with all 


records responsive to this Court’s January 5, 2021 Order by March 11, 2021.


AND IT IS FURTHER ORDERED the Government’s Motion to Modify Order and this 


Order be sealed until otherwise ordered by the Court, except that the United States may disclose 


the existence and/or contents of this Order to appropriate law enforcement authorities.


Date: ___________________________________
UNITED STATES MAGISTRATE JUDGE
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 


IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


ORDER 
 


Upon consideration of the Government’s ex parte Second Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED, that the United States serve this Order onto Google LLC 


(“Google”), and that the United States,  Esq., and Google may disclose the 


existence and substance of this Order, and this Court’s Orders of January 5, 2021 and March 3, 


2021 in this matter, to (1) the General Counsel for the New York Times and (2) 


its outside counsel, of the 


law firm  (and any yet-to-be identified firm attorneys or legal staff at assigned 


to the matter), but that none of these persons may share the existence or substance of any of these 


Orders with any other person without further approval from this Court (until January 5, 2022, 


unless later modified by the Court).   


IT IS FURTHER ORDERED that this Court’s March 3, 2021 Order is hereby MODIFIED, 


and that Google shall promptly provide the Government with all records responsive to this Court’s 


January 5, 2021 Order within 21 days of this Order. 
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AND IT IS FURTHER ORDERED the Government’s Motion to Modify Order and this 


Order be sealed until otherwise ordered by the Court, except that the United States may disclose 


the existence and/or contents of this Order to appropriate law enforcement authorities. 


        


Date:       ___________________________________ 
       UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 


IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
FOR INVESTIGATION OF VIOLATION 
OF 18 U.S.C. §§


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


SECOND MOTION TO MODIFY ORDER 
 


The United States of America, moving by and through its undersigned counsel, respectfully 


submits under seal this second ex parte Motion to Modify the nondisclosure provision in the Order 


in this matter.   


On January 5, 2021, this Court issued an Order pursuant to 18 U.S.C. § 2703(d), that 


included a nondisclosure provision that forbade Google LLC (“Google”), the Provider, from 


providing notice of the legal process to any person “except attorneys for PROVIDER for the 


purpose of receiving legal advice.”  That Order was promptly served on Google.  After consulting 


with Google, the United States moved to modify the nondisclosure order.  On March 3, 2021, this 


Court granted the motion and permitted Google to share the Order with the Deputy General 


Counsel for the New York Times, and extended the period for Google’s 


production of records to March 11, 2021.  The United States has since spoken to


who requested that: (1) the nondisclosure be further modified so that can notify his 


supervisor, General Counsel for the New York Times  and outside counsel, 


of the aw firm, (2) and 


that the production of records date for Google be extended 21 days from the execution of the 


modified nondisclosure order.    


Without conceding any legal position, the United States is amenable to a limited 
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modification of the nondisclosure provision to provide notice solely to the above persons (and any 


other yet-to-be identified legal staff at who are assigned to this matter) and for the 


extension of time.  A draft proposed Order is attached to this motion.   


 This matter is already under seal, and the United States further requests that this Motion 


and proposed Order be filed under seal.  The Court has the inherent power to seal court filings 


when appropriate, including the proposed Order.  United States v. Hubbard, 650 F.2d 293, 315-16 


(D.C. Cir. 1980) (citing Nixon v. Warner Commn’ns, Inc., 435 U.S. 589, 598 (1978)).  More 


particularly, the Court may seal the materials to prevent serious jeopardy to an 


investigation when such jeopardy creates a compelling governmental interest in confidentiality.  


See Washington Post v. Robinson, 935 F.2d 282, 287-89 (D.C. Cir. 1991).  For the reasons stated 


previously, the United States has a compelling interest in confidentiality to justify continued 


sealing of the motion and proposed Order.   


CONCLUSION 


Based on the foregoing, the United States requests that the Court grant the proposed Order. 


Respectfully submitted,  
 
CHANNING D. PHILLIPS 
Acting United States Attorney 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§ 


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


ORDER 
 


Upon consideration of the Government’s ex parte Third Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED, that the United States serve this Order onto Google LLC 


(“Google”), and that the United States, and Google may disclose the 


existence and substance of this Order, and this Court’s Orders of January 5, 2021, March 3, 2021, 


and March 8, 2021 in this matter, to the Publisher and Chairman of the New York Times Company, 


and President and Chief Executive Officer of the New York Times Company, 


, but that neither of these persons may share the existence or substance of 


any of these Orders with any other person (except previously identified legal counsel) without 


further approval from this Court, until January 5, 2022, unless later modified by the Court.   


AND IT IS FURTHER ORDERED the Government’s Third Motion to Modify Order and 


this Order be sealed until otherwise ordered by the Court, except that the United States may 


disclose the existence and/or contents of this Order to appropriate law enforcement authorities. 


        


Date:       ___________________________________ 
       UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
FOR INVESTIGATION OF VIOLATION 
OF 18 U.S.C. §§


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


THIRD MOTION TO MODIFY ORDER 
 


The United States of America, moving by and through its undersigned counsel, respectfully 


submits under seal this second ex parte Motion to Modify the nondisclosure provision in the Order 


in this matter.   


On January 5, 2021, this Court issued an Order pursuant to 18 U.S.C. § 2703(d), that 


included a nondisclosure provision that forbade Google LLC (“Google”), the Provider, from 


providing notice of the legal process to any person “except attorneys for PROVIDER for the 


purpose of receiving legal advice.”  That Order was promptly served on Google.  After consulting 


with Google, the United States moved to modify the nondisclosure order.  On March 3, 2021, this 


Court granted the motion and permitted Google to share the Order with the Deputy 


General Counsel of The New York Times, and extended the period for Google’s production of 


records to March 11, 2021. requested that: (1) the nondisclosure be further modified 


so tha could notify his supervisor General Counsel of The New York 


Times, and outside counsel, 


law firm; (2) and that the production of records date for Google be extended 21 days from the 


execution of the modified nondisclosure order.  The United States accommodated that request and 


moved this Court to modify the Order a second time.  The Court granted the motion on March 8, 


2021.   
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The United States has since consulted with who have 


further requested that the nondisclosure provision be modified so they can consult with the 


Publisher and Chairman of the New York Times Company, nd President and 


Chief Executive Officer of the New York Times Company, 


Without conceding any legal position, the United States is amenable to a limited 


modification of the nondisclosure provision to provide notice solely to the above persons.  A draft 


proposed Order is attached to this motion.   


 This matter is already under seal, and the United States further requests that this Motion 


and proposed Order be filed under seal.  The Court has the inherent power to seal court filings 


when appropriate, including the proposed Order.  United States v. Hubbard, 650 F.2d 293, 315-16 


(D.C. Cir. 1980) (citing Nixon v. Warner Commn’ns, Inc., 435 U.S. 589, 598 (1978)).  More 


particularly, the Court may seal the materials to prevent serious jeopardy to an


investigation when such jeopardy creates a compelling governmental interest in confidentiality.  


See Washington Post v. Robinson, 935 F.2d 282, 287-89 (D.C. Cir. 1991).  For the reasons stated 


previously, the United States has a compelling interest in confidentiality to justify continued 


sealing of the motion and proposed Order.   
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CONCLUSION 


Based on the foregoing, the United States requests that the Court grant the proposed Order. 


Respectfully submitted,  
 
CHANNING D. PHILLIPS 
Acting United States Attorney 


Assistant United States Attorney 
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA


IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§


SC No. 20-sc-3361


Filed Under Seal


ORDER


Upon consideration of the Government’s ex parte Third Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested.


IT IS THEREFORE ORDERED, that the United States serve this Order onto Google LLC 


(“Google”), and that the United States, and Google may disclose the 


existence and substance of this Order, and this Court’s Orders of January 5, 2021, March 3, 2021,


and March 8, 2021 in this matter, to the Publisher and Chairman of the New York Times Company, 


and President and Chief Executive Officer of the New York Times Company, 


, but that neither of these persons may share the existence or substance of 


any of these Orders with any other person (except previously identified legal counsel) without 


further approval from this Court, until January 5, 2022, unless later modified by the Court.  


AND IT IS FURTHER ORDERED the Government’s Third Motion to Modify Order and 


this Order be sealed until otherwise ordered by the Court, except that the United States may 


disclose the existence and/or contents of this Order to appropriate law enforcement authorities.


Date: ___________________________________
UNITED STATES MAGISTRATE JUDGE
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§ 


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


ORDER 
 


Upon consideration of the Government’s ex parte Fourth Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED, that this Court’s March 8, 2021 Order in this matter is 


MODIFIED, and that Google LLC (“Google”) shall produce to the United States all responsive 


records to this Court’s January 5, 2021 Order by April 12, 2021.    


AND IT IS FURTHER ORDERED the Government’s Fourth Motion to Modify Order and 


this Order be sealed until otherwise ordered by the Court, except that the United States may 


disclose the existence and/or contents of this Order to appropriate law enforcement authorities. 


        


Date:       ___________________________________ 
       UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
FOR INVESTIGATION OF VIOLATION 
OF 18 U.S.C. §§


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


FOURTH MOTION TO MODIFY ORDER 
 


The United States of America, moving by and through its undersigned counsel, respectfully 


submits under seal this second ex parte Motion to Modify the nondisclosure provision in the Order 


in this matter.   


On January 5, 2021, this Court issued an Order pursuant to 18 U.S.C. § 2703(d), that 


included a nondisclosure provision that forbade Google LLC (“Google”), the Provider, from 


providing notice of the legal process to any person “except attorneys for PROVIDER for the 


purpose of receiving legal advice.”  That Order was promptly served on Google.  After consulting 


with Google, the United States moved to modify the nondisclosure order.  On March 3, 2021, this 


Court granted the motion and permitted Google to share the Order with he Deputy 


General Counsel of The New York Times, and extended the period for Google’s production of 


records to March 11, 2021. equested that: (1) the nondisclosure be further modified 


so that could notify his supervisor, General Counsel of The New York 


Times, and outside counsel, 


law firm; (2) and that the production of records date for Google be extended 21 days from the 


execution of the modified nondisclosure order.  The United States accommodated that request and 


moved this Court to modify the Order a second time.  The Court granted the motion on March 8, 


2021.  After further discussion with the United States agreed to 
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ask this Court for leave to amend the nondisclosure provision so they could consult with 


and . The United States sought such relief from the Court, and 


this Court modified the Order a third time on March 22, 2021. 


Since that time, counsel for the New York Times has further requested that United States 


seek an extension of time of two additional weeks for Google to produce the ordered records so 


that counsel can consult with their client, and to negotiate further with the United States about the 


2703(d) Order.  


Without conceding any legal position, the United States is amenable to a limited 


modification of this Court’s March 8, 2021 Order, and to extend the deadline for Google’s 


production of the requested material until April 12, 2021.  A draft proposed Order is attached to 


this motion.   


 This matter is already under seal, and the United States further requests that this Motion 


and proposed Order be filed under seal.  The Court has the inherent power to seal court filings 


when appropriate, including the proposed Order.  United States v. Hubbard, 650 F.2d 293, 315-16 


(D.C. Cir. 1980) (citing Nixon v. Warner Commn’ns, Inc., 435 U.S. 589, 598 (1978)).  More 


particularly, the Court may seal the materials to prevent serious jeopardy to an 


investigation when such jeopardy creates a compelling governmental interest in confidentiality.  


See Washington Post v. Robinson, 935 F.2d 282, 287-89 (D.C. Cir. 1991).  For the reasons stated 


previously, the United States has a compelling interest in confidentiality to justify continued 


sealing of the motion and proposed Order.   
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CONCLUSION 


Based on the foregoing, the United States requests that the Court grant the proposed Order. 


Respectfully submitted,  
 
CHANNING D. PHILLIPS 
Acting United States Attorney 
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA


IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§


SC No. 20-sc-3361


Filed Under Seal


ORDER


Upon consideration of the Government’s ex parte Fourth Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested.


IT IS THEREFORE ORDERED, that this Court’s March 8, 2021 Order in this matter is 


MODIFIED, and that Google LLC (“Google”) shall produce to the United States all responsive 


records to this Court’s January 5, 2021 Order by April 12, 2021.  


AND IT IS FURTHER ORDERED the Government’s Fourth Motion to Modify Order and 


this Order be sealed until otherwise ordered by the Court, except that the United States may 


disclose the existence and/or contents of this Order to appropriate law enforcement authorities.


Date: ___________________________________
UNITED STATES MAGISTRATE JUDGE
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


ORDER 
 


Upon consideration of the Government’s ex parte Fifth Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED, that this Court’s March 8, 2021 and March 29, 2021 


Orders in this matter are MODIFIED, and that Google LLC (“Google”) shall produce to the United 


States all responsive records to this Court’s January 5, 2021 Order by May 17, 2021.    


AND IT IS FURTHER ORDERED the Government’s Fifth Motion to Modify Order and 


this Order be sealed until otherwise ordered by the Court, except that the United States may 


disclose the existence and/or contents of this Order to appropriate law enforcement authorities. 


        


Date:       ___________________________________ 
       UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
FOR INVESTIGATION OF VIOLATION 
OF 18 U.S.C. §§ 


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


FIFTH MOTION TO MODIFY ORDER 
 


The United States of America, moving by and through its undersigned counsel, respectfully 


submits under seal this fifth ex parte Motion to Modify the nondisclosure provision in the Order 


in this matter.   


On January 5, 2021, this Court issued an Order pursuant to 18 U.S.C. § 2703(d), that 


included a nondisclosure provision that forbade Google LLC (“Google”), the Provider, from 


providing notice of the legal process to any person “except attorneys for PROVIDER for the 


purpose of receiving legal advice.”  That Order was promptly served on Google.  After consulting 


with Google, the United States moved to modify the nondisclosure order.  On March 3, 2021, this 


Court granted the motion and permitted Google to share the Order with the Deputy 


General Counsel of The New York Times, and extended the period for Google’s production of 


records to March 11, 2021.  requested that: (1) the nondisclosure be further modified 


so that Mr. McCraw could notify his supervisor , General Counsel of The New York 


Times, and outside counsel, 


law firm; (2) and that the production of records date for Google be extended 21 days from the 


execution of the modified nondisclosure order.  The United States accommodated that request and 


moved this Court to modify the Order a second time.  The Court granted the motion on March 8, 


2021.  After further discussion with the United States agreed to 
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ask this Court for leave to amend the nondisclosure provision so they could consult with 


The United States sought such relief from the Court, and 


this Court modified the Order a third time on March 22, 2021.  Those discussions continued and 


the parties again (for a third time) requested additional time until April 12, 2021, which this Court 


granted. 


Since that time, counsel for the New York Times has briefed more senior members of the 


Department of Justice and further requested that United States seek an extension of time of five 


additional weeks for Google to produce the ordered records so that counsel can negotiate further 


with the United States about the 2703(d) Order.   


Without conceding any legal position, the United States is amenable to additional extension 


of the deadline for Google’s production of the requested material until May 17, 2021.  A draft 


proposed Order is attached to this motion.   


 This matter is already under seal, and the United States further requests that this Motion 


and proposed Order be filed under seal.  The Court has the inherent power to seal court filings 


when appropriate, including the proposed Order.  United States v. Hubbard, 650 F.2d 293, 315-16 


(D.C. Cir. 1980) (citing Nixon v. Warner Commn’ns, Inc., 435 U.S. 589, 598 (1978)).  More 


particularly, the Court may seal the materials to prevent serious jeopardy to an 


investigation when such jeopardy creates a compelling governmental interest in confidentiality.  


See Washington Post v. Robinson, 935 F.2d 282, 287-89 (D.C. Cir. 1991).  For the reasons stated 


previously, the United States has a compelling interest in confidentiality to justify continued 


sealing of the motion and proposed Order.   
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CONCLUSION 


Based on the foregoing, the United States requests that the Court grant the proposed Order. 


Respectfully submitted,  
 
CHANNING D. PHILLIPS 
Acting United States Attorney 


Assistant United States Attorney 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§


SC No. 20-sc-3361 


Filed Under Seal 


ORDER 


Upon consideration of the Government’s ex parte Fifth Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED, that this Court’s March 8, 2021 and March 29, 2021


Orders in this matter are MODIFIED, and that Google LLC (“Google”) shall produce to the United 


States all responsive records to this Court’s January 5, 2021 Order by May 17, 2021.    


AND IT IS FURTHER ORDERED the Government’s Fifth Motion to Modify Order and 


this Order be sealed until otherwise ordered by the Court, except that the United States may 


disclose the existence and/or contents of this Order to appropriate law enforcement authorities. 


___________________________________ 
UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


ORDER 
 


Upon consideration of the Government’s ex parte Sixth Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED, that this Court’s March 8, 2021, March 29, 2021, and 


April 12, 2021 Orders in this matter are MODIFIED, and that Google LLC (“Google”) shall 


produce to the United States all responsive records to this Court’s January 5, 2021 Order by June 


17, 2021.    


AND IT IS FURTHER ORDERED the Government’s Sixth Motion to Modify Order and 


this Order be sealed until otherwise ordered by the Court, except that the United States may 


disclose the existence and/or contents of this Order to appropriate law enforcement authorities. 


        


Date:       ___________________________________ 
       UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
FOR INVESTIGATION OF VIOLATION 
OF 18 U.S.C. §§


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


SIXTH MOTION TO MODIFY ORDER 
 


The United States of America, moving by and through its undersigned counsel, respectfully 


submits under seal this Sixth ex parte Motion to Modify the nondisclosure provision in the Order 


in this matter.   


On January 5, 2021, this Court issued an Order pursuant to 18 U.S.C. § 2703(d), that 


included a nondisclosure provision that forbade Google LLC (“Google”), the Provider, from 


providing notice of the legal process to any person “except attorneys for PROVIDER for the 


purpose of receiving legal advice.”  That Order was promptly served on Google.  After consulting 


with Google, the United States moved to modify the nondisclosure order.  On March 3, 2021, this 


Court granted the motion and permitted Google to share the Order with the Deputy 


General Counsel of The New York Times, and extended the period for Google’s production of 


records to March 11, 2021. requested that: (1) the nondisclosure be further modified 


so that Mr. McCraw could notify his supervisor, General Counsel of The New York 


Times, and outside counsel, 


law firm; (2) and that the production of records date for Google be extended 21 days from the 


execution of the modified nondisclosure order.  The United States accommodated that request and 


moved this Court to modify the Order a second time.  The Court granted the motion on March 8, 


2021.  After further discussion with the United States agreed to 
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ask this Court for leave to amend the nondisclosure provision so they could consult with 


and . The United States sought such relief from the Court, and 


this Court modified the Order a third time on March 22, 2021.  Those discussions have continued 


and the parties again requested additional time on several occasion, the last of which was April  


12, 2021, which this Court granted leave of time until May 17, 2021. 


Since that time, counsel for the New York Times has requested further consideration of its 


position, and the United States has agreed to seek an additional extension of time of four additional 


weeks (until June 17, 2021) for Google to produce the ordered records so that counsel can negotiate 


further with the United States about the 2703(d) Order.  A draft proposed Order is attached to this 


motion.   


 This matter is already under seal, and the United States further requests that this Motion 


and proposed Order be filed under seal.  The Court has the inherent power to seal court filings 


when appropriate, including the proposed Order.  United States v. Hubbard, 650 F.2d 293, 315-16 


(D.C. Cir. 1980) (citing Nixon v. Warner Commn’ns, Inc., 435 U.S. 589, 598 (1978)).  More 


particularly, the Court may seal the materials to prevent serious jeopardy to an


investigation when such jeopardy creates a compelling governmental interest in confidentiality.  


See Washington Post v. Robinson, 935 F.2d 282, 287-89 (D.C. Cir. 1991).  For the reasons stated 


previously, the United States has a compelling interest in confidentiality to justify continued 


sealing of the motion and proposed Order.   
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CONCLUSION 


Based on the foregoing, the United States requests that the Court grant the proposed Order. 


Respectfully submitted,  
 
CHANNING D. PHILLIPS 
Acting United States Attorney 


Assistant United States Attorney 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. 


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


ORDER 
 


Upon consideration of the Government’s ex parte Sixth Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED, that this Court’s March 8, 2021, March 29, 2021, and 


April 12, 2021 Orders in this matter are MODIFIED, and that Google LLC (“Google”) shall 


produce to the United States all responsive records to this Court’s January 5, 2021 Order by June 


17, 2021.    


AND IT IS FURTHER ORDERED the Government’s Sixth Motion to Modify Order and 


this Order be sealed until otherwise ordered by the Court, except that the United States may 


disclose the existence and/or contents of this Order to appropriate law enforcement authorities. 


        


Date:       ___________________________________ 
       UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§


SC No. 20-sc-3361 
 
Filed Under Seal 


ORDER 


Upon consideration of the Government’s ex parte Sixth Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED, that this Court’s March 8, 2021, March 29, 2021, and 


April 12, 2021 Orders in this matter are MODIFIED, and that Google LLC (“Google”) shall 


produce to the United States all responsive records to this Court’s January 5, 2021 Order by June 


17, 2021.    


AND IT IS FURTHER ORDERED the Government’s Sixth Motion to Modify Order and 


this Order be sealed until otherwise ordered by the Court, except that the United States may 


disclose the existence and/or contents of this Order to appropriate law enforcement authorities. 


        


Date:       ___________________________________ 
       UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§


SC No. 20-sc-3361 
 
Filed Under Seal 


ORDER 


Upon consideration of the Government’s ex parte Sixth Motion to Modify Order in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED, that this Court’s March 8, 2021, March 29, 2021, and 


April 12, 2021 Orders in this matter are MODIFIED, and that Google LLC (“Google”) shall 


produce to the United States all responsive records to this Court’s January 5, 2021 Order by June 


17, 2021.    


AND IT IS FURTHER ORDERED the Government’s Sixth Motion to Modify Order and 


this Order be sealed until otherwise ordered by the Court, except that the United States may 


disclose the existence and/or contents of this Order to appropriate law enforcement authorities. 


        


Date:       ___________________________________ 
       UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


ORDER 
 


Upon consideration of the Government’s ex parte Motion to Withdraw Application in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED that the Government’s Application from December 22, 


2020 is hereby withdrawn without prejudice; 


IT IS FURTHER ORDERED that this Court’s Orders of January 5, 2021, March 3, 2021, 


March 8, 2021, March 22, 2021, March 29, 2021, April 12, 2021, and May 11, 2021 Orders 


(Docket # 2, 4, 6, 8, 10, 12 and 15) in this matter are QUASHED; AND 


IT IS FURTHER ORDERED that all filings and Orders in this matter shall remain under 


seal until otherwise ordered by the Court.     


        


Date:       ___________________________________ 
       UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
FOR INVESTIGATION OF VIOLATION 
OF 18 U.S.C. §§ 


SC No. 20-sc-3361 
 
Filed Under Seal 


 
MOTION TO WITHDRAW APPLICATION 


 
The United States of America, moving by and through its undersigned counsel, respectfully 


withdraws its Application in this matter, and seeks to quash this Court’s January 5, 2021 Order.   


On January 5, 2021, this Court issued an Order pursuant to 18 U.S.C. § 2703(d) for the 


production of non-content communication records by Google LLC (“Google” or “Provider”). That 


Order was promptly served on Google. The order also included a nondisclosure provision that 


prohibited Google from providing notice of the legal process to any person “except attorneys for 


PROVIDER for the purpose of receiving legal advice.”  


 After consulting with Google, the United States moved to modify the nondisclosure order 


to enable Google to make a further disclosure and extend the time to respond.  On March 3, 2021, 


this Court granted the motion and permitted Google to share the Order with the 


Deputy General Counsel of The New York Times, and extended the period for Google’s production 


of records to March 11, 2021.   


Thereafter, onferred with the Government and requested that the United 


States agree that: (1) the nondisclosure be further modified so that could notify his 


supervisor, General Counsel of The New York Times, and outside counsel, 


law firm; (2) and that the 


production of records date for Google be extended 21 days from the execution of the modified 


nondisclosure order.  The United States agreed to these requests and moved this Court to modify 
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the Order a second time accordingly, and the Court granted that motion on March 8, 2021.   


After further discussion with , the United States agreed to 


ask this Court for leave to amend the nondisclosure provision so they could consult with 


, Publisher of The New York Times, and President and Chief of 


Executive Officer of The New York Times. The United States sought such relief from the Court, 


and this Court modified the Order a third time on March 22, 2021.  Discussions with counsel for 


The New York Times continued, and the United States requested additional time on several 


occasions, the last of which was May 11, 2021, when this Court extended the date by which  


Google was obligated to produce records until June 17, 2021. 


Following additional developments in the matter, the United States at this time has 


determined that it does not wish to compel production from Google.  The United States hereby 


moves to withdraw its Application and respectfully moves the Court to quash the Order.  A draft 


proposed Order is attached to this motion.   


The United States understands that after entry of the proposed Order that neither Google, 


nor those at The New York Times, will be under any nondisclosure obligations from this Court.  


As 


this Court is aware, this matter is already under seal; consistent with the sealing order, and in view 


of the the Application in this matter has not been disclosed to Google, 


The New York Times, or anyone else not authorized to receive it.  As such, the United States further 


requests that this Motion and proposed Order be filed under seal.  The Court has the inherent power 


to seal court filings when appropriate, including the proposed Order.  United States v. Hubbard, 


650 F.2d 293, 315-16 (D.C. Cir. 1980) (citing Nixon v. Warner Commn’ns, Inc., 435 U.S. 589, 598 


(1978)).  More particularly, the Court may seal the materials to prevent


Case 1:20-sc-03361-ZMF *SEALED*   Document 16   Filed 06/02/21   Page 2 of 3







3 


when such jeopardy creates a compelling governmental interest in 


confidentiality.  See Washington Post v. Robinson, 935 F.2d 282, 287-89 (D.C. Cir. 1991).  For 


the reasons stated previously, the United States has a compelling interest in confidentiality to 


justify continued sealing of this matter, this motion, and the proposed Order.   


CONCLUSION 


Based on the foregoing, the United States requests that the Court grant the proposed Order. 


Respectfully submitted,  
 
CHANNING D. PHILLIPS 
Acting United States Attorney 


 


Assistant United States Attorney 


      
 
JOHN C. DEMERS 
Assistant Attorney General 


 


Trial Attorney 


Case 1:20-sc-03361-ZMF *SEALED*   Document 16   Filed 06/02/21   Page 3 of 3












4 


UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§ 


SC No. 20-sc-3361 
 
Filed Under Seal 


ORDER 


Upon consideration of the Government’s ex parte Motion to Withdraw Application in this 


matter, the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED that the Government’s Application from December 22, 


2020 is hereby withdrawn without prejudice; 


IT IS FURTHER ORDERED that this Court’s Orders of January 5, 2021, March 3, 2021, 


March 8, 2021, March 22, 2021, March 29, 2021, April 12, 2021, and May 11, 2021 Orders


(Docket # 2, 4, 6, 8, 10, 12 and 15) in this matter are QUASHED; AND 


IT IS FURTHER ORDERED that all filings and Orders in this matter shall remain under 


seal until otherwise ordered by the Court.     


        


Date:       ___________________________________
       UNITED STATES MAGISTRATE JUDGE 
 


Case 1:20-sc-03361-ZMF *SEALED*   Document 16-1   Filed 06/02/21   Page 1 of 1Case 1:20-sc-03361-ZMF *SEALED*   Document 17   Filed 06/04/21   Page 1 of 1


2021.06.04 
10:48:34 
-04'00'








UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA


IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C.


SC No. 20-sc-3361


Filed Under Seal


ORDER


The United States has submitted an Application pursuant to 18 U.S.C. § 2703(d), 


requesting that the Court issue an Order requiring Google LLC (“PROVIDER”), an electronic 


communication and/or remote computing service provider located in Mountain View, California, 


to disclose the records and other information described in Attachment A to this Order.  The Court 


finds that the United States has offered specific and articulable facts showing that there are 


reasonable grounds to believe that the records or other information sought are relevant and material 


to an ongoing criminal investigation.  Furthermore, the Court determines that there is reason to 


believe that notification of the existence of this Order will seriously jeopardize the ongoing


investigation, including by giving targets an opportunity to destroy or tamper with evidence.  See


18 U.S.C. § 2705(b)(3) and(5).


IT IS THEREFORE ORDERED, pursuant to 18 U.S.C. § 2703(d), that PROVIDER shall, 


within ten days of receipt of this Order, disclose to the United States the records and other 


information described in Attachment A to this Order.


IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 2705(b), that PROVIDER shall not 


disclose the existence of the application of the United States or this Order of the Court to any other 


person (except attorneys for PROVIDER for the purpose of receiving legal advice) for a period of
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one year (commencing on the date of this Order), unless the period of nondisclosure is later 


modified by the Court.  


IT IS FURTHER ORDERED that the Application and this Order are sealed until otherwise 


ordered by the Court, except that the United States may disclose the existence and/or contents of 


the Application and this Order to appropriate law enforcement authorities.


Date: ___________________________________
UNITED STATES MAGISTRATE JUDGE
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ATTACHMENT A


I. The Account(s)


The Order applies to certain records and other information for any Google LLC


(“PROVIDER”) account(s) associated with the following identifier(s):


@nytimes.com (TARGET ACCOUNT 1);


@nytimes.com (TARGET ACCOUNT 2);


@nytimes.com (TARGET ACCOUNT 3);


@nytimes.com (TARGET ACCOUNT 4);


@nytimes.com (TARGET ACCOUNT 5);


@nytimes.com (TARGET ACCOUNT 6);


and any preserved data and/or preservation numbers associated therewith.


II. Records and other information to be disclosed


A. Information about the customer or subscriber of the Account(s)


PROVIDER is required to disclose to the United States the following records and other


information, if available, for each account or identifier listed in Part I of this Attachment (the 


“Account(s)”) constituting information about the customer or subscriber of the Account(s) for the 


time period from January 14, 2017, through April 30, 2017: 


1. Names (including subscriber names, user names, and screen names);


2. Addresses (including mailing addresses, residential addresses, business addresses, and
email addresses);


3. Local and long distance telephone connection records;


4. Records of session times and durations, and the temporarily assigned network
addresses (such as Internet Protocol (“IP”) addresses) associated with those sessions;
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5. Length of service (including start date) and types of service utilized;


6. The identity of any cookies associated with each account;


7. Telephone or instrument numbers (including MAC addresses), Electronic Serial 
Numbers (“ESN”), Mobile Electronic Identity Numbers (“MEIN”), Mobile Equipment 
Identifier (“MEID”), Mobile Identification Numbers (“MIN”), Subscriber Identity 
Modules (“SIM”), Mobile Subscriber Integrated Services Digital Network Number
(“MSISDN”), International Mobile Subscriber Identifiers (“IMSI”), or International 
Mobile Equipment Identities (“IMEI”) associated with the accounts;


8. Other subscriber numbers or identities (including the registration IP address), including 
any current or past accounts linked to the Account(s) by telephone number, recovery
or alternate e-mail address, IP address, or other unique device or user identifier; and


9. Means and source of payment for such service (including any credit card or bank 
account number) and billing records.


10. A statement as to whether the Account(s) or any devices associated with the Account(s) 
had location services or GPS activated or enabled, and if so, whether PROVIDER does 
or does not have geolocation records available for the Account(s) or any devices 
associated with the Account(s) for the time period from January 14, 2017, through April 
30, 2017.


B. All records and other information relating to the Account(s) (except the contents of 
communications)


PROVIDER is required to disclose to the United States the following records and other 


information, if available, for the Account(s) for the time period from January 14, 2017, through 


April 30, 2017, constituting all records and other information relating to the Account(s) (except 


the contents of communications), including:


1. Records of user activity for each connection made to or from the Account(s), including 
log files; messaging logs; the date, time, length, and method of connections; data 
transfer volume; user names; and source and destination Internet Protocol addresses;


2. Information about each electronic communication sent or received by the Account(s), 
including the date and time of the communication, the method of communication, and 
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the source and destination of the communication (such as source and destination email 
addresses, IP addresses, and telephone numbers), and any other associated header or 
routing information; and


3. Identification of any PROVIDER account(s) that are linked to the Account(s) by 
cookies, including all PROVIDER user IDs that logged into PROVIDER’s services by 
the same machine as the Account(s).


4. Identification of any forwarding email services used to or from the Account, including 
the header identification and metadata information associated with communications 
forwarded to PROVIDER Accounts from other email accounts or forwarding services.


5. Identification of all services and features activated on the Account(s), including use of 
Google Drive and related features.


A. Definitions:


1. As used herein, “unique device or user identifier” refers to any unique number or set of 
characters stored or generated by Google that may be used to identify or track users or 
devices, including but not limited to cookies, unique application number, universally 
unique identifier or “UUID,” globally unique identifier or “GUID,” Advertising ID, 
Android ID, MAC address, IMEI number, MEID number, and electronic serial number 
or “ESN.”


2. As used herein, “cookies” refers to any cookie technology used by Google, including 
cookies related to user preferences (such as NID), security cookies, process cookies, 
cookies used for advertising (such as NID, SID, IDE, DSID, FLC, AID, TAID, and 
exchange_uid), cookies linking activity across devices (such as AID and TAID), 
session state cookies, and cookies pertaining to Google Analytics.
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
LLC FOR INVESTIGATION OF 
VIOLATION OF 18 U.S.C. §§ 


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


ORDER 
 


Upon consideration of the Government’s ex parte Motion to Modify Order in this matter, 


the Court agrees to provide the relief requested. 


IT IS THEREFORE ORDERED, that the United States serve this Order onto Goolge LLC 


(“Google”), and that Google may disclose the existence and substance of this Order and the 


January 5, 2021 Order to Deputy General Counsel for the New York Times, but 


that Google, its counsel, and may not share the existence or substance of either of 


these Orders with any other person without further approval from this Court (until January 5, 2022, 


unless later modified by the Court).   


IT IS FURTHER ORDERED that Google shall promptly provide the Government with all 


records responsive to this Court’s January 5, 2021 Order by March 11, 2021. 


AND IT IS FURTHER ORDERED the Government’s Motion to Modify Order and this 


Order be sealed until otherwise ordered by the Court, except that the United States may disclose 


the existence and/or contents of this Order to appropriate law enforcement authorities. 


        


Date:       ___________________________________ 
       UNITED STATES MAGISTRATE JUDGE 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 


 
IN RE APPLICATION OF USA FOR 
2703(d) ORDER FOR SIX EMAIL 
ACCOUNTS SERVICED BY GOOGLE 
FOR INVESTIGATION OF VIOLATION 
OF 18 U.S.C. §§ 


SC No. 20-sc-3361 
 
Filed Under Seal 


 
 


MOTION TO MODIFY ORDER 
 


The United States of America, moving by and through its undersigned counsel, respectfully 


submits under seal this ex parte motion to modify the nondisclosure provision in the Order in this 


matter.   


On January 5, 2021, this Court issued an Order pursuant to 18 U.S.C. § 2703(d), that 


included a nondisclosure provision that forbade Google LLC (“Google”), the Provider, from 


providing notice of the legal process to any person “except attorneys for PROVIDER for the 


purpose of receiving legal advice.”  That Order was promptly served on Google on the same day.  


Google did not respond to the filing, and the Order was resubmitted to Google on February 3, 


2021.  Google has since responded through outside legal counsel1 and indicated that Google will 


not comply with the Order because the accounts are “enterprise clients” (i.e., corporate clients who 


use Google email services).  In undersigned’s discussions with Google’s counsel, Google has 


confirmed it has records responsive to the Order, and they would withdraw their own objections 


to the production of material if the United States would obtain permission of the Court to: (1) 


modify the nondisclosure provision so that Google could share the Order with the Deputy General 


Counsel for the New York Times, and (2) provide that Google not produce 


                                                           
1 Google is represented by in 
Washington, D.C. 
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material responsive to the Order for 14 days after such disclosure is made to


While the United States takes issue with Google’s legal position, in an effort to expedite 


any litigation of the Order, the United States is amenable to a limited modification of the 


nondisclosure provision for Google to provide notice solely to , and for the extension 


of time.  A draft proposed Order is attached to this motion.   


 This matter is already under seal, and the United States further requests that this Motion 


and proposed Order be filed under seal.  The Court has the inherent power to seal court filings 


when appropriate, including the proposed Order.  United States v. Hubbard, 650 F.2d 293, 315-16 


(D.C. Cir. 1980) (citing Nixon v. Warner Commn’ns, Inc., 435 U.S. 589, 598 (1978)).  More 


particularly, the Court may seal the materials to prevent serious jeopardy to an 


investigation when such jeopardy creates a compelling governmental interest in confidentiality.  


See Washington Post v. Robinson, 935 F.2d 282, 287-89 (D.C. Cir. 1991).  For the reasons stated 


previously, the United States has a compelling interest in confidentiality to justify continued 


sealing of the motion and proposed Order.   
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CONCLUSION 


Based on the foregoing, the United States requests that the Court grant the proposed Order. 


 


Respectfully submitted,  
 
MICHAEL R. SHERWIN 
Acting United States Attorney 


 
 


Assistant United States Attorney 
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